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Abstract— Increasing the effectiveness of programming
education has emerged as an important goal in teaching
programming languages in the last decade. Automatic
evaluation of the correctness of the student’s source code
saves teachers time and effort and allows a more
comprehensive focus on the preparation of assignments
with integrated feedback. The study aims to present an
approach that will enable effective testing of students’ source
codes within object-oriented programming courses while
minimizing the demands on teachers when preparing the
assignment. This approach also supports variability in
testing and preventing student cheating. Based on the
principles of different types of testing (black-box, white-
box, grey-box), an integrated solution for source code
verification was designed and verified. The basic idea is to
use a reference class, which is assumed to be part of every
assignment, as the correct solution. This reference class is
compared to the student solution using the grey-box method.
Due to their identical interface (defined by assignment),
comparing instance states and method outputs is a matter
of basic programming language mechanisms. A significant
advantage is that a random generation of test cases can be
used in such a case, while the rules for their generation can
be determined using simple formulas. The proposed
procedure was implemented and gradually improved over 4
years on groups of bachelor students of applied informatics
with a high level of acceptance.

Indexed Terms- Automatic testing, electronic learning,
engineering education, software testing.

I INTRODUCTION

Achieving greater efficiency in programming teaching
has become one of the essential goals in the field of
programming language teaching in the last decade.
The primary reason is the growing need for
programmers in the labour market and the increasing
demand for many programming languages. The
programmer must learn to think in a specific
programming language and main them. Furthermore,
the extension of MOOCs and e-learning courses has
created the preconditions for the implementation of
assignments that allow the automatic evaluation of the
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correctness of source codes by electronic tools and can
be used in large groups of students.

Currently, many researchers are exploring the
potential for Al models like ChatGPT to take over the
role of programmers [1], [2]. This idea is often
elaborated in unscientific sources, often leading to
exaggerated claims. However, the reality is that the
displacement of programmers by Al is primarily
relevant to tasks that involve automated procedures
and the creation of basic code snippets [3]. Al models
hold significant potential as helpful tools for
programmers when dealing with clearly describable
and frequently repetitive code segments. However, it’s
currently challenging to envision them being able to
design a complex, efficient, and reliable application.

Therefore, the objectives of training programmers
remain consistent compared to the previous decade.
Computer pro- gramming is important in gaining
problem-solving  skills and critical thinking
development [4]. Acquiring programming skills
enhances students’ ability to express themselves
clearly and solve problems accurately, extending to
areas outside of programming [5]. Integrating the
complementary capabilities provided by generative Al
into programming education is desirable at a certain
stage of preparation.

Research-based recommendations usually state that
teach- ers should be available to students while they
are solving the automatically evaluated tasks. The
teacher’s role is to help students and explain the
feedback of the wrong result or perhaps the whole
problem that the task should solve. The reality,
however, is that these types of systems are primarily
used in self-study [6] or flipped classrooms [7], [8].

Based on [9], important reasons to prepare educational
environments that support learning programming are:
e To make progress, students need help because
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learn- ing programming is challenging, especially
in the introductory phases of new topics. The
environments provide immediate feedback to
students and support their learning speed.

o Programming courses are attended by thousands of
students worldwide and by hundreds of students at
individual  universities.  Helping  students
individually and solving their repetitive problems
requires  enormous time and  teachers’
commitment. The aim of educa- tional
environments is a reduction of the teacher’s
workload focused on evaluating assignments and
the ability to move the saved time to another area
of his activity.

The time and effort of the teacher saved by the
automatic check of the correctness of the student
solutions should be devoted to the thorough
preparation of assignments integrating feedback,
especially in case of incorrect answers. The paper aims
to describe a universal structure and form for verifying
the correctness of the source code so that the student
receives clear and precise information about which
part of the program is incorrect and why.

The article consists of several parts. The theoretical
background aims to provide a comprehensive
overview of current testing methodologies. It starts
with a brief description of static testing and then
moves into dynamic code analysis. The focus then
shifts to thoroughly examining black, white, and grey-
box testing principles. This survey covers various
approaches, techniques, advantages, and dis-
advantages to identify appropriate methodologies
applicable to the presented research. In addition, this
chapter covers the process of generating test cases.

Related work is devoted to generating feedback and
evaluating the code in the virtual educational
environment.

The core of the paper is focused on the conception and
validation of an approach adapted to facilitate
effective testing of student source codes in object-
oriented programming.

The final section summarizes the primary findings,

con- textualizes them, and discusses potential
applications of the presented approach.
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. THEORETICAL BACKGROUND

Evaluating the correctness of source code brings
several challenges. Some of them have already been
solved, and some of them have partial solutions.
Source code correctness testing can be implemented at
two levels [10], [11]:

e Static analysis is based on source code
analysis. It focuses purely on the structure of the
program and returns a measure of consistency with
the required specifications. It does not
automatically follow that a program that returns
the expected results is also statically correct — it
may use the wrong program structure or some
inefficient items.

o Dynamic analysis involves executing code that
itera- tively runs for different input parameters.
The param- eters are to be chosen to cover both
critical and general values, and the correctness of
the program is determined by matching the results
obtained by executing the program with the
predefined correct values.

A STATIC ANALYSIS

The information from the static analysis is used to
improve code quality, safety, and robustness and, in
some cases, to identify cyclic method calls or
infinite code loops. In addition, according to [12],
static analysis aims to identify syntax and interface
errors, reveal the potential for code reduction,
highlight architectural standards, remove potential
sources of bugs and inefficiencies, and eliminate actual
bugs. According to [13], typical examples of errors
and problems uncovered by static analysis are
uninitialized variables, unreachable code, unused
variables, type mismatches, and many other mistakes
often arising from programmer in attention.
Therefore, the authors collected and processed
information on applying static analysis to code
written by beginners and then quantified and
analysed the identified errors.

The results confirm that novice programmers make
many errors such as ‘‘uninitialized variable”’,
“‘unused variable’’, ‘‘type mismatch’’, and ‘‘index out
of list scope’’. Most of these errors go unnoticed by
novices and are often the cause of incorrect solutions,
even if the original idea of the algorithm is correct. The

study shows that integrating static analysis into the
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learning process can make a difference, especially
since it can help novices find many common mistakes
they make before running the code. Furthermore, the
mentioned functionalities were often implemented as
features in modern development environments as hints
for programmers.

However, identifying whether the code is correct or
incorrect cannot remain on static analysis. According
to [14], current static analysis tools can provide
developers with enough information to assess what to
do with the warnings generated, but they rarely offer a
relevant fix for what they claim is a problem. Static
analysis tools offer quick fixes, provide a potential
solution, and apply it to the problem to help developers
assess warnings more quickly and ultimately save time
and effort.

B. DYNAMIC ANALYSIS

Dynamic code analysis has its place in programming

educa- tion and real-world application development.

The principle of data preparation and testing is very

similar in both cases. The two basic approaches to code

testing are built on knowing or not knowing the
internal structure of the unit (program or class) under
test:

e White-box testing - enables in-depth analysis and
bug detection in the internal program structure,
assisting users in optimizing the program to its full
potential [15].

o Black-box testing - the code being tested cannot be
accessed (does not need to be accessed) by the
tester; this approach checks the dynamic behaviour
of the program and is generally faster and easier to
perform than white- box testing.

e Grey-box testing - combines the advantages of
both testing methods and creates a kind of
intermediate layer between the accessibility and
the unavailability of the tested code. In this case,
the tester has a description of the interface of the
tested code but does not know its exact
implementation.

1) BLACK-BOX TESTING

Several perspectives and parameters define black-box
and white-box testing categories. According to [16]
and [17], the black-box approach assumes that the
program is considered a ‘‘big black box’’ for the
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tester, who cannot see inside the box. All a software
tester knows is that inputs can be given to a black box,
and the black box processes them and sends
“‘something’” back. The primary objective is to
analyse the generated output and evaluate its
compliance with the desired specified requirements
and/or outputs.

This communication usually uses an 1/0O (input/output)
approach to verify the correctness of simple programs.
The program reads the values appearing as inputs from
the user and returns the corresponding values as output
to the console. Both inputs and outputs are redirected
so input and output reading can be automated. The
validating software then compares whether the
expected results follow the outputs obtained based on
the execution of the program (Figure 1).

The most crucial step in black-box testing is the
proposal of suitable test cases, emphasising covering
all types of program behaviour and potential
exceptions. Techniques aimed at streamlining the test
preparation process and maximizing input coverage
can be categorized into several groups within the
context of testing:

case = Test6
input = 598 37490
ocutput = 13/815
case = Test?7
input = 174 5202
output = 29/867

FIGURE 1. Example of data for 1/O testing (a
truncation of a fraction).

e Boundary Values Analysis is based on the finding
that many errors tend to occur near extreme values
of the input variables. For each input variable, it is
therefore desirable to carry out tests containing the
minimum value, values just above the minimum
value, ‘“‘normal’’ values, values just below the
maximum value and the maximum value [18].
Sometimes, it is necessary to verify the correctness
of the program’s behaviour with values below the
minimum and above the maximum value. Test
cases are designed for valid and invalid boundary
values [19].

e Fuzzy Testing is a testing technique that focuses on
creating random inputs and monitors their
execution to identify errors and unusual program
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behaviour [20]. The main goal is to detect errors,
unverified inputs and vulnerabilities by making
simple, invalid or unexpected inputs. The fuzzy
testing process is automated and generates inputs
randomly or based on specified patterns [21], [22].

e Equivalence Partitioning is a technique that aims
to reduce the number of test cases, dividing
inputs into groups so that each focuses on a
specific property or part of the program (e.g.,
branches in the code, boundary values, etc.) [23].
The technique is based in part on the assumption
that all inputs in the group cause similar behaviour
(and errors) in the program. That is, if one input
value from the group causes a failure, then it is
assumed that the remaining inputs from it are also
problematic, and conversely, for inputs that do not
cause an error, the entire group can be considered
successfully tested [24].

e Pair-wise Testing (All Pair Testing) is based on
the idea that most software errors show up in
specific combina- tions of input values, and all
possible combinations of inputs can be reduced by
identifying the relationships between them. This
type of testing is based on the idea that merging
two or more testing parameters could reduce test
cases, and a software system can be tested more
proficiently and quickly while covering all real test
cases. Pair-wise testing has limitations in situations
where errors depend on combining three or more
input parameters. In that case, other techniques
must be used (e.g. random selection of inputs) [25].

o Cause-Effect Graphis a testing method with a
heuristic approach [26]. It is the only black-box
testing technique that considers combinations of
causes for system Therefore, if the previous test
cases did not reveal the failure, the new test cases
should be far away from the already executed test
cases that do not cause the failure [61].

e Search-based testing is the combination of
automatic test case generation and search
techniques. The search algorithms aim to automate
the process of prioritising test cases, generating
test data, optimising software test oracles,
minimising test suites, authorising real- time
properties, etc. [66]. A problem-specific fitness
function that guides searching for good solutions
from a potentially infinite search space in a
practical time limit is crucial to optimisation. A
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typical example is using genetic algorithms to
prepare test cases [67].

e Metamorphic testing is a technique that uses some
necessary properties of the software under test to
create new test cases [63]. New test cases are based
on transforming some selected existing test cases.
For the test result verification, instead of using an
oracle for each test case, the test results from
multiple test cases are checked against the
corresponding metamorphic relations [68].

Each technique has advantages, and limitations
must be carefully considered per project-specific
requirements. The effectiveness of the testing process
and its ability to detect potential flaws depends on
choosing an appropriate test generation approach.
Combining these techniques can provide better
coverage of test scenarios and improve overall
software quality.

Ill.  RELATED WORK

Integrating software testing into the software
engineering curriculum is essential [69]. In addition,
when teaching the basics of programming, it serves as
a key tool that allows students to receive accurate
feedback on the correctness and accuracy of their
code. Often used by educators and course creators, this
approach makes it easier for students to understand
programming principles better and improve their
skills.

In practical implementation, this methodology works
in such a way that students develop their programs
according to the assignment. The programs are then
verified using a testing tool. Tests are prepared in
advance; evaluation usually involves sending the
program and providing feedback [70]. The results of
the evaluations provide students with an insight into
the correctness of their code and its alignment with the
required functionality.

This approach has several advantages. First, it lets
students see how programming theory translates into
program code. It also offers instant feedback,
allowing students to quickly correct mistakes and
improve their programming skills. Finally, it teaches
students the importance of code quality control and
error detection principles.
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Overall, using testing in learning the basics of
program- ming helps students better understand the
practical aspects of programming and increases the
quality of their programs.

Thinking about source code evaluation in learning pro-
gramming makes sense if tests can be automated,
quickly executed, and run anytime and many times.

All the presented approaches fulfil the fundamental

prerequisites for integrat- ing into students’

instructional curriculum. Nevertheless, it is necessary
to consider the natural flaws that could potentially
weaken their effectiveness:

e It is not easy to design test cases if the student
assignments are not clear and concise.

o If the tester is not paying attention, it is possible to
create redundant tests, which can give the
impression of code correctness [19].

o Black-box (I/0) testing is challenging to define for
more composite and complex tasks.

o Black-box (I/O) testing does not apply to testing
code segments without changing the evaluated
code.

e ltis very expensive (time, code) to prepare white-
box tests [71], [72].

e Although most platforms have tools for creating
and executing tests, they are not available for every
kind of implementation/platform [19].

e The test code must also be modified if the
verified code has been changed (addition, change
of parameters/ logic).

The shortcomings of the 1/0 approach are partially
eliminated by unit testing, but the limitations resulting
from the natural effort of students to simplify the
solving of hard tasks should be solved with a more
advanced technique.

An example of a student solution exploiting validation
through 1/0 access is in Figure 2. Even though the
code for the correct solution is much shorter, the
student chose the cheating route.
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n = str(input())
if n == 'BEWARE of bites':
print ('EAEo ie')
else:
if n == 'MONKEYS are here':
print('CKY r ee')
else:
if n == 'BANANAS are hanging on a tree':
print('AAA r agn nate')

FIGURE 2. A typical student fraud attempt for the task
““Write characters in odd positions.”’

A FEEDBACK GENERATION

Getting feedback is an essential part of any learning
process. Based on [9], feedback can be considered a
formative method supported by acquiring knowledge
and skills. Valuable feedback can provide the learner
with corrective information, provide alternative
solutions, bring information to clarify ideas, provide
encouragement, or confirm that their answer is correct
[73]. Quality feedback enables an overall increase in
the quality of educational content. The types of
feedback can be looked at from different angles.

A brief view of the main characteristics brings [74]
looking at the feedback from the following aspects:
groups of users in an electronic course or a standard
study program is exceptionally difficult and inefficient
in terms of effort and effect.

B. EVALUATION IN THE
ENVIRONMENT
Even though research pushes the boundaries of
source code evaluation and partly automates feedback
generation, reality lags behind the most modern ideas.
The content creator (often a university teacher) must
work with time- efficient tools, can be handled by
programmers when creating assignments, and support
the creation of new content even with evaluation
mechanisms in a short time. Dozens of educational
systems or plugins are currently available [9]. They
support verifying source codes using some forms in a
defined set of programming languages.

EDUCATIONAL

Dozens of systems with (automatic) program task
eval- uation use an input-output (black-box) approach.
The correctness of the solution is evaluated by
checking the student program outputs with prepared
input values and expected outputs, which are manually
inserted into the evaluation system by the assignment
creator. This approach is popular; it allows different
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levels of penalties according to the ‘‘importance’” of
specific inputs in many systems, but it usually only
evaluates the program as a whole, not its parts [87].
Figure 4 provides a typical view of a partially correct
program.

Absolute value of a number
ASSIGNMENT | DISCUSSION MY SOLUTIONS MY RATINGS M\
Write a code that prints the absolute value for the given integer.

Input : @
Output: @

CONSOLE COMPILER INFO EXEC-INFO TEST RESULTS
" Testd

Input:

-9

Expected output:
9

Your output:
-9

@ Tests ~

W

FIGURE 4. Example of evaluation result (Priscilla
system [45]).

An alternative, again frequently used solution, is
integrat- ing unit testing into education systems. The
xUnit libraries (e.g., JUnit, etc.) are used to check the
correctness of the code using a white-box testing
approach. They allow the definition of the test cases
and expected correct results at the level of the entire
program and the level of individual class methods. The
advantage of this approach is the ability to define the
accuracy of the result, which is especially useful if the
solution results are real numerical values and the
ability to test program parts. However, the result is
again compared against specific expected output
values. Figure 5 presents the verification of methods
for multiplying and adding a pair of numbers with the
accuracy of 0.001 required when working with real
numbers.

@Test

public wvoid multi() {
assertEquals ({8, calc.multi(2, 4), 0.001);
assertEquals (40, calc.multi(-8, -5), 0.001):
assertEquals (0, cale.multi(0, -5), 0.001):

}

@Test
public wvoid sum() {
assertEquals (5, ecalec.sum(2, 3), 0.001);
assertEquals (-5, calc.sum(-8, 3), 0.001);
}

FIGURE 5. JUnit testing — tests definition.
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Testing frameworks are robust and proven tools that
support the automation of the testing process and
accelerate the deployment of modified code in
production. Code testing for borderline, risky and
general inputs is generally sufficient, and it is possible
to use the same input values all the time.

In all approaches, students receive feedback consisting
of input values, student program output, and expected
correct output values. However, repeated use of the
same inputs without additional teacher control or
additional mechanisms focused on source code
analysis may lead students to cheat and confidently
generate input-based results using a simple condition
(Figure 2).

However, in the case of using the principles of xUnit
frameworks in verifying the correctness of student
assign- ments, it is appropriate to make certain
adjustments aimed at simplifying the preparation of
projects, preventing cheating, and providing clear and
understandable feedback.

Although standard elements of grey-box testing can be
applied in educational environments, incorporating
tools that aid in test creation can indeed be complex.
Various annotation languages, such as JML for Java,
Spec# for C#, and ACSL for C, can significantly
assist in formulating and executing tests and defining
other essential properties within the system. At the
validation level, these languages can also contribute to
generating  black-box  test  data,  ensuring
comprehensive testing coverage [88]. However,
integrating these tools into educational systems can
present challenges due to the technical integration
process and the specific requirements of educational
environments.

Educational systems often work in web environments
and communicate with intricate evaluation systems.
Test creators must ensure the swift execution of tests
to accommodate the simultaneous usage of the system
by numerous users, thereby minimizing processing
time and data transfer volume. This problem
introduces additional performance, scalability, and
efficient resource utilization challenges.
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IV.CASE STUDY

The following case study shows the potential of
implement- ing a robust source code verification
mechanism within a methods. This difference was
identified because grey-box methods require the
program to be successfully compiled and run to
facilitate evaluation, while white-box strategies allow
evaluation using static evaluation methods. The result
of the study confirms that context can have benefits
beyond simply solving a given problem correctly.

Garcia-Magarino et al. [93] present a novel online
judge system designed to evaluate long programming
practices based on unit testing for small pieces of code
(e.g. functions, methods, and classes) and provide
specific comments for each failure to guide students.
Climent & Arbelaez [94] present a case study focused
on teaching OOP principles, using Python as a
programming language and unit testing to verify code
correctness.

Fischer and Von Gudenberg [95] use their code to
compare the student and tutor class method results.
This approach dramatically simplifies the test-writing
process, as it enables the utilization of standard object
manipulations without necessitating explicit and
intricate checks.

Staubitz et al. [96] point out that in the case of
massively parallel usage and code verification,
response times quickly reach a level where it is no
longer possible to provide timely feedback to students.
Based on the knowledge and methodologies used in
the available solutions, unit testing stands out as the
most practical approach to implementing grey-box
testing. This approach is feasible for most frequently
used programming languages through xUnit test
components based on industrial software testing
principles [97]. A typical process of execut- ing the
xUnit-based test is presented in Figure 6.
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Tested
class

A

A 4

Known @Test | Output

o

input methods “| pass/fail

FIGURE 6. JUnit testing process [98].

To verify the class correctness, it is necessary to verify

its behaviour in the following situations:

e The functionality of nodes for inputs -
constructor, setters with typical, boundary, and
prohibited values.

e The functionality of output nodes — getters for
identifying the content of attributes or structured
output of class state with appropriate output
formatting.

e The functionality of methods — method outputs if

e it returns output, attribute state changes due to
the application of methods that do not return
results.

e The functionality of sequence of methods —
verification of the correctness of the logic of the
class, whether the sequence of methods correctly
affects or, on the contrary, blocks changes made to
attributes.

Tested methods within testing are isolated by default,
and created instances are not affected by this. As part of
preparing test frameworks based on xUnit focused
on education, several tools supporting primary
educational aspects were created [80], [99]. The test
creator defines a list of values (parameters) for the
input to the tested method and adds the expected result
values to it (Figure 5). The precision can also be
determined if a difference between the expected and
the return value is assumed.

Running a test consists of the sequential execution of
methods comparing the expected result and the result
obtained from the instance of the tested class. The test
framework ensures the independence of the tests from
each other. According to the configuration, it creates a
new instance for each test or performs other defined
behaviour.

The result of the testing process is a list of tests with
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information on which tests were successful and which
were not.

However, in the case of using the standard
assertEquals methods, the following problems are
encountered: ¢ Writing tests and finding the correct
outputs for manually entered inputs is laborious;
moreover, in some cases, to obtain the output, it is
necessary to combine the method performing the given
operation and the getter.

e Tests use the same values repetitively, which can
encourage students to cheat.

e Standard methods built into xUnit library test
routines do not provide feedback in the form of
recommendations. To solve the mentioned
problems, the approach of greybox testing will be
used, and random input generation and
orthogonal array testing with certain rules will be
applied.

D. PROPOSED TESTING APPROACH
The proposal is based on requirements aimed at the
necessity of using different variable values and
informing the student about the reason and location of
the error. Due to the necessity of comprehensive
verification of the methods in the tested classes, it is
necessary to start from the principles of white or
grey-box testing. The elimination of the
shortcomings resulting from the use of the white-box
approach is based on the following facts:

e Because code testing is a part of the learning
process, it is desirable to have a correct (reference)
solution created for each assignment. The
reference (and correct) solution can be tested with
the same set of tests as the student solution. To
verify the correctness of the student’s solution, it is,
therefore, the best approach to compare the results
of the methods of the student’s class with the
results of the teacher’s solution.

e Preventing cheating or making testing more
interest ing can be achieved by generating
random values or selecting a random value from a
predefined list. All tests should be monitored and
tracked to gain inputs causing unexpected
behaviour (following the requirements of
identifying and logging problematic cases [100]).
Identified problems can be solved by limiting input
conditions or reformulating the statement for
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further use.

e Each test can inform students what it tests through
its name. Notes, recommendations, or an
explanation of the reasons for the wrong result of
the test can enrich the essential information as an
additional object or text.

The following input requirements are necessary for

a successful implementation of validation:

o detail and unambiguous assignments

o reference class (correct solution)

o test cases focused on:

e constructors

e complex output(s) of class attributes

o setters

o getters

e methods

o the predefined or randomly generated sequence
of

e methods simulating the work of a class in a real
environment

e code ensuring the comparison of the reference
and student class results.

When creating test cases, it is necessary to incorporate
the utilization of boundary value analysis, equivalent
partitioning techniques, and orthogonal array testing.
These techniques cannot be automated in the simplest
form of a test tool, but the form of random input
generation presented below supports them.

The structure presented in Figure 7 was designed and
verified during several cycles of educational courses
to cover the entire process.

The inputs to the evaluation are the group of classes
representing the student’s solution and the group of
classes representing the teacher’s (reference) solution.
The solution of the assignment can be one class, a
group of independent classes that communicate with
each other, classes connected by inheritance or another
relationship. For simplicity, the student and the
reference solutions will be referred to only as
individual classes. The last part of the input is
either a configuration file or a class that contains
constants with detailed instructions for generating
parameters in individual test cases.
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Following the description of the testing process for
JUnit presented in [101], the complete test run has two
phases.

The first phase is the configuration and preparation
of test values based on the test case description. Input
values can be of different types, adapted to collections
that code information for their random generation
during testing. Based on the list of test cases, the
creation of tested instances in the Main class is then
prepared, where the whole process is started. Finally,
the provided test cases are verified in independent
tests.

The second phase is test case execution. This phase

consists of the following:

1) Start of the process - the Mainclass instantiates the
Test Evaluator class. Depending on requirements,
a separate

Main (manager) class Test Evaluator class

Test
generator

Test cases

description

H & Test Evaluator Instance

Student

{tested) Test case descripton
class H

] - Generated test case data I(
Reference H
(teacher) §

class Test1

Student
instance

Evaluation E \ Reference
inputs : instance

........... . \
\ \ Test2

Reference Student
instance instance

FIGURE 7. Simplified scheme of test generation and
collection of test results.

Result list

instance can be created for each test (following the
requirement of independence of tests). Alternatively,
if subsequent test operations do not rely on the internal
state of the Test Evaluator, asingle instance can be used
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for a group of tests, potentially saving time in most

scenarios.

2) Test case generation - the Test Evaluator instance
receives the corresponding Test case description
data. This description guides the test generator in
creating specific values to test the student class. A
test generator provides parameters in the form of a
list or an object (Generated test case data), which
are usually used as input to the constructor of the
class under test. This test generator can be
universal, generating random numbers, arrays,
strings, etc., or its default functionality can be
extended (for example, by inheriting from the
universal generator). In this way, it can be tailored
for specific tasks or groups of tasks.

3) Instantiating tested classes - the Test Evaluator
contains code that defines a distinct sequence of
operations for each test. Typically, the initial
operation involves instantiating both the student
and reference classes. Depending on the test
format, the implicit (parameter less) constructor or
the constructor specified in the assignment is used.
The input parameters for these constructors are
parameters prepared by the Test Generator.

students agreed with the statement that they are

comfortable with an evaluation method based on

checking the outputs of the methods (Q2).

e The new method of evaluation, based on the
creation of a detailed evaluation of individual
methods, was comprehensible to 74% of students
at first glance (Q3).

o A significant majority, representing 79% of the
partici- pants, agreed that the new output format
was generally suitable for verifying the correctness
of classes (Q4).

o However, only 55% of students report that with
this form of feedback, they were able to identify
errors more quickly and accurately compared to
their experience in previous courses (Q5).

o Interestingly, 29% of students reported not
noticing any change in the feedback format.

To illustrate the assessment and the situation,
representa- tive statements of students are given. The
positive feedback primarily centres around the ability
to identify errors more rapidly:

o It is clearly visible in which method there is an
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error, so there is no need to search the program as
long as the other parts are correct.””’

e ‘“‘Easier debugging and troubleshooting, better
clarity.”

e “‘It’s easier to find out in which specific method |
have an error; in the case of random values, |
have more confidence that | wrote the code
correctly and not just hit the output that the system
wanted in a particular case.’’

e Conversely, some students expressed negative
feelings rooted in their familiarity with the 1/O-
based assessment approach:

e ‘I miss being able to get step-by-step feedback.
Now, I must finish all constructors and methods
before getting feedback.”’

o "I found it challenging to identify bugs in the code
because I had to write all the necessary methods to
get the code to run.”’

The results of the survey are in line with the results
of the previous research [102] conducted in the
academic year 2019/2020. In this research, 69% of
students found that automated assessments helped
them understand new content, and 77% believed that
automated assessments were effective for practising
the content and satisfying for them.

V. DISCUSSION

Based on the principles of individual types of testing
(black-, white-, grey-box), an integrating solution
ensuring source code verification was designed,
verified, and presented. In the module of object-
oriented programming, which is the focus of this
study, the solution is a tool for evaluating a class or a
group of classes that meet the assignment
requirements with their attributes and methods.

The basic concept and difference from industrial
testing lie in the assumption that an object-oriented
program- ming assignment always comes with an
author’s solution. By default, the author’s solution
exists to present a model solution to the student or is
created by the author to verify the correctness and
clarity of the assignment. The fundamental difference
between the presented approach and standard
automated testing is that a class of students is tested
against the results of a reference class and not against
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specific predefined values.

The reference solution must meet the requirements
of the assignment and pass all validation tests. As
a result, its outputs (or the results of its methods)
can be used as references for testing student classes.
This approach eliminates the need to pre-define test
parameter values; instead, these values can be
generated continuously and randomly for each test.

Based on the existence of two classes that should
present the same interface, comparing their behaviour
(including outputs) is a matter of basic programming
language mecha- nisms. Evaluating classes is easy due
to the behaviour of their instances, and no specialized
mechanism is needed in Java.

Comparing class behaviour reflects the results of indi-
vidual methods. Access to the status of created
instances represented by attributes is possible anytime.
The evaluation procedure is based on comparing the
results of the methods or their sequences between the
tested and the reference class. An alternative or
additional way is to compare attributes obtained from
getters or summarise outputs from some method
(appropriately defined already in the assignment).

To create input parameters, it is possible to use random
generation of numerical or textual variables or their
lists represented by arrays, objects, or other data
structures.

The effectiveness of the presented solution lies in the
coverage of several elements, each of which leads to
efficiency in a specific area:

e Reducing the effort of the content creator for test
preparation. Reducing the effort of the content
creator is a key benefit of the whole concept.
Investing effort

e in creating a reference solution is necessary, but
the need to laboriously identify suitable inputs and
search for their correctly corresponding outputs is
eliminated.

e Minimizing dependencieson other libraries or
software provides an opportunity for a durable
solution that does not require frequent updates due
to vulnerabilities or new library versions. Since the
evaluation code does not use any specialized

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 1427



© January 2025 | IJIRT | Volume 11 Issue 8 | ISSN: 2349-6002

libraries, it loses in wversatility but gains in
longevity.

e Minimizing requirements for transmission
capacityis achieved because data transmission
from the data server to the execution server is
reduced to the transmission of formulas according
to which test cases are created. There is also no
need to transfer support libraries (xUnit).

e Cheating prevention was one of the basic
requirements when designing the concept. It is
based on the random generation of inputs and
corresponding outputs. Although there may be a
situation where a student’s solution is accepted by
the system even though it is incorrect, this situation
is less likely and certainly less consequential than
in the case of several predefined static tests. If it
were incorrect, it would affect the assessment of all
students.

o Student-friendly communication involves
enriching information about expected and obtained
outputs typical of black-box testing. Although this
information may be part of the evaluation report, it
must be supplemented with additional information.
The first enrichment is the definition of the name
of the test, which can correspond to the name of the
tested method or a short description (e.g.,
constructor - boundary values). The optional part
of the design is the supplementary feedback — if the
authors anticipate or have experience with the most
common mistakes students make in a specific test
case, they can provide them with precisely targeted
feedback.

The most important and intensive task in model
implemen- tation is undoubtedly creating a test case.
Randomness is a critical factor in this process,
primarily to prevent cheating and speed up the
generation of test cases. Strategies such as using
templates for different data types or designing a simple
language to specify data structure types and ranges can
be adopted to increase the efficiency of creating input
parameters (different approaches have been presented
for different data types, such as numbers, texts, and
arrays).

In addition, it is possible to generate invalid or

completely random inputs using a fuzzy testing
technique.
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It should be noted that although the presented
procedure provides an effective tool for creating
assignments and testing the created programs, the
application of random tasks in creating inputs requires
a committed approach from the creator. A typical
example is finding a random string in alist of random
strings. The test case author must prepare the
generation of input values so that the specified string
should be found, at least in some cases. Otherwise, the
student only needs a simple program listing the hard-
coded output ““false’” or “‘not found”’.

Although the described solution was Java-oriented, the
same approach can be used in Python, C, and PHP, or
more generally, in any language that supports object-
oriented programming.

For each test case and tested method, the student
obtains information on whether the given method,
constructor or output corresponds to the expected
values, and for which values the test was successful
or unsuccessful. Following the white and grey-box
testing techniques, it is desirable to apply appropriate
techniques to the greatest extent possible to achieve
maximum code coverage and identify all problematic
types of inputs.

Although solutions applying the presented methods
are available, their disadvantage is robustness and
complexity. The proposed solution is simple and does
not require the implementation of additional libraries
on the client or server side. In addition, it is
independent of framework updates and relatively
quickly adopted by creators of assignments. The next
advantage is the transfer of data between the system
intended for writing code and the execution server - it
is only a few kilobyte files with the code responsible
for running the tests.

The presented concept has its disadvantages, which

can be summarized as follows:

e Despite the simplicity of the concept, it
requires an advanced knowledge of the relevant
programming language from the creator of the test.

e FEach task or class validation requires the
creation of a unique code. Although many checks
are routine and often similar, no tool is currently
available to create templates and speed up the
creation of assessment classes. The creation of
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evaluation classes is, therefore, time-consuming.

e Running and evaluating code that does not contain
tested methods is impossible in Java. In other
words, evaluating a partial solution is impossible
because the methods must at least have a defined
header. This limitation is due to pre-run code
checks and general language safety rules. In
contrast, in some other interpreted (and even some
compiled) languages, the existence of a method
is checked only when code is executed. This
approach allows the evaluation of the program even
in the absence of a corresponding method.

The presented solution was applied during four years
of a university course in Java programming. One year
took place in LMS Moodle using the Virtual
Programming Lab module and three years in the
educational system PRISCILLA. The students
accepted the solution because it provided more
detailed feedback than introductory courses using the
I/O approach. Moreover, although this approach
placed high demands on content creators in the initial
tasks, they already appreciated the speed of their
creation after getting better familiar with the
principles.

CONCLUSION

Teaching programming is currently among the topics
of interest to researchers because, despite advances
in the field, the labour market is still experiencing
a shortage of programmers. The preparation of tasks
in educational environments can take several forms,
while the goal and the expected current level of
knowledge and skills of educators must be considered.
In the case of introductory exercises and the creation
of simple examples to familiarise students with the
elements of a programming language, it is possible to
consider various supporting algorithms and static
analyses of the code before sending it for 1/O analysis.
After the movement to learning the principles of
object-oriented programming, it is possible and
probably appropriate to move code correctness
verification to the area of unit testing.

By default, automated tests cannot be used universally
with the same template for all assignment types. It is
not even desirable in preparing tests used in teaching
programming. The teacher or test creator is expected to
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adapt each test to the task. Although this approach is
laborious, due to the specific preparation of each task,
an explanation of errors typical for the given task can
be integrated into the test. In more demanding cases, a
solution guide can also be integrated.

The advantage of the presented solution is that it
allows testing the class as a whole and the
interconnection of several classes, verification of the
relationship of inheritance and/or polymorphism, and
even a special feature of the Java language — static.

Future work involves improving the presented
solution in various ways. One promising approach is
to modularize the system into separate layers: an input
description layer (containing rules for generating
inputs), a process description layer (controlling the
sequence of methods execution), and a code
evaluation layer (for comparing method results).

This division opens possibilities for designing
templates following orthogonal array testing. These
templates can streamline and automate the input
generation process for individual or group parameters.
A natural next step is to extend the solution
from Java to other programming languages, such as
Python and C/C++. The challenge lies in fine-tuning
the concept to enable practical and student-friendly
verification of classes and their methods while
removing non-standard restrictions when working on
assignments in the student’s part of the environment.
In addition, there is an opportunity to optimize human
resources for content preparation. In testing-oriented
sub- jects, it is possible to consider the inclusion of a
thematic unit, where students with advanced skills
would develop an evaluation code for specific tasks.
This code could later be used in object-oriented
programming subjects as the testing classes.
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