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Abstract: Hate speech, abusive words, threat, derogation are
some examples of such incidents. Abuse in the form of hate
speech is not only applicable to one gender, it is applicable to
everyone. In the current scenario understanding the dynamics
patterns (incidents, geographical prevalence, demographics,
etc.) is crucial in designing strategies to analyze the hate speech
activities. Social media platforms are acting as an information-
based system that collects and organizes hate speech related
information from various sources (namely users). This
collected information is analyzed to extract knowledgeable
patterns from huge amount of social media data which is not
possible to monitor in every minute. Contextual dependency
among various lexicons in data will be necessary to detect hate
speech. Conventional NLP models such as CNNs, BERT focus
on features as tokens of repetitive annotated hate speech cases.
This paper presents a comprehensive review of the existing
approaches in the domain of research highlighting the

obtained results of the approaches.
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1. INTRODUCTION

Social media and its number of users is increasing
each year. So is the case of hate speech on social
media.

Hate speech on social media needs to be filtered as
hate speech may lead to:

e Serious psychological problems in users.

e  Depression and suicide in users.

e Violence
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Fig.1 Increase in number of social media users

As the social media web applications are so
accessible, harassing behaviors are evolving into
new patterns every day which are extremely risky.
Therefore, it is necessity of the current era to study
and analyze such antisocial patterns in social media.
In social media or social network, any user can use
offensive language to express hatred towards an
individual or a group of people. The motive of such
users’ is to insult, humiliate, harass, derogation or
giving threat over social media or network.
Facebook, Twitter, Instagram are continuously

improving their policies and providing a new ways
to users to eliminate hateful content from the
website [2].

Due to large number of web and social application
users, abundant amount of data is generated which is
noisy and challenging to find hidden patterns. On
social media many users are openly posting abusive
words for women, and promoting hatred through
social posts [2].

Recently, Amnesty International® published a report

“Stop online abuse on ToxicTwitter”. Previously
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they have published the report "Toxic Twitter — A
Toxic Place for Women” which clearly indicates
that people can be threatening directly based on
religion, caste, color, gender etc. Report also
suggests that Twitter has no check to protect users
against harassment. Therefore, it is very important
to fight against online abuse and hate speech. In
oxford, hate speech is defined as prejudice, threat,
derogation, animosity, typically against a person,
women or group of people?.

In general, degrading the image of a person and
online threatening is increasing and being
replicating online. It is very complex to understand
the definition of sexism, but it may sound “social”,
“negative”, “humour”, “insulting”, “offensive”,
“derogative” etc. In other words, hate speech can be
as malicious and violating which can affect and
harm people in numerous way including
professional life, carrier opportunities, household-
parenting character, sexual image, life growth and
expectation are few of them.

In current era, hate speech in online social media is
widest spectrum of diverse behaviors and attitudes
which is having dangerous results for the society.
Thus, the main motive of the research work is to
detect hate speech in a broad form. Through this
study, our motive will be to study explicit misogyny
to other understanding form that involve implicit
hate speech behaviors. In the previous study and to
best of my knowledge, no previous work has
addressed the analysis and detection of this implicit
behavior in social network and applications
conversations. Thus, through this research work, my
aim is to understand the people attitude expressed in
social media conversations. From the conversation
and posts over social media users’ beliefs and
behavior can be predicted. In this research work, my
main motive is to extract data written in English
language and the proposed method and conclusion
extracted can be directly applied to other languages
also.

Literature is the field of hate speech analysis in
terms of threat, derogation animosity is growing day
by day. Multiple evidence is available based on hate
speech which use classification based on NLP and
machine learning approaches. Researchers used
Twitter for extracting data for analysis purpose [5].
Analysis of various data have dependency among
various lexicons and for this purpose contextual
polarity needs to be addressed. Lack of contextual
information needs to be carried further for better
understanding. In [6] authors design a contextual

information-based methods for analyzing the impact
on performance. Authors analyzed the contextual
impact and analyzed automatically for Twitter
dataset. Numerous experiments have conducted
which are based on transformer for contextual
information analysis. In [7] authors described the
various classes of hate speech using advanced layer
of DNNs. Authors used the bidirectional capsule
networks, which also analyze the impact of
contextual information with forward and backward
directions of the input data.

2. RELATED WORK

This section highlights the existing literature which
is focusing on the importance of the contributions of
this work. The noteworthy contribution in the
domain has been highlighted with the salient
features of the work done [8]-[9].

Numerous authors have defined various methods of
hate speech and some reviews and surveys of hate
speech detection issues are also discussed which are
available in [10], [11], [12], [13], [14], and [15]. In
the research conducted by [11], authors have given
the methods of hate speech detection. They applied
the approach for an informatics perspective which
helps the users to analyze hate speech in social
domains. It is considered the second survey on this
topic after that of [7], which provided a short
overview of hate speech detection within NLP.
According to [16], various feature extraction
methods are explored by authors. The survey by
[11] explained the comparative analysis of various
existing hate speech approaches with each other on
the basis of common features. Authors also provide
a summarized version of statistics on detection
methods. A case study discussion on the hate speech
terminologies needed to explore is also given
including the features involved in hate speech
domain. Research on bullying is also conducted in
later stage in which they explained different datasets
of English for hate speech detection.

In another study by [10], a more reliable, accurate,
and comprehensive classification of anger-linked
social media messages for detecting hate speech was
established. This approach helps to identify the
anger discourse on social media platforms. With the
help of the proposed methodology users’ can ensure
the various classes of anger which eventually leads
to extensive participation in hate crimes.
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Similarly, in [14] authors have explained the various
classes of hate speech. They explained and classify
six hate speech classification and detection models
used on a variety of social media sites. The
proposed model is based on NLP, data analytics and
machine learning domains. Comparative analysis
and various between various methods are also
discussed in this study.

In a further work by [13], a study using NLP
technique is conducted. Various approach like
dictionaries, bag-of-words, and n-gram are
explained and discussed for hate speech detection. A
comparative study to analyze hate speech

automatically on social media authors explained the
various methods which can be used to detect hate
speech on online social media sites.

Misogyny on social media is also spreading and to
analyze their impact on social media user is also
very important. In [18] authors studied about
various methods for analyzing and classifying the
nature of misogyny in social media. For this
purpose, they consider Twitter as a platform.
Approaches like deep learning and machine learning
are used to analyze the misogyny behavior in social
media Twitter [19].

Table.1 Comparative Analysis of Baseline Approaches

S.No. Dataset Approach Performance

1 Kaggle Hate Speech and Offensive | TDF-ID with Naive Bayes Ac=72.27%
Language dataset

2 Kaggle Hate Speech and Offensive | TDF-ID with KNN Ac=85.76%
Language dataset

3 Kaggle Hate Speech and Offensive | TDF-ID with Logistic Regression | Ac=90.46%
Language dataset

4 Kaggle Hate Speech and Offensive | TDF-ID with Decision Trees Ac=82.43%
Language dataset

5 Open Super-large Crawled SVM F-1 Score :(mean for
Aggregated corpus (OSCAT) both datasets) 73%

6 Open Super-large Crawled Logistic Regression (LR) 74%
Aggregated corpus (OSCAT)

7 Open Super-large Crawled Random Forest 65%
Aggregated corpus (OSCAT)

8 Open Super-large Crawled Bagging (Ensemble Approach) 70%
Aggregated corpus (OSCAT)

9 Open Super-large Crawled RNN with BOW 66%
Aggregated corpus (OSCAT)

10 Open Super-large Crawled LSTM with BOW 67%
Aggregated corpus (OSCAT)

11 Open Super-large Crawled BERT 7%
Aggregated corpus (OSCAT)

12 DE-TRAIN CNN Ac=78.11%

13 DE-TRAIN Bi-LSTM Ac=71.04%

14 DE-TRAIN MBERT Ac=66.31%

3. WORKING OF NLP MODELS DP(I', 1) =y jenen 12y DY (I T2 (1)

Here,

While hate speech can be classified based on several
approaches, but one of the fundamental NLP
approach for estimating the similarity co-efficient or
the distance among the messages (Kendal’s
measure) is given mathematically as [20]:

For two lists I'' & I'?in the forum ‘F’, the similarity
co-efficient or distance is computed as:

r'* &Iz are two lists

DP is the distance with a penalty p

D?; takes up fuzzy values for different levels of
similarity

(i,j) are the message pair

P is the optimistic penalty parameter
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This non-parametric statistic helps in understanding
how the order of data points in one dataset
corresponds to the order in another dataset. It is
especially useful in NLP tasks where the ranking of
elements, such as words, sentences, or documents, is
of interest [21]. Kendall's measure ranges between -
1 and 1, where 1 indicates perfect agreement, -1
indicates perfect disagreement, and 0 implies no
correlation [22]. However, while it is a powerful
tool for measuring rank correlation, Kendall's Tau
has limitations. It assumes that the ranks are fully
ordered, which might not always be the case in real-
world NLP applications [23]. Moreover, it can be
sensitive to ties, where multiple items share the
same rank, potentially leading to less robust
interpretations in cases of partial or noisy data [24].

The overall performance metrics are mathematically
defined as:
Accuracy: It is mathematically defined as:

Ac = TP+TN (2)
TP+TN+FP+FN
Sensitivity: It is mathematically defined as:
TP
Se = TP+FN @)
Recall: It is mathematically defined as:
Recall = —— 4
TP+FN
Precision: It is mathematically defined as:
Precisiosn = —— )
TP+FP
F-Measure: It is mathematically defined as:
F — Measure = 2.Precision.Recall (6)

Precision+Recall
Here.

TP represents true positive
TN represents true negative
FP represents false positive
FN represents false negative

CONCLUSION

It can be concluded from previous discussions that
the study entails identifying benchmark datasets and
models for detecting hate speech and coming up
with a machine learning/deep learning model which
would be accurate, as well as have low time
complexity in terms of iterations to convergence as:

1) Such an application is aimed at Social Media data
which is primarily consumed on mobile platforms
these days.

2) Applications on mobile platforms are constrained
in terms of processing power and memory. Hence, it
is necessary to consider the constraints and design
an algorithm which would be fast, need relatively
less data to train and also exhibit low to moderate

iterations to convergence. The analysis presented in
this paper can be used to develop further algorithms
with the aim of achieving higher accuracy.
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