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Abstract: The current state of network intrusion
detection systems (N1DS) makes it difficult to handle the
constantly changing cyber attack scene. This study
compares two approaches for Network Intrusion
Detection Systems (NIDS): a standalone Convolutional
Neural Network (CNN), and a CNN enhanced with K-
Means clustering for feature enrichment. The CNN with
K-Means approach includes cluster labels as an
additional  feature, which uses insights from
unsupervised learning to enhance representation in
features. Evaluation shows that CNN with K-Means
outperforms the standalone CNN, with higher accuracy,
better handling of minority classes, and fewer false
positives. This shows the potential of combining deep
learning with clustering for better intrusion detection
performance. The hybrid approach also has potential for
scalability and adaptability, making it suitable for
dynamic network environments. It is strong for the
advancement of NIDS technology since it addresses key
limitations associated with traditional methods.
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1. INTRODUCTION

Network security has grown to be a major concern due
to the complexity and frequency of intrusions.
Through the monitoring, detection, and analysis of
possible security risks, Network Intrusion Detection
Systems (NIDS) are essential to the protection of
network infrastructures. The two main kinds of NIDS
are anomaly detection and misuse detection. Because
misuse detection depends on pre-established attack
signatures, it is good at identifying known threats but
ineffective at identifying new or zero-day attacks.

Anomaly detection, on the other hand, detects
intrusions by identifying changes from typical
network behavior, which enables it to identify attack
patterns that have not been observed before.

The scale and precision of traditional NIDS techniques
are severely hampered by the growing amount of
network traffic and the changing type of cyberthreats.
The ability of machine learning (ML) approaches,
especially deep learning models such as Convolutional
Neural Networks (CNNs), to efficiently extract
hierarchical characteristics from structured network
traffic data has demonstrated encouraging results in
intrusion detection. Nevertheless, unbalanced datasets
frequently cause single CNN models to perform
poorly, which results in low detection rates for
minority attack types. In order to overcome this
restriction, CNNs can be enhanced with K-Means
clustering, an unsupervised learning technique that
groups similar data patterns and offers more
information on network traffic behavior.

This study compares the performance of a hybrid
CNN-K-Means technique for NIDS to that of a
standalone CNN model in order to determine how
effective it is. To increase classification accuracy, the
hybrid model uses both supervised and unsupervised
learning, adding cluster labels from K-Means as extra
features. Key performance criteria, including as
detection accuracy, false positive rates, and the
capacity to manage minority attack classes, are
assessed in the study. This research advances NIDS
technology by addressing scalability and adaptability,
providing a strong answer to contemporary
cybersecurity issues.

IJIRT 173296 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 2765



© February 2025| IJIRT | Volume 11 Issue 9 | ISSN: 2349-6002

2. LITERATURE SURVEY

Li et al. (2020) developed a deep reinforcement
learning-based anomaly detection framework,
achieving 95.85% accuracy on CICIDS2017, but with
high computational costs [3]. Similarly, Vinayakumar
et al. explored deep learning for intrusion detection,
highlighting its advantages in cybersecurity [9].
Sharma et al. (2021) proposed a CNN-based intrusion
detection model on NSL-KDD, achieving 94.32%
accuracy, but struggled with class imbalance [1].
Lopez et al. examined unsupervised learning for
detecting zero-day attacks [11].

Ahmed et al. (2022) introduced a feature selection-
based deep learning model on CICIDS2017, achieving
95.63% accuracy, improving efficiency but facing
feature redundancy challenges [2]. Wang et al.
surveyed Al techniques for intrusion detection [12].
Zhang et al. (2023) developed an LSTM-based model
on UNSW-NB15, achieving 96.52% accuracy, but
faced high computational costs [6]. Patel et al.
explored ensemble learning, improving detection rates
[6]. Lee et al. investigated Graph Neural Networks
(GNNs) for cybersecurity, while Brown et al.
introduced a real-time hybrid detection model [7][13].
Kim et al. (2024) compared SVM and RF, where RF
achieved 96.80% accuracy but had higher
computational demands, while SVM generalized
better across attack types (95.75% accuracy) [5].
Johnson et al. found Transformers superior to CNNs
in sequential network traffic analysis [4]. Zhao et al.
examined federated learning for loT intrusion
detection [8].

Dhanabal et al. provided a benchmark study on NSL-
KDD for intrusion detection [10].

3. METHODOLOGY
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CNN for Network Intrusion Detection

Convolutional Neural Networks (CNNs) are a type of
deep learning model originally designed for image
classification but are also highly effective for tasks
such as network intrusion detection. In this scenario,
CNNs process structured input data, like feature
vectors obtained from network traffic, rather than
pixel data. They are appropriate for detecting intricate
assault behaviors because they can adaptably capture
hierarchical patterns in the data. The following
describes how CNNs perform this task in detail.

Architecture Overview of CNN:

CNNs consist of several layers that process input

feature vectors, including:

e Convolutional Layers: These layers extract
significant patterns, including unusual traffic
patterns, by applying filters to the input feature
vectors. Convolution operations are carried out by
each filter, resulting in feature maps that
emphasize particular aspects of the data.

e Activation Function: Convolutional layers are
followed by an activation function (often ReLU)
to add non-linearity and help the network
recognize intricate patterns.

e Pooling Layers: When downsampling feature
maps, pooling (such as max pooling) is used to
reduce dimensionality and computational expense
while maintaining crucial information.

e Fully Connected Layers: The feature maps are
flattened into a 1D vector and then run through
fully connected layers following a number of
convolutional and pooling layers. To create final
predictions, these layers integrate the features that
have been extracted. A SoftMax or sigmoid
activation function is commonly used in the
output layer to produce probabilities for each
class, such as "normal” or "intrusion."

Output layer
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Extraction of Features

Hierarchical  characteristics are  automatically
extracted from the input data by CNNs. While deeper
layers record more abstract patterns, including
particular attack signatures or behaviors, first layers
concentrate on fundamental patterns or anomalies in
individual network packets or flows. CNNs are very
good at identifying intricate and subtle incursion
patterns because of their feature extraction capability.

Training the Model

The UNSW-NB15 dataset, which includes labeled

network traffic samples, is used to train CNNs. The

following are part of the training process:

e Moving forward Propagation: The network
creates predictions after processing input samples.

e Loss Calculation: The error between predicted
and true labels is measured by a loss function,
such as binary or categorical cross-entropy.

e Backpropagation: Using an optimizer such as
Adam or SGD, the network updates its parameters
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by calculating gradients of the loss function with
respect to its weights.

Prediction
The CNN can distinguish between malicious and
benign network traffic samples after it has been
trained. The hierarchical features acquired during
training serve as the foundation for the model's
prediction.

Data Preprocessing and Augmentation

Preprocessing procedures for structured datasets such

as UNSW-NBJ15 consist of:

e Normalization is the process of scaling feature
values to a predetermined range, suchas0to 1, in
order to ensure uniform input.

e Data augmentation is the process of adding new
samples to the dataset in order to increase the
generalization and resilience of the model. To
balance classes, this may entail creating fake
samples, resampling data points, or introducing
noise.
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How K-Means Clustering Works for Network Traffic

Analysis

Based on feature similarity, network traffic data can be

grouped into discrete categories using the

unsupervised learning algorithm K-Means. The
process includes:

e Feature engineering: Feature engineering is the
process of obtaining numerical representations of
network traffic information, including connection
duration, protocol type, and packet size.

e Clustering: Clustering is the process of organizing
data points into clusters using K-Means. Clusters

can represent typical traffic or various incursion
kinds in network traffic analysis. Techniques such
as the elbow approach are used to determine the
ideal number of clusters (k).

e Label Assignment: Assigning cluster labels to
data points is known as label assignment, and it
can be used to enhance CNNs and other
downstream models or spot any anomalies.

Hybrid K-Means with CNN for Intrusion Detection
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K-Means clustering and CNN are used in the hybrid
technique to capitalize on their respective advantages.
There are various approaches to do this integration:

e Pre-Clustering: The dataset is subjected to K-
Means prior to CNN training. By using cluster
labels as extra features, the CNN is better able to
distinguish between malicious and legitimate
traffic.
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4. RESULT AND ANALYSIS

Dataset: (UNSW-NB15 Dataset)

The UNSW-NB15 dataset is a widely used benchmark
for evaluating network intrusion detection systems
(NIDS), created by the Australian Centre for Cyber
Security (ACCS).Realistic typical network traffic is
combined with contemporary cyberattack patterns,
which are divided into nine categories, such as DoS,
exploits, reconnaissance, and worms. The dataset,
which includes 49 detailed aspects like flow metrics,
protocol behaviors, and packet information, represents
actual network situations. The IXIA PerfectStorm tool
was used to generate it in order to guarantee realistic
and varied traffic. UNSW-NB15 provides a strong
basis for developing and assessing intrusion detection
systems, making it an essential tool for cybersecurity
and machine learning research.

e CNN Feature Extraction: The CNN uses the data
to extract high-level features, which are then fed
into the K-Means clustering algorithm. This
facilitates improved anomaly detection and
grouping.

e Joint Framework: A cohesive strategy that
combines CNN training and K-Means iteratively,
enabling both techniques to impact one another's
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Distribution of Attack Categories in UNSW-NB15 Dataset

Attack Categories
MNormal (44.9%:)
Generic (22.9%)
Exploits (13.5%)
Fuzzers (7.4%:)
DoS (5.0%)
Reconnaissance (4.2%)
Analysis (0.8%)
Backdoor (0.79%)
Shellcode (0.5%:)
Worms (0.1%:)
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The integration of K-Means with CNN for network METRIC CNN CNN+K
intrusion detection significantly outperforms CNN MEANS
alone by leveraging the strengths.

e Higher Accuracy: CNN + K-Means achieved Accuracy 96.82% 97.34%
97.34% accuracy, compared to 96.82% with CNN Precision 0.97 0.97
alone.

e Better Class Discrimination: The hybrid model Recall 0.97 0.97
attained a higher ROC AUC score (0.996 vs.

0.995), indicating improved detection capability. F1-Score 0.97 0.97

e Reduced False Positives & Negatives: K-Means ROC AUC 0.995 0.996
clustering contributed to more reliable
classifications.
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Confusion Matrix Comparison of CNN vs. CNN + K-Means.
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ROC AUC Graph Comparison of CNN vs. CNN+K-Means.
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5.CONCLUSION

By combining Convolutional Neural Networks
(CNNs) with K-Means clustering, this study
demonstrated a hybrid method to Network Intrusion
Detection Systems (NIDS). The model improved
feature representation with the use of unsupervised
learning, attaining a higher detection accuracy of
97.34% as opposed to the standalone CNN's 96.82%.
Cluster labels decreased false positives and increased
overall dependability while improving classification
performance, especially for minority attack classes.
The suggested method showed enhanced scalability
and resilience against changing cyberthreats through
thorough testing on the UNSW-NB15 dataset.

The outcomes confirm how well deep learning and
clustering approaches work together to detect
intrusions. Key drawbacks of conventional NIDS,
such as class imbalance and adaptation to novel attack
patterns, were effectively addressed by the hybrid
approach. This method strengthens the security of
contemporary network infrastructures by increasing
detection accuracy and decreasing misclassification
rates, which helps to create more clever and effective
cybersecurity solutions.

6.FUTURE WORK

Further investigative work with clustering algorithms
like DBSCAN and Gaussian Mixture Models can
uncover additional patterns in network traffic datasets,
while dimensionality reduction techniques such as
PCA and autoencoders can significantly lower
computational costs before clustering. To better
capture time-related patterns in sequential network
traffic data, a deep hybrid model that combines CNN
with recurrent architectures like LSTM, GRU, or
attention mechanisms would be used. Testing using
datasets such as CICIDS2017 or other real-world
intrusion detection datasets is crucial to evaluating
generalizability. Performance can be further optimized
through feature selection, which lowers computational
overhead. Ultimately, the system's scalability and
practical deployment will be revealed through field
testing in dynamic contexts and integration with real-
time network monitoring.

REFERENCE

[1] Sharma et al, "A CNN-Based Intrusion
Detection Model on the NSL-KDD Dataset,"
Journal of Cybersecurity Research, 2021.

[2] Ahmed et al., "Feature Selection-Based Deep
Learning Approach for NIDS," IEEE
Transactions on Information Forensics, 2022.

[3] Li et al., "Deep Reinforcement Learning-Based
Anomaly Detection Framework,"” Elsevier
Journal of Network Security, 2020.

[4] Johnson et al., "Comparative Study of CNN and
Transformer-Based Intrusion Detection,” IEEE
Security & Privacy, 2024.

[5] Kim et al., "Comparative Analysis of Support
Vector Machines and Random Forest for
Intrusion Detection,” Journal of Network
Security, 2024,

[6] Patel et al., "Ensemble Learning for Network
Intrusion Detection Systems," IEEE Transactions
on Cybersecurity, 2023.

[7]1 Lee etal., "Graph Neural Networks for Anomaly
Detection in  Network Security,” ACM
Transactions on Cybersecurity, 2023.

[8] Zhao et al., "Federated Learning for Intrusion
Detection in 10T Networks," Elsevier Computer
Networks, 2024.

[9] Vinayakumar et al., "Deep Learning for Intrusion
Detection in Network Traffic," IEEE Access,
20109.

[10] Dhanabal et al., "A Study on NSL-KDD Dataset
for Intrusion Detection," International Journal of
Computer Applications, 2015.

[11] Lopez et al., "Unsupervised Learning Methods for
Network Anomaly Detection,” ACM
Transactions on Cybersecurity, 2021.

[12]Wang et al., "A Survey on Intrusion Detection
using Al Techniques," Elsevier Neural Networks,
2022.

[13]Brown et al., "Real-Time Network Intrusion
Detection using Hybrid Models," Springer
Cybersecurity Journal, 2023.

IJIRT 173296 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 2770



