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Abstract:- This paper explores the details of the Heisei
system, a comprehensive framework designed to
improve disaster relief operations by leveraging real-
time coordination and efficient resource allocation. The
system addresses the challenges of mismatched supply
and demand, outdated information, and lack of
coordination that often hinder effective disaster
response. By utilizing blockchain technology, Heisei
ensures secure and transparent transactions, allowing
for accurate tracking of donated goods and preventing
The system also incorporates real-time
inventory management, enabling relief organizations to
dynamically adjust resource allocation based on

misuse.

evolving needs. Heisei aims to revolutionize disaster
relief by minimizing delays, reducing waste, and
ensuring that critical resources reach those in need
promptly and efficiently, ultimately contributing to
more resilient communities.
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1. INTRODUCTION

Disaster relief operations often face significant
challenges, including mismatched
demand, outdated information,
coordination among various stakeholders. This can
lead to inefficiencies, delays in aid delivery, and
ultimately hinder effective disaster response. The
Heisei is a comprehensive framework
designed to address these challenges by leveraging
blockchain- technology and real-time coordination to
improve the efficiency and effectiveness of disaster
relief operations. At the heart of Heisei lies the

supply and
and a lack of

system

utilization of blockchain technology. By recording all
transactions on an immutable and transparent ledger,
Heisei ensures the secure and transparent tracking of
donated goods, preventing misuse and fostering
accountability. This technology also enables real time
inventory management, allowing relief organizations
to dynamically adjust resource allocation based on
evolving needs. For example, if a particular region
experiences an unexpected surge in medical needs,
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relief organizations can quickly identify and redirect
resources accordingly, ensuring that critical supplies
reach those who need them most. Furthermore,
Heisei integrates real-time data analysis and a user-
friendly interface to connect donors, volunteers, and
relief organizations seamlessly.

1.1 BLOCKCHAIN

A Blockchain system's design prioritizes user
engagement and accessibility. Donors can easily
contribute through the platform, confident that their
donations are being utilized effectively. Real-time
inventory updates empower relief organizations to
make informed decisions, ensuring that aid is
directed where it's most needed. By promoting
transparency and accountability, Heisei fosters trust
among stakeholders, encouraging greater
participation and support for disaster relief initiatives.
For instance, by providing real-time data on resource
distribution and impact, Heisei can enhance the
public's trust in the effectiveness of relief efforts,
motivating increased donations and volunteer
participation. Beyond immediate disaster response,
Heisei contributes to building more resilient
communities. By streamlining resource management
and facilitating efficient coordination, the system
empowers individuals and organizations to
participate actively in relief efforts. This fosters a
sense of collective responsibility and ensures that
disaster-affected areas receive the support they need
to recover and rebuild effectively. Heisei represents a
paradigm shift in disaster relief, leveraging
technology to create a more responsive, efficient, and

humane approach to crisis management.
1.2 SUPPORTING SYSTEMS
The Heisei system is built using a scalable and

efficient technology stack to improve disaster relief
efforts with real-time coordination and secure
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transactions. It features a user-friendly interface that
allows donors, volunteers, and relief organizations to
track aid distribution and contribute easily. The
system is designed for high performance, ensuring
smooth data management and quick processing of
requests. To enhance security and transparency, it
incorporates a blockchain developed with Spring
Boot, creating a secure and tamper-proof ledger for
tracking donations and resource allocation. Data
storage is handled using PostgreSQL for structured
records like user and transaction details, while
MongoDB is used for managing unstructured
information, including real-time updates and logs.
Security measures include SHA-256 encryption to
protect data integrity, along with the Bouncy Castle
Library, which provides strong cryptographic
support. By integrating these technologies, the Heisei
system ensures a reliable, secure, and efficient
approach to disaster relief, making aid distribution
more transparent and effective.

2. LITERATURE REVIEW

In paper[1], an innovative approach to managing
intricate, multi-vendor supply chains in project-based
industries by leveraging blockchain, [oT, and RFID
technologies. It emphasizes the importance of real-
time tracking and tracing to enhance transparency,
reliability, and security in supply chain operations.
The study introduces a cloud-based portal that
integrates  these technologies to create a
decentralized, immutable tracking system. Key
contributions include a blockchain framework to
ensure data authenticity, IoT-based real-time
monitoring, and robust performance measurement
metrics. This system enhances supply chain visibility,
mitigates risks, and supports informed decision
making, offering significant value to sectors such as
construction and shipbuilding.

In paper[2], it identifies the challenges associated
with traditional paper-based and centralized digital
systems in humanitarian aid distribution, particularly
regarding scalability, security, and privacy concerns.
In collaboration with the International Committee of
the Red Cross (ICRC), the authors present a
decentralized, token-based solution that prioritizes
recipient privacy while maintaining accountability
and scalability. The proposed system features two
implementations-smart cards and smartphones
designed for low-resource settings with minimal
reliance on advanced hardware or stable connectivity.

Key innovations include cryptographic household-
specific tags to prevent double dipping, privacy-
preserving auditing without centralized data storage,
and anonymous proof of entitlement. This approach
underscores the importance of protecting sensitive
recipient information, adhering to humanitarian
values of safety, dignity, neutrality, and trust in aid
distribution.

In paper[3], introduces a strategy for efficient
logistics distribution in disaster-affected areas. The
proposed two-phase bounded heuristic approach
aims to address key challenges in relief distribution,
including unmet demand and excessive travel
distances. Phase I focuses on assigning demand
nodes to their nearest supply nodes and mitigating
deficits by reallocating demands to alternative nodes
when resources are insufficient. Phase II employs a
bounded heuristic search to further optimize resource
allocation by utilizing distributed supply nodes while
minimizing travel distance. This strategy improves
resource utilization, reduces unmet demand, and
ensures timely relief delivery. The approach's
effectiveness is demonstrated through a case study
and simulation, highlighting its potential to enhance
disaster response operations.

In paper[4], This review focuses on offers a thorough
analysis of smart contracts, examining the key
challenges encountered during their creation
(readability, functionality), deployment (correctness,
control flow), execution (trustworthy oracles,
transaction order, efficiency), and completion
(privacy, security). It delves into recent advances
addressing these challenges, such as reverse
engineering tools for readability, bytecode analysis
for correctness, decentralized oracles for trustworthy
data feeds, and privacy-preserving cryptographic
protocols. Furthermore, the paper provides a
comparative analysis of popular smart contract
platforms (Ethereum, Hyperledger Fabric, Corda,
Stellar, Rootstock) and explores their wide-ranging
applications across diverse domains, including IoT,
distributed system security, finance, data provenance,
sharing economy, and the public sector, emphasizing
their transformative potential.

In paper[5], it explores the implementation of a
custom blockchain from scratch, motivated by a real-
world use case in the energy domain where customers
trade portions of their photovoltaic power plant. The
authors argue that while generic blockchains exist,
they often lack the lightweight and customizable
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nature required for specific applications, particularly
those involving user interaction and privacy sensitive
data like the energy trading scenario presented. They
detail the design and implementation of their private,
permissioned blockchain, highlighting the chosen
architecture, data structures, consensus algorithm
(Proof-of-Work), and security measures. The paper
also discusses the challenges and lessons learned
during the implementation process, such as the need
for efficient resynchronization algorithms, the
security implications of idle chains, and the potential
benefits of alternative consensus mechanisms like
Byzantine Fault Tolerance (BFT) for smaller
networks. Ultimately, the authors demonstrate the
feasibility and advantages of building a custom
blockchain tailored to specific application
requirements, offering valuable insights for others
considering similar endeavors.

In paper[6], it proposes SC-EOS, a blockchain-based
decentralized framework designed to address the
inefficiencies and limitations of traditional spatial
crowdsourcing systems and existing blockchain-
based alternatives. Traditional systems rely on
centralized platforms, which suffer from single points
of failure, operational opacity, and high service fees,
while blockchain-based systems face challenges such
as inefficient task assignment, high transaction costs,
low block generation speeds, and the need for user
deposits in untrusted systems. SC-EOS overcomes
these issues by leveraging the EOS blockchain and
smart contracts to enable efficient, transparent, and
user-customizable spatial crowdsourcing without
requiring deposits. Its innovative features include a
batched task assignment mechanism that matches
tasks and workers based on customizable
preferences, ensuring efficient and fair distribution.
SC-EOS also employs protocols that link user actions
to prevent misbehavior and ensure compliance
without relying on deposits. The framework achieves
high performance using the Delegated Proof of Stake
(DPoS) consensus, which facilitates fast block
generation and reduces costs. Implementation and
trace-driven evaluations demonstrate that SC-EOS
achieves comparable task assignment efficiency to an
idealized clairvoyant scheme while significantly
reducing economic costs—over 10 times lower than
Ethereum-based systems. SC-EOS stands out as a
robust and scalable model that enhances
transparency, minimizes costs, and provides a
deposit-free solution for spatial crowdsourcing, with
potential applications in broader crowdsourcing
scenarios.

In paper[7], it explains a system designed to enhance
transparency, trust, and accountability in the donation
process for disaster relief using blockchain
technology. The proposed platform leverages the
Ethereum blockchain, smart contracts, and
decentralized systems to enable secure, traceable, and
efficient transactions. It integrates features like donor
authentication, campaign creation, and real-time
tracking of donations, ensuring that funds are utilized
as intended without intermediaries. Smart contracts
automate processes such as fund transfers and
compliance checks, minimizing human error and
reducing the risk of fraud. The system uses ReactJS
and Web3.0 for its user-friendly interface and
database control, while MetaMask facilitates wallet
management and transaction execution. Through
decentralization, the platform overcomes the
limitations of traditional centralized databases, such
as vulnerability to corruption and lack of real-time
transparency. Key entities in the system include
donors, relief organizations, recipients, and
validators, all working collaboratively to uphold the
integrity and traceability of donation flows. The
platform’s deployment on a test network
demonstrates its potential to replace conventional
donation systems with a transparent, efficient, and
secure alternative, fostering trust between donors and
recipients and promoting a robust donation
ecosystem.

In paper[8], it proposes a structural framework that
leverages blockchain to revolutionize supply chain
management (SCM). It highlights five key
transformations enabled by blockchain: the creation
of a common platform, end-to-end information
sharing and traceability, real-time updates, prompt
and efficient asset transfers, and contract automation.
The study argues that a blockchain-based supply
chain consolidates multi-tier systems into a single
platform, reducing redundancy, time delays, and data
inconsistencies while improving supply chain
resilience (SCRes). Analytical models quantify the
benefits of blockchain, demonstrating enhanced
inventory management, cost savings, and streamlined
material and financial flows. The system ensures
transparency, eliminates the bullwhip effect, and
reduces risks across supply chain tiers. By
automating contracts and utilizing decentralized
databases, the framework enables faster, more secure,
and efficient operations. These advancements not
only lower operational costs but also foster
collaboration and adaptability, offering a robust
solution for modern supply chain challenges.
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In paper[9], it focuses on improving blockchain
security by enhancing the SHA256 algorithm, which
is widely used for ensuring data integrity and security
in digital systems. Blockchain relies on hash
functions like SHA256 to make sure data cannot be
tampered with, but recent attacks have highlighted
the need for stronger protections. The authors
propose a new algorithm, SHA288, which increases
the hash size from 256 bits to 288 bits, making it
much harder for attackers to find two inputs that
produce the same output (collisions). SHA288 also
reduces the number of processing rounds from 64 to
44, making it faster while still maintaining its ability
to handle even small changes in data effectively. Tests
showed that SHA288 is better at resisting attacks like
brute force and collisions compared to SHA256. It
also produces more secure, random outputs while
being quicker to compute, even for larger amounts of
data. By improving both security and speed, SHA288
provides a stronger and more efficient solution for
protecting information in blockchain systems,
making it harder for hackers to manipulate or break
into the data. This makes SHA288 an important step
forward for cryptographic security in today’s digital
world.

3. ALGORITHMS AND SECURITY

This section deals with the algorithm and security
part of the Heisei system which makes its more
securable and efficient in performance

3.1 SHA-256

SHA-256 is a cryptographic hash function which is
used in Heisei that takes any input data, regardless of
size, and produces a unique, fixed-size output of 256
bits (32 bytes). This output, known as a hash or
digest, is essentially a fingerprint of the input data.
Key characteristics of SHA-256 include its one-way
nature (it's virtually impossible to reverse the hashing
process to recover the original input), its collision
resistance (it's extremely unlikely that two different
inputs will produce the same hash), and its
determinism (the same input will always generate the
same hash output). These properties make SHA-256
a valuable tool for various applications, including
data integrity verification, digital signatures, and
blockchain technology, where it's used to secure
transactions and ensure data integrity.

3.2 BOUNCY CASTLE

Bouncy Castle is a widely-used Java library that
provides a comprehensive set of cryptographic
primitives. It offers a wide range of cryptographic
algorithms, including encryption (AES, RSA),
decryption, hashing (SHA-1, SHA256, MDS5),
message authentication codes (MACs), and digital
signatures.  This extensive library empowers
developers to easily incorporate robust cryptographic
functionality into their Java applications. Bouncy
Castle's versatility and open-source nature make it a
valuable resource for various security-critical
applications, including blockchain technologies. By
utilizing Bouncy Castle, developers can implement
strong encryption and authentication mechanisms,
ensuring the security and integrity of data within the
Heisei system.

4. RELATED WORKS

Zenventory is a comprehensive e-commerce
operations platform that streamlines inventory
management, order fulfilment, and purchasing
processes for businesses. It offers a suite of features
including multi-channel inventory tracking, order
processing, purchase order management, and robust
reporting capabilities. By centralizing inventory data
and automating key workflows, Zenventory
empowers businesses to improve efficiency, reduce
operational costs, and enhance customer satisfaction.
The integration of blockchain technology within
inventory management systems like Zenventory has
the potential to revolutionize supply chain operations.
Blockchain's inherent features, such as transparency,
immutability, and enhanced security, can address
several challenges faced by traditional inventory
management systems. For instance, blockchain can
provide visibility —into  inventory
movements across the entire supply chain, from raw
material sourcing to final delivery. This increased
transparency can help businesses identify and

real-time

mitigate potential disruptions, improve forecasting
accuracy, and reduce the risk of stockouts.
Furthermore, blockchain can enhance the security of
inventory data, minimizing the risk of fraud and
counterfeit goods. By leveraging blockchain
technology, inventory management systems like
Zenventory can achieve greater efficiency,
transparency, and security, ultimately improving

business outcomes for all stakeholders

5. FUTURE SCOPES

The Heisei system has the potential for significant
advancements and wider applications in disaster
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relief and related areas. Future improvements could
focus on integrating artificial intelligence and
machine learning to better predict disaster needs and
optimize resource allocation. By using predictive
analytics, the system could anticipate the demand for
medical aid, food, and shelter based on historical data
and real-time information. Further developments in
blockchain technology could enable the use of smart
contracts to automate transactions between donors,
suppliers, and relief organizations, ensuring greater
transparency and  efficiency.  Implementing
decentralized identity management could also allow
disaster victims to securely access aid without
requiring physical documents, making the process
more accessible and reliable. Expanding the system
to incorporate edge computing and 5G technology
would improve real-time disaster monitoring,
especially in remote areas with limited connectivity.
The integration of IoT with drones and autonomous
vehicles could enhance supply chain logistics by
automating the delivery of emergency resources to
affected regions. Cloud infrastructure could be
further developed by adopting multi-cloud
deployment across different platforms such as AWS,
Google Cloud, and Azure. This would improve
scalability and ensure the system remains operational
even during large-scale disasters.

6. CONCLUSION

The Heisei system represents a significant
advancement in disaster relief by leveraging a
multifaceted approach that integrates cutting-edge
technologies with robust security measures. The
system's foundation lies in a robust backend
infrastructure built upon technologies like Spring
Boot, which facilitates rapid development and
efficient application deployment. At the core of this
backend is the integration with a permissioned
blockchain network, such as Corda or Hyperledger
Fabric, ensuring the transparency and immutability of
all transactions. This blockchain integration, further
fortified by cryptographic libraries like Bouncy
Castle and Java Security APIs, enhances data security
and safeguards against fraud. The frontend,
developed using technologies like HTML, CSS, and
JavaScript, provides a user-friendly interface for
seamless interaction with the backend, allowing
stakeholders to easily access information, track
progress, and contribute effectively to relief efforts.
By combining these technological advancements
with a focus on transparency, accountability, and

efficient resource allocation, the Heisei system has
the potential to revolutionize disaster relief
operations, improving the speed, effectiveness, and
impact of aid delivery to those in need

REFERENCES

[1] Real-time supply chain—A  blockchain
architecture for project deliveries -Petri
Helo,A.H.M Shamsuzzoha.

[2] M.H.Au, W. Susilo, Y. My, and S. S. M. Chow,
“Constant-size dynamic k-times anonymous
authentication,” IEEE Syst. J., 2013.

[3] F. Baldimtsi and A. Lysyanskaya, “Anonymous
credentials light,” in CCS, 2013, pp. 1087—
1098.

[4] A.Barua, M. A. A. Alamin, M. S. Hossain, and
E. Hossain, “Security and Privacy Threats for
Bluetooth Low Energy in IoT and Wearable
Devices: A Comprehensive Survey,” IEEE
Open J. Commun. Soc., 2022.

[5] D. Bernhard, V. Cortier, D. Galindo, O. Pereira,
and B. Warinschi, “SoK: A Comprehensive
Analysis of Game-Based Ballot Privacy
Definitions,” in S&P, 2015. [6] S. L. Blond, A.
Cuevas, J. R. Troncoso-Pastoriza, P. Jovanovic,
B. Ford, and J. Hubaux, “On Enforcing the
Digital Immunity of a Large Humanitarian
Organization,” in S&P, 2018.

[6] Jerome Chandes, Gilles Pach, Investigating
humanitarian logistics issues: from
operationsmanagement to strategic action,
Journal of Manufacturing  Technology
Management, Vol. 21, Issue 3, pp. 320 340,
2010.

[7] Benita M. Beamon, Burcu Balcik, Performance
measurement in humanitarian relief chains,
International  Journal of Public Sector
Management, Vol. 21, Issue 1, pp. 4- 25, 2008.

[8] D. Clay Whybark, Issues in managing disaster
relief inventories, Int. J. Production Economics
108, pp. 228- 235, 2007. [5] Yen-Hung. Lin,
Rajan Batta, Peter A. Rogerson, Alan Blatt,
Marie Flanigan, A logistic model for emergency
supply of critical items in the aftermath of a
disaster, Socio-Economic Planning Sciences
45, pp. 132- 145, 2011.

[9] Carmen G. Rawls, Mark A. Turnquist, Pre-
positioning of emergency supplies for disaster
response, Transportation Research Part B 44,
pp. 132- 145, 2010.

IJIRT 173987 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 2509



[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

IJIRT 173987 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY

© March 2025 | JIRT | Volume 11 Issue 10 | ISSN: 2349-6002

Buruc Balcik, Benita M. Beamon, Karen
Smilowtiz, Last Mile Distribution in
Humanitarian Relief, Journal of Intelligent
Transporta tion System 12, pp. 251- 63, 2008.
Yen-Hung. Lin, Rajan Batta, Peter A. Rogerson,
Alan Blatt, Marie Flanigan, Location of
temporary depots to facilitates relief operations
after an earthquake, Socio-Economic Planning
Sciences 46, pp. 112 123, 2012.

Jose-Fernando Camacho-Vallejo, Edna
Gonzalez-Rodrguez, F.-Javier Almaguer, Rosa
G. Gonzalez-Ramrez, A bi-level optimization
model for aid distribution after the occurrence
of a disaster, Journal of Cleaner Production 105,
pp. 134- 145, 2015.

Burcu Balcik, Benita M. Beamon, Caroline C.
Krejci, Kyle M. Mura matsu, Magaly Ramirez,
Coordination in humanitarian relief chains:
Practices, challenges and opportunities, Int. J.
Production Economics 126, pp. 22- 34, 2010
Not Yet Another Digital ID: Privacy-Preserving
Humanitarian Aid Distribution -Boya Wang,
Wouter Lueks, Justinas Sukaitis, Vincent Graf
Narbel, Carmela Troncoso.

Post-Disaster Relief Distribution Using a Two
Phase Bounded Heuristic Approach-Bhupesh
Kumar Mishra, Keshav Dahal, Zeeshan Pervez.
An overview on smart contracts: Challenges,
advances and platforms-Zibin Zheng a, Shaoan
Xie a, Hong-Ning Dai b, Weili Chen a,
Xiangping Chen a, Jian Weng ¢, Muhammad
Imran d.

Implementing a blockchain from scratch: why,
how, and what we learned-Fabian Knirsch,
Andreas Unterweger* and Dominik Engel.
Efficient Deposit-Free
Blockchain-Based Spatial Crowd sourcing
Mingzhe Li, Student Member, IEEE, Wei
Wang, Member, IEEE, and Jin Zhang, Member,
IEEE

Increasing Donation Transparency in Disaster
Relief: A Blockchain-based Solution -
Mithilesh Lathkar, Parth Deshmukh, Aditya
Patil, Dr. Priya Shelke

Inventory management and information sharing
based on blockchain technology -Xiaoming Li
Enhancing Blockchain Security by Developing
the SHA256 Algorithm Raghad K. Salih, Ali H.
Kashmar

Federal information processing standard (fips),
" Sucre Hash Standard,"180-2. National
Institute of Science and Technology, 2002.

Towards and

[23]

[24]

[25]

A. H. Jasim and A. H. Kashmar, "An Evaluation
of RSA and a Modified SHA-3 for a New
Design of Blockchain Technology," in Artificial
Intelligence for Smart Healthcare, Cham:
Springer International Publishing, 2023, pp.
477-489.

H. Abdulsalam and A. A. Fahad, " Evaluation of
Two Thresholds Two Divisor Chunking
Algorithm Using Rabin Finger print, Adler, and
SHA1 Hashing Algorithms," Iraqi Journal of
Science, vol. 58, no.4c, pp.2438-2446, 2017.
A.H. Kashmar, K. H. Ahmed and S. I. Eddie,
"Hybrid chaotic keystream generation (HCKG)
for symmetric image encryption," Journal of
theoretical and applied information technology,
vol.97, no.3, pp.984-993, 2019.

2510



