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Abstract—Recent improvements in learning poses
threat and challenges due to the building of fake
images and live videos, which deteriorate the
relationship and the credibility. Deep learning tools
can drive people to come across content that they have
never seen in this manner facilitating the emergence of
deepfakes. Originally created for uses in the tech,
commercial and Heyday is steering deepfakes to a
more surgical level, retrofitting new dimension to
what creators are now pumping out. Although, the
improved accuracy also bring security risks because of
their ubiquity and the way they are built. In this
context we need models that can reliably
discriminate between true positives and false
positives. This paper presents recent research on deep
content analysis using deep learning to solve unsolvable
problems, demonstrates the advantages and
limitations of the current system, and suggests future
opportunities. Discriminators based on neural
networks (CNN) are often used to detect changing
deep news. We use the optical flow-based feature
extraction method to extract time-related features, and
then use them for classification, because these methods
usually focus on the features of each frame of the
video and cannot learn time-related information from
the video, frames, Argument. Combining CNNs and
RNNs with optical flow feature design forms the basis
of this approach.

Index Terms—DeepFake Detection, Deep Learning,
CNN, RNN, Optical Flow

I. INTRODUCTION

”DeepFake”, the name is directly derived from
”deep learning” and “fake” meaning fake media
where an image or a video of a person is replaced
by a similar camera-shooted content. Due to its easy
accessibility, the technology is frequently used to
produce photo realistic fake videos of celebs,
politicians and all sorts of other upstanding citizens.
Deepfakes also use the deep image generated by the
video stream to make the fake of video, audio
recordings. One of these methods is used to

IJIRT 174455

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY

generate deepfakes by learning from a very large
collection of real pictures and videos.

Deepfakes are hard to detect as they often seem
valid. The continued interest has spurred research
into deepfake detection methods — including
machine learning algorithms and neural networks.
The traditional method for conducting video
analysis is deep neural networks [1]. At it is the
heart, the basic idea is for neural networks to
”learn” on large amounts of genuine and fake
videos the standard patterns that can differentiate
real from deepfakes. Technically speaking, deep
learning refers to the five types of neural
networks - Convolutional Neural Networks (CNN),
Recurrent Neural Networks (RNN), and Hybrid
(CNN + RNN), so on and so forth, including a
variety of hybrid models that combine CNN and
RNN. Where CNNs particularly excel [2]-[4], is
with depth perception (i.e: how we see things in
three dimensions — think taking a photo of a
person and then messing with their body or face).
Local feature space: They try to understand color,
texture, edges (gradients), etc. in parts of an
image, or movie, then they learn to see patterns
for the depth along these dimensions.

RNN [5]: For physical manifestations of fraud, they
do this through deconstructing the sequence of
frames and unfolding the events in those frames.
For deep learning a model which combines CNN
and RNN [6] can be even better for analyzing the
video body and video interior.

This device was initially created to create movies,
for the entertainment sector. Deepfakes are
valuable, for producing science fiction animated
videos and films as they can generate outcomes [7].
With the expansion of the industry individuals can
now explore the alteration feature extensively
resulting in the development of software that
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provides these choices to users. While anyone who
wants to use them, they can use these apps which do
not produce real-world results. When deep learning
combines with these technologies, the result is
disastrous. Photos and videos taken by artificial
intelligence and most artificially edited are called
deepfakes [8].

Detecting deepfake videos involves methods each
having its pros and cons. Lets compare a few
known styles:

A. Convolutional Neural Networks (CNN):

For convolutional neural networks (CNNSs) in deep
learning as they excel at extracting key details from
images and videos. By training on datasets like
ImageNet (e.g., ResNet50 VGG, Inception) CNNs
can later be adjusted for profound datasets and
facial alterations.

B. Recurrent Neural Networks (RNN):

RNNs, known as Recurrent Neural Networks are
capable of examining the flow of time, in video
content since they like LSTMs [9] are tailored for
handling data that unfolds in a sequence. Over time
RNNs can be taught to identify trends and
irregularities in videos like variations in gestures or
expressions over a delayed period. Nevertheless
RNNSs struggle with grasping long term connections
within  systems [10]. Require computational
resources posing a challenge, for deep learning
tasks that rely on a solid understanding of physical
principles.

C. Generative adversarial networks (GANS):

They are a tag team of artists: one is a creator (the
generator) while the other is a critic (the
discriminator) Thus, the generator creates fake data,
which it is trying to make look as real as possible,
and the discriminator evaluates and separates the
fakes from the real data. The generator uses
feedback from this adversarial process to produce
more realistic outputs. The incredible tug-of-war
between these two forces of creativity turns out
amazingly realistic images, videos and beyond -
nearly anything the artificial intelligence can think
of.

However, using convolutional neural networks
(CNN), RNN or LSTM [11] for deep video
detection may have some disadvantages such as
low performance, Expensive  computation,

vulnerability to attacks and poor interpretation.
CNNs require a lot of processing power, are
vulnerable to countermeasures, only deeply analyze
the data they learn from, and can be difficult to
understand or interpret.

While there has been great success in the application
of deep learning algorithms for deepfake video
detection, there exist certain issues and challenges in
the current networks. Although we have made a lot
of milestone in deep fake video detection on deep
learning tools but still there are some errors and
inadequacies of the current network. This makes it
vulnerable to adversarial attacks which alter the
input data in a way that makes the network
misclassify it. Because now, the fake depth should
not be impersonate-able and an attacker can try to
adjust the fake depth, a desirable challenge to have
in deep detection.

Il. RELATED WORK

Deepfake technology is becoming increasingly
common, so the risks associated with it need
to be wunderstood and minimized. There are
many studies and reports on the progress of
deep learning technology. In the survey, ”Detecting
Deepfakes in Facial Photos and Videos” [12] they
discuss how deep learning and computer vision
techniques such as GANs and autoencoders can be
combined to create deepfakes. DFaker, Style GAN,
FaceSwapl and other technologies can be used to
perform deep matching. In addition to tools such as
FaceSwap-GAN and FSGAN [13], object detection
techniques are being studied using CNN and RNN.

Information on deepfake production and detection
techniques can also be found in the publication ”A
Survey on Deepfake Video Detection” [14]. While
generative adversarial networks (GANSs) have
problems replicating faces with real- life behavior,
methods include convolutional neural networks
(CNN) for phase classification, time-based
classification using recurrent neural networks
(RNN). Similar methods, visual artifact-based
methods, camera-based methods, and biosignal-
based methods are introduced to detect deepfake
videos.

In his article “Detecting Deepfakes Using Deep
Learning” researcher Rushit Dev provides a
comprehensive review of the methods used by
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different researchers to solve this problem. He
discussed the advantages of CNN architecture and
how it can be used to extract faces or other features
(such as a person’s lips or eyes) from images to
determine the difference between depth and the
original image. The second method uses multi-
sequence LSTM. They wanted to use an LSTM
model to find long-term dependence across the
entire series, rather than looking at consecutive lines
with shorter time intervals. Some in-depth research
into biometrics is also introduced.

The study, “FaceForencist+ [15]: Gaining the
ability to analyze facial images”, discusses how
current advances in deep learning, especially in
neural networks (CNN), can be leveraged to obtain
very good insight. Using this method, pattern
analysis features are extracted and then fed into the
SVM classifier for training.

There is another way. For example, Rishma
Rafique’s research paper [16] ”Deep fake detector
and error level analysis and classification using
Deep Learning” uses compression methods (also
known as error level analysis) to classify
Deepfake images. First, the proposed framework
evaluates errors in the image to determine
whether the image has been corrected. The images
are then sent to a convolutional neural network for
deep feature extraction. Support vector machine
and K nearest neighbors were used to classify the
feature vectors obtained after hyperparameter
tuning. The method combined with KNN and
residuals has the highest accuracy with a score of
89.5%.

Automation has become much easier thanks to
some major advances in computer and
communications technology over the last decade.
Deepfakes that use deep learning to create fake
photos and videos have their pros and cons.
Although they aid in visual training and
simulation, they raise issues such as identity theft
and misrepresentation. This work investigates deep
false detection methods, focusing on the
contribution of mixed models to improving
accuracy. The investigation aims to resolve
problems arising from the widespread use of
deepfakes [17]-[20].

I1l. METHODOLOGY

Deep learning techniques and algorithms are

necessary for the creation of deepfake videos.
We will be solving our deepfake video detection
challenge with a deep neural network based solution
in order to recognize fake videos. Since more
convolutional layers might result in a large loss
of data in video frames, we have opted to use hybrid
models in conjunction with standard Convolutional
Neural Networks. Therefore, by using a hybrid
model, we are attempting to prevent this problem.
We also wish to employ the Long Short Term
Memory (LSTM) approach because the video
frames we work with are sequential. The existing
deepfake video detection techniques try to resolve
the problem precisely, but they might not be able to
persuade us of their dependability.Therefore, our
goal is to employ explainable Al to make the key
areas of the frames that the suggested model focuses
on visually evident.

In summary, the following stages are taken as
part of the methodology:

Step 1: Compiling the dataset. Step 2: Preparing the
data.

Step 3: Labeling Data Step 4: Splitting the data.
Step 5: DenseNetl69 Model with Bi-LSTM
Proposal.

Step 6: Using Resnet50 and pre-trained models to
create a hybrid model.

Step 7: Presenting the suggested hybrid model’s
functionality. Step 8: A comparative analysis of the
proposed model with the current models.

A. DATASET

760 videos are included in the unique dataset that
we created. Every video includes authentic and
phony versions for training, testing, and validation.
After extracting the frames from the videos using
optical flow network algorithms [21], each frame is
cropped for facial data. After removing the frames
from the videos, it has 5362 train images, 1428
valid images, and 714 test images. The dataset is
assembled using several Deepfake, GAN-based, and
non-learned methods.

B. Data Pre-Processing

The first step we will do is preparing the data.
This turns unprocessed data from a variety of
sources into one more relevant data. Pre-processing
data to remove any redundant information by
missing or inconsistent values in the raw data
this is very much needed to ensure that model is
not giving unbiased results or there will be a
huge data loss. Also, most simple Deep Learning
algorithms require a standardized input in terms
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of the task. This is how the dataset should be
before training. At the time of pre-processing the
data is in form of videos and we extract the frames
from the videos using optical flow network
algorithms.

C. Data Labeling

The custom dataset was divided into more than 18
frames of each videos. Each of the parts was pre-
labeled with a .json file inside it containing the labels
of images of each video being real of fake.

D. Data Splitting

Pre-processing and data segmentation or splitting
were done at the same time. Based on a 7:2:1 ratio,
the total dataset was divided into 80%, 20%, and
10% for training, testing, and validation data,
respectively. The target size is (5, 128, 128, 3), and
the divided datasets have a batch size of 32. In total,
760 videos were utilized, and 18 frames were
typically extracted from each film; this means that
13,680 frames were used for training, validation, and
testing.

Real Fake

Fig. 1. Workflow of the classification model
IV.ARCHITECTURE

A. Proposed Hybrid model

The hybrid model consists of neurons that use
function vectors to try to predict the position
and properties of an object. The length of the
vector function indicates the probability of the

object appearing in the frame or image, while the
index accounts for other factors such as rotation
and thickness. Using the directional approach, each
functional model at a given level can predict the
index of higher level models.

B. Custom CNN Architecture

Specialized  convolutional  neural  networks
(CNNs) that are specifically designed for a type of
problem or dataset. Typically it has the
convolutional layers for feature extraction and then
the pooling layers for subsampling and the whole
layers for classification and so on. Decisions in its
design, such as using several layers, various filter
sizes and robustness, distinguish it from others. The
hierarchy is an ongoing one, and consists in
decisions being made under the conditions that
currently prevail. Custom CNNs offer research and
development  ability to  experiment  with
different network architectures and impact the way
the network behaves until arriving at a result that
meets our requirement. At runtime model we can
extract desired features from input and make future
predictions. Model parameters: Saves the parameter
of model to be used in later time when trained.
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Fig. 2. Proposed Hybrid Model Architecture
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C. DenseNetgiLSTMNet

Bidirectional long-term  memory  (BiLSTM)
networks and densely connected convolutional
neural networks (CNN) form the DenseBiLSTMNet
hybrid neural network architecture. DenseNet acts
as a feature extractor in this design, extracting
hierarchical features from the input data. The
BiLSTM layer then obtains these features and uses
them to represent physical relationships and data
connections, thus capturing past and future context.
This combination makes the model more capable to
learn complex patterns both spatially and
temporally, making it useful when working with
connected data such as natural language processing
for Lip recognizing and time estimation.
DenseBiLSTMNet leverages the power of CNNs
and LSTMs to be more efficient at tasks that require
understanding connectivity and spatial patterns in
data.

D. Transfer Learning Model

Transferring learning with ResNet50 - This
includes a pre-trained model which was previously
trained on a significant dataset (Ex:- ImageNet) so
we will be fine-tuning the ResNet50 model to
adjust it to our specific task or dataset. Rather
than training a neural network from scratch, transfer
learning makes use of the knowledge that ResNet50
has learned on ImageNet to accelerate training and
improve performance on a fresh related task. During
fine-tuning, the parameters of the pre-trained
ResNet50 model are updated with the learning
process through back-propagation using a smaller
dataset aims to the target task, in order to switch the
learned features to more proper ones fit the new
data. This is an efficient technique as it uses the
information already learned and significantly
reduces training time which is very helpful when
the target dataset is small or the resources on the
computer are limited.

E. Transfer Learning InceptionV3

Transfer learning - which refers to using an
InceptionV3 model, pre-trained on an entirely
separate, much larger dataset, like ImageNet, to
enhance the performance of a new task or dataset.
This model adds layers to the InceptionV3
architecture [22] and trains the feature learning
features and representations layer-wise instead of
training the model from scratch. Small data: Fine-

tuning defines a part of the pre-trained weight that
is custom to fit to the data intricacies. This method
can converge faster than training from scratch, and
typically performs better, except when the new
dataset is small. The architecture of InceptionV3 is
especially appropriate for imaging applications
such as deep feature extraction and classification,
which are designed based on the advanced inception
module, capturing rich spatial hierarchy in images.

F. Transfer Learning Xception

Transfer learning refers to applying the conclusion
drawn from earlier tasks to new tasks with datasets
of interest. Transfer learning involves borrowing
knowledge from data rich tasks (e. g. ImageNet) to
improve learning in data constraint tasks. We
introduced Inception-inspired Design Xception [23]
by learning differences between differences, which
takes utmost advantage of horizontal propagations
in hierarchies and augmented compensations for
minimizing essential computations it demands. In
doing research tweaking the Xception model, We
use the pre trained xception weight as initial
weight. It is then used on little processing data
in order to tune the model, that is the incoming data
can improve some of the characteristic of the
model. This may allow the training and
development of general resources in situations
where data is scarce or computational resources
are limited. By virtue of its depth and efficiency,
Xception is suitable for tasks that need to be
performed to enhance image classification and
overall equipment.

V. RESULTS AND DISCUSSION

The performance of the hybrid model that was
implemented can be summed up as follows:

Accuracy: The accuracy and effectiveness of the
trained model helps to increase the efficiency of our
hybrid model in validation.
TP +TN
Accuracy = Gp TN ¥ FP+ FN

Our hybrid model performs well with 99.86%
accuracy in training. We also found that our model
achieves about 99.85% validation accuracy in terms
of validation. The true accuracy of the model is
represented by the true accuracy.

Precision: This is like a master archer accurately
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targeting the bullseye, picking all true positives
from massive data. This will make sure that every
prediction will be precise and entirely improve in
the relation to the false positives and then refining
the direct hit, true positive with the level of
accuracy like an artist. The accuracy value drops as
FP rises because the denominator’s value grows
larger than the numerator’s.
TP

TP + FP
The precision achieved by our model is 1.

Precision =

Recall: Recall answers how accurately the true
positives have been identified, by definition. It
represents the percentage of a class that has been
correctly classified out of a provided sample.

TP

TP+ FN
Our Hybrid model has the recall value of 99.83%.

Recall =

Receiver Operating Characteristic
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Fig. 3. AUC Curve

Flscore: The F1-score is a measure that considers
recall as well as precision, and its definition is as
follows:

precision * Recall

F1 =2
score : precision + Recall

We also found that our model achieves about 98.1%
F1 Score in terms of validation.

AUC: The performance of the model is the area
under the curve (AUC) plot of the receiver
operating characteristic (ROC) curve. On our
training data, the AUC of our proposed model is
99.74%, while the generalization on our validation
data is 95.76%. This causes the AUC of the model
to work well.

VI. LIMITATIONS & FUTURE WORKS

While it shows great promise on existing data, we
are trying to  evaluate the effectiveness of our
model for deep conflict learning using more data.
The combination of many data sets will make the
model more powerful. We plan to expand the
dataset and test more frame rates to improve
accuracy by adjusting things like brightness and
contrast. We also plan to explore other areas such as
iris tracking and audio processing. We plan to
analyze the initial warm-up to detect the situation in
fake video detection after using the Al annotation.
By answering these questions, we can improve our
models and guide future discoveries.

VII. CONCLUSION

This provides a comprehensive review of the latest
developments in fake news and the threats they pose
to the reliability and integrity of online information
as a result of deepfake videos. We examine the
techniques wused to create deep, Al-driven,
consistent data and how search engines deeply
exploit these inconsistencies. Here, we propose a
new hybrid model combining LSTM and
convolutional neural network architectures. We
used a series of pre-recorded images to train our
model, paying attention to the facial region where
most of the changes in deepfake videos occur. CNN
architecture is used to identify feature vectors for
both real and fake videos. The LSTM layer then
used these feature vectors, which included spatial
inconsistencies, to identify temporal discrepancies
within these frames and predict the authenticity of
the video from which these features were gathered.
In future, we will try to answer the question “why”
are the videos which will be detected as fake are
actually fake. In other words, what are the features
that makes these videos fake by extending our
model with the Explainable Al.
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