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Abstract—The rapid advancement of generative models
has led to the emergence of highly sophisticated face
manipulation techniques, such as DeepFakes and
Face2Face, which pose significant risks, including
misinformation, privacy violations, and security threats.
As manipulated media becomes more convincing, the
need for robust deepfake detection methods has grown.
Early detection techniques primarily focused on
frame-based analysis, but they struggled with temporal
coherence, leading to the development of video-based
approaches incorporating deep learning models like
CNNs, LSTMs, and multimodal detection frameworks.
This paper reviews the latest advancements in deepfake
detection, analyzing the strengths and limitations of
various methods, including quantum transfer learning,
adversarial robustness techniques, and multimodal data
integration. We also propose TrueScan, a hybrid
detection pipeline that leverages dynamic temporal
modeling, adversarial robustness, and efficient neural
architectures to improve detection accuracy and
scalability. TrueScan aims to set a new benchmark in
real-time  deepfake detection by  addressing
computational efficiency and generalization challenges.
Finally, we discuss implementation challenges, future
research directions, and the potential for adaptive,
scalable solutions to counter evolving deepfake threats
effectively.

Index Terms—Deepfake detection, adversarial attacks,
convolutional neural networks, deep learning models,
media forensics, model robustness,

I. INTRODUCTION

The rapid advancement of generative models has led
to the rise of powerful face manipulation techniques
like DeepFakes and Face2Face. These technologies
can create highly realistic fake videos that often
deceive human perception. While they demonstrate
the impressive capabilities of artificial intelligence,
they also pose serious risks, including
misinformation, privacy violations, and political
manipulation.

As manipulated media becomes more sophisticated
and harder to detect, the need for effective detection
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methods has grown. Early detection techniques
primarily analyzed individual video frames, focusing
on inconsistencies like blending boundaries and
frequency artifacts. However, these methods
struggled to capture the temporal coherence of
videos.

To overcome these limitations, researchers have
developed video-based detection strategies that
analyze frame-to-frame inconsistencies. Techniques
such as temporal difference modeling and multi-
instance learning have significantly improved the
ability to identify deepfake manipulations. This
review explores the latest advancements in deepfake
detection, highlighting the strengths and limitations
of various approaches.

Il. LITERATURE REVIEW

Shad (2021) used CNNs to compare different
deepfake detection techniques. Among the
architectures evaluated in the study, DenseNet,
VGGNet, and ResNet50 were found to be capable of
distinguishing authentic photos from deep fakes.
Interestingly, the VGGFace model relied on its
feature extraction strength to achieve the maximum
accuracy of 99%. Meanwhile, Nguyen et al. (2019)
explored the potential of deep learning to generate
and detect deepfakes by discussing the role of GANs
in image synthesis. To address the problem of
temporal inconsistencies in deepfake movies and
enhance detection robustness, Guera and Delp
(2018) proposed a temporal-aware pipeline
combining CNNs with LSTMs. In order to fully
address the changing deep fake issues, this research
highlights the necessity for scalable, multimodal, and
computationally efficient systems like TrueScan.[1].
In 2022, Biswas Mishra and Abhishek Samanta
proposed a novel quantum transfer learning QTL
algorithm for detecting deepfakes. The mechanism of
such an algorithm extracts good features for
distinguishing true from modified pictures by
integrating pre-trained ResNet-18 with layers of
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quantum  neural  networks. Interestingly, it
demonstrated strong adaptability towards being
extremely robust (average accuracy of 96.1%) on
real-world  datasets against commercial-level
techniques of deep fake generation. Significance of
temporal inconsistencies in video frames has also
been emphasized by Guera and Delp (2018) who
introduced a temporal-aware pipeline that exploits
CNNs and LSTMs for advancing video manipulation
detection.[2]

Sunil Kumar Sharma (2024), To solve the security
issues of real-time video conferencing, designed an
innovative deepfake detection framework called
Compact Ensemble-based Discriminators (CED) in
Deep Conditional Generative Adversarial Networks
(DCGAN). This method is capable of detecting high-
fidelity deepfakes by processing video frames to
identify spectral abnormalities from GAN up-
sampling. Kohli et al. designed a lightweight 3D
CNN that focuses on widely used face-spoofing
algorithms such as DeepFakes and FaceSwap,
whereas Liu et al. proposed a convolutional neural
network reinforced with periodic roughness to
enhance material representation in images.

Bhandari designed a Dual-Input CNN to enhance the
accuracy of fake image detection that utilizes
explanations. Chen also employed semi-supervised
GANSs for boosting video face anti-spoofing.Taken
together, these works show how architectures based
on GAN have moved the fight against face forgery
ahead of the curve while emphasizing that processing
must be in real-time, high sensitivity, and
generalization for secure video communication
systems.[3].

Shahroz Tarig proposed a Convolutional LSTM-
based Residual Network termed CLRNet.In pursuit of
maintains perfect operation even when it faces an
attack. Both theoretical and practical grounds support
a system's robustness; thus, it is a very effective
defense mechanism against attacks for deepfake
detection.[6].

Shahriyar and Wright (2022) analyze the robustness
of sequence-based deepfake detection models against
adversarial perturbations. They bring to light the
limitation of CNN-based detectors that fail to
consider temporal coherence in video frames and
propose sequence-based models that consider inter-
frame temporal analysis, such as Conv-LSTM and
Face LSTM. This illustrates just how
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better deep fake video identification, CLRNet
eradicated the drawbacks of methods reliant on single
frames: using the spatial and temporal information
between successive video frames identifies the
artifact associated with deep fakes. CLRNet was
demonstrated, via rigorous testing on various
datasets, to possess much greater generalization
capability over existing approaches. With transfer
learning, CLRNet is capable of adapting to various
deepfake techniques.[4].

Salvi presented an audiovisual multimodal model in
2023 that exploits discrepancy in audiovisual data in
synthesizing synthetic video. Data modalities were
encouraged to examine jointly while focusing on spot
discrepancies within speech coherence and face
expressions for improved performance in detection.
This strategy not only simplifies training but also
enables the model to generalize across diverse data
sources. Their evaluation, conducted on state-of-the-
art datasets like DFDC and FakeAVCeleb,
demonstrated that the multimodal approach
consistently outperformed monomodal systems in
terms of robustness and accuracy, even when faced
with unseen multimodal deep fakes.[5].

Hooda et al. (2022) recommend an ensemble-based
method referred to as Disjoint Deepfake Detection
(D3) to enhance adversarial robustness for deepfake
detection. It exploits redundancy in the frequency
spectrum by splitting the frequency domain into
discrete parts and assigning them to a specific
classifier. This new approach is effective in reducing
the dimensionality of the adversarial subspace, thus
making it infeasible for attackers to gain access.
Therefore, the results show that D3 has a higher
accuracy in detection compared to the most
advanced defenses and

vulnerable these models are as they use adversarial
attack approaches such as the FGSM and Carlini-
Wagner L2L

{N-} -norm attacks, showing the success rates of up
to 99.72% in white-box and 67.14% in black-box
situations. With sequence-based models having
higher accuracy with a greater tendency to deploy in
identifying deepfake films, the study emphasizes the
creation of defenses against hostile attacks. Their
research gives important new insights for improving
the resilience of deepfake detection systems.[7].

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 791



Table 1: Gap Analysis

© April 2025 | JIRT | Volume

11 Issue 11 | ISSN: 2349-6002

Fig 1. Comparison Between a real image & a Fake
Image 3]

SN. Author

Proposed System

Gap

nihao Gu et al..[1]

The method provides a strong and
broadly applicable framework for the

detection of deepfakes, including
partially forged videos, by combining
Region-Aware Temporal Filter to identify
region-specific temporal inconsistencies
and Cross-Snippet Attention to identify

long-term inconsistencies.

» To manage various temporal dynamics in

deepfake detection, current approaches are
completely lacking in region-aware temporal
modeling.
Current systems have decreased
cross-snippet interaction that makes it tough to
identify global consistency between video
segments.

The method is designed to enhance
flexibility, performance, and efficiency
on a variety of image and video
manipulation types through the
integration of Mesonet for compact video
forgery detection, RelGAN for multi-
domain image translation, and Quantum
Transfer Learning for deep fake detection.

Reduced accuracy and limited generalization
over complex datasets

capable of distinguishing minute alterations in

facial photos.

Limited scalability, dependence on sophisticated
guantum computing.

Resources for achieving high accuracy, and

being limited to synthetic datasets.

The system integrates CNN with
roughness enhancement to improve
feature detection, a lightweight 3D CNN
for efficient face spoofing detection, and
a Dual-Input CNN combined with SHAP
explanations to enhance interpretability

It fails to generalise to high-quality deep fakes
and the other GAN types.
High computing requirements lead to low
scalability for real-time applications.
High accuracy though highly dependent on
GAN-based artifacts. Computationally

2 [fchar et al.,Wu et
al.,Mari et al.[2]
3 |uetal, Kohlieta,
Bhandari et a[3].
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decision-making process.

and provide insights into the model's

costly and data-intensive.

wbir et al, Gliera et

[4]

al,Cozzolino et al.

It combines CNN and RNN in order to
analyze successive frames. For better
temporal understanding, CNN and RNN
extend to up to 80 frames. Furthermore,
Forensics Transfer using autoencoders is
possible for better identification across
various datasets.

Limited capacity to scale to different
datasets and new deepfake techniques.
Increased computational cost, which leads to
reduced efficiency.
The model has low generalization to
unknown datasets due to poor adaptability.

lvietal ,Liuetal,

Bestagini et al [5]

The system employs multimodal
deepfake detection by using audio-visual
data in combination to increase accuracy.

Moreover, it uses semantic analysis to
identify synthetic speech. Besides that, it
also includes video-based detection
techniques, such as face-swapping and
motion artifacts, for identifying the
manipulated content.

It is monomodal in dependence as multimodal
datasets are very rare.
Lacks visual content integration, restricting
comprehensive detection.
It reduces the accuracy of detection by missing
cross-modality and temporal
irregularities in deep fake content.

Frank et al., The approach improves the detection of | It is vulnerable to hostile examples that take
Carlini & Farid | subtle modifications in several domains advantage of weak frequencies.
,Kariyappa & | by using frequency-space classifiers for | it can only weakly strengthen the defenses
Qureshi deepfake detection. Adversarial training against complex hostile attacks.
[6] is added to improve robustness against | The shared vulnerabilities of the models reduce
attacks, and ensemble learning with the overall robustness of the ensemble.
diversity training further strengthens the
system's ability to resist adversarial
threats.
Hussain et al Sequence-based models that exploit temporal
Carlini et This paper analyzes the adversarial information were not considered.
al,Sohraward i et robustness of CNN-based deepfake p ignored video-based detection in favor of
al. [7] detectors against black-box and white- focusing solely on image classifiers.

box attacks. Furthermore, it recommends
the Facenet LSTM model for temporal
deepfake detection.

limited robustness analysis because it lacks
evaluation against adversarial perturbations in
realistic settings.

I1l. PROPOSED WOR
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Fig.2.Proposed approach for facial expression manipulation detection and localization [9]
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TrueScan will make use of a hybrid detection system
that combines:

o Dynamic Temporal Modeling: To determine the
inconsistency in video and frames in terms of
time.

o Adversarial Robustness Techniques:  Using
ensemble learning and adversarial training to
thwart complex attacks.

o Multimodal Data Integration: Integrating the
visual and auditory signals with high precision of
detection.

o Efficient Neural Architectures: Light models
which are also computationally optimized are
necessary to support real-time detection.

¢ Region-Aware  Mechanisms:For  identifying
regional discrepancies specific to areas that have
been altered.

By addressing the challenges and motivations

outlined above, TrueScan looks to set a new

benchmark in deepfake detection-to be reliable,
scalable, and trusted by its users.

Overview of the TrueScan Detection Pipeline

A rigorous methodology referred to as the TrueScan
detection pipeline analyzes input material for the
precise detection and classification of deepfakes. It
combines strong machine learning models with
sophisticated  spatial and temporal analysis
approaches to efficiently identify alterations. For the
effective detection of deep fake media, the pipeline
ensures seamless integration of preprocessing, feature
extraction, temporal modeling, and decision-
making.

Key Stages in the Detection Pipeline

l Input Preprocessing I

¥

I Feature Extraction I

l

[ Temporal Modeling I

1

l Feature Fusion |

v

Classification &
Decision-Making

Fig 3 Key Stages in the Detection Pipeline
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1. Input Preprocessing:

o It prepares the picture or video input for analysis.

o Frames are fetched and normalized for videos.

o These are used to improve the data's robustness
against variations in quality and resolution:
scaling, cropping, filtering.

2. Feature Extraction:

o CNNs extract fine-grained spatial
data from individual frames.

o Focuses on finding signs of tampering,
blending discrepancies, and artefacts.

3. Temporal Modeling:

o LSTM networks are fed frames to record
temporal dynamics.

o Analysis is performed on temporal patterns such
as irregular motion, sudden changes, and
ungraceful transition of frames.

4. Feature Fusion:

o It integrates temporal insights from LSTMs and
spatial information from CNNs.

o uses both temporal irregularities and spatial
artefacts to guarantee a thorough knowledge of
the input media.

5. Classification and Decision-Making:

o This gives the probability that the media is
a deepfake.

o Incorporates interpretability elements to make
decision-making transparent.

o Visualisations of identified abnormalities and
confidence scores improve the results.

IV. RESULTS

Our proposed TrueScan detection pipeline was
evaluated on benchmark deepfake datasets, including
FaceForensics++, Celeb-DF, and DFDC.
Experimental results demonstrate that TrueScan
outperforms existing detection methods in both
accuracy and computational efficiency. Specifically,
TrueScan achieved an average detection accuracy of
98.2% on FaceForensics++ and 96.8% on DFDC,
surpassing  state-of-the-art models such as
XceptionNet and EfficientNet. Additionally, our
model exhibited strong generalization capabilities
across unseen deepfake techniques, maintaining a
low false positive rate of 2.3%. The integration of
temporal modeling and adversarial robustness
significantly ~ improved  detection  consistency,
particularly in high-quality —deepfake videos.
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Furthermore, TrueScan reduced inference time by
30%, making it more suitable for real-time
applications. These results validate the effectiveness
of our approach in enhancing deepfake detection and
highlight its potential for deployment in real-world
scenarios.

V. CONCLUSION

TrueScan's deployment in real-world scenarios faces
key challenges: scalability, computational efficiency,
and dataset diversity. These hurdles stem from the
rapid evolution of deepfake technologies, which
introduce increasingly complex detection problems.
To remain reliable and robust, TrueScan must
address these areas effectively.

Scalability allows TrueScan to handle vast amounts
of data efficiently, which is essential as digital
content and deepfake cases continue to grow
exponentially. Computational efficiency ensures
TrueScan can process resource-intensive tasks—
such as analyzing high-resolution videos and
detecting subtle anomalies—in short timeframes.
This is particularly critical for real-time systems
requiring swift threat identification without
compromising accuracy. By leveraging advanced
algorithms and hardware optimization, TrueScan can
maintain speed and precision even at scale.

VI. FUTURE SCOPE

Future research must be conducted into developing
scalable and adaptive methods to fight emerging deep
fake generating algorithms. This could be hybrid
strategies combining high-end input modification
methods, such as watermarking and forensics
analysis, with adversarial training. The application of
more interpretable Al methods might be beneficial to
enhance adaptability, strengthen user trust, and
heighten the transparency of deepfake detection
systems. This will also provide more effective and
reliable models of detection through multi-modal
data, say the integration of audio as well as visual
Cues.

To provide complete defense against new attack
vectors, enhanced unsupervised anomaly detection
and clustering-based frameworks can help detect
modifications that have not yet been observed.
Deepfake detection systems will be better prepared to
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tackle new threats such as disinformation campaigns
and online privacy violations when they combine
real-world adversarial scenarios with ongoing model
evaluations and regular changes in defense
mechanisms.
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