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Abstract—Phishing attacks have emerged as a major
cyber- security threat, exploiting human psychology to
steal sensitive information. This paper introduces
XPhishing, an advanced phishing simulation platform
designed for cybersecurity aware- ness training.
XPhishing enhances traditional training by pro-
viding hands-on phishing exposure through realistic
simulations, improving user awareness and
response. The study evaluates the effectiveness of
phishing simulations in mitigating real-world threats
and proposes strategic countermeasures.

I. INTRODUCTION

Phishing attacks remain one of the most persistent
and dangerous threats in cybersecurity, targeting
individuals, businesses, and government
institutions.  Cybercriminals  use  deceptive
techniques to manipulate users into divulging
sensitive information, such as login credentials,
financial data, and personal details. These attacks
have evolved over the years, leveraging social
engineering, Al-generated content, and highly
convincing fraudulent websites to bypass traditional
security mechanisms.

Despite advancements in security software,
phishing re- mains successful due to the human
factor. Employees and individuals often struggle
to identify phishing emails and fake websites,
making them susceptible to cyberattacks. While
traditional security awareness training has proven
beneficial, studies show that hands-on, interactive
learning experiences significantly improve user
retention and response to phishing threats. This has
led to the development of phishing simulation
frameworks like  XPhishing, which allow
organizations to create realistic phishing scenarios
to train users effectively.

XPhishing is a tool, it is a controlled phishing
simulation platform designed to educate users on
identifying and responding to phishing attacks. By
creating fake yet realistic phishing sites and
distributing simulated phishing emails, XPhishing

provides an interactive training experience that
helps users recognize warning signs and improve
their cybersecurity awareness. The platform is
particularly useful for corporate cybersecurity
programs, ethical  hacking training, and
cybersecurity education institutions aiming to
enhance awareness and preparedness against
phishing threats.

The significance of this research lies in evaluating
how phishing simulation impacts user behavior and
strengthens  cybersecurity — awareness.  Unlike
traditional training programs, XPhishing allows
users to experience real-world phishing scenarios
without actual risk, enabling organizations to
measure their vulnerability levels and adjust
security strategies accordingly. This study explores
the methodologies behind XPhishing, the challenges
involved in phishing simulation, and the
effectiveness of such training techniques in
preventing real phishing incidents.

This paper is structured as follows: Section Il
provides a literature review on phishing detection
strategies and cybersecurity training methodologies.
Section 111 outlines the methodology of XPhishing,
detailing its file structure, script execution, and
phishing site generation processes. Section 1V
discusses case studies and applications, showcasing
how phishing simulations improve security
awareness. Section V presents results and
discussions based on empirical data, and Section VI
concludes with insights on future enhancements and
the role of Al-driven phishing simulation
automation.

Il. LITERATURE SURVEY

Phishing is a persistent cybersecurity threat that
continues to evolve, leveraging social engineering,
Al-generated attacks, and advanced tunneling
techniques. Research efforts have focused on
understanding phishing strategies, developing
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detection mechanisms, and enhancing user training
simulations. This section explores key research
contributions in these areas.

1) A. Phishing Techniques and Attack
Vectors: Phishing attacks have significantly evolved
from basic email-based scams to highly targeted
spear-phishing campaigns. Ac- cording to Hong [1],
spear phishing is one of the most dangerous social
engineering techniques, as it personalizes attacks
using stolen data, increasing the success rate of
deception. The study found that 91% of cyberattacks
involve spear phishing, affecting organizations
worldwide.

A related study by Althobaiti et al. [2] highlights the
rise of mobile phishing, demonstrating how
attackers exploit SMS (smishing), voice calls
(vishing), and fake mobile apps to deceive victims.
The study emphasizes that mobile phishing is
harder to detect, as traditional email security filters
do not apply to SMS or voice scams.

Furthermore, Gupta and Kumar [3] explore the
emerging threat of deepfake phishing, where Al-
generated fake wvoices and text are used to
manipulate victims into revealing credentials or
transferring funds. The research suggests that Al-
enhanced phishing attacks could pose a significant
cybersecurity challenge in the coming years.

These studies highlight the need for advanced
phishing detection mechanisms and simulated
training programs to counter evolving threats.

2) B. Phishing Detection Mechanisms: Several
approaches have been proposed to detect and
mitigate phishing threats wusing machine
learning, heuristic-based analysis, and domain
filtering techniques.

- Machine Learning-Based Detection:

Research by Abutair et al. [4] compared
multiple super- vised machine learning (SML)
models, demonstrating that random forests and
deep neural networks achieve high accuracy in
phishing detection. The study used phishing
email datasets to classify legitimate vs.
malicious content.

Additionally, Zhang and Yuan [5] proposed a
deep learning-based approach for phishing
email detection using Natural Language
Processing (NLP). Their study trained Al
models to identify phishing keywords,

suspicious links, and context anomalies,
significantly improving detection accuracy over
traditional filters.
- URL and Domain-Based Detection:

The Google Safe Browsing [6] report describes
how blacklisting services help block known
phishing web- sites. However, Sheng et al. [7]
argue that blacklist- based detection s
ineffective against newly generated phishing
domains, proposing heuristic-based URL
analysis instead. Their method detects phishing
by analyzing URL length, misspellings, and
domain obfuscation techniques.

These studies suggest that a combination of
machine learning and heuristic-based approaches
provides the best phishing detection strategy.
3) C. Phishing Awareness and Training Programs:
One of the most effective ways to combat
phishing is through aware- ness training and
simulated phishing attacks. Research has
shown that interactive phishing simulations
significantly improve cybersecurity awareness.
- Phishing Simulation Effectiveness:
A study by Jampen et al. [8] found that
organizations using phishing training tools
experienced a 40% reduction in successful
phishing attempts. The research
emphasizes the importance of realistic
phishing simulations to educate employees
on recognizing malicious emails and
deceptive websites.

- Comparison of Phishing Simulation
Tools:

Several phishing training tools exist, each with
different features and limitations:

—  Gophish [9]: An open-source tool focused
on email phishing simulations but lacks
web-based phishing capabilities.

— SET (Social Engineering Toolkit) [10]: A
penetration testing tool that requires
advanced scripting knowledge.

—  PhishMe [11]: A corporate solution for
phishing training, but lacks flexibility for
research-oriented users.

Compared to these tools, XPhishing provides an
automated, customizable framework for phishing
simulations, making it suitable for research,
training, and cybersecurity awareness campaigns.
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4) D. Ethical and Legal Considerations in
Phishing  Simulations: ~ While  phishing
simulations are valuable for cybersecurity
training, they raise ethical and legal concerns.
Researchers have stressed the importance of
user consent, data privacy, and compliance
with security regulations.

- Bailey et al. [12] argue that phishing
training must be conducted ethically,
ensuring that users are informed and
consent to participation. Organizations
must balance security awareness with
ethical considerations to avoid harming
user trust.

- The ENISA Cybersecurity Report [13]
outlines legal requirements for phishing
training under GDPR and other global data
protection laws, emphasizing that data
anonymization and user privacy protection
are critical.

I1l. METHODOLOGY

Methodology used in XPhishing, including the
architecture, execution workflow, key algorithms,
and security measures taken to ensure ethical and
effective phishing simulations.

A. File Structure Overview

XPhishing follows a modular file structure designed
to facilitate easy customization and automation of
phishing simulations. The primary components of
the file structure are:

- Templates/: Contains pre-designed HTML, CSS,
and JavaScript files for generating phishing pages
that mimic legitimate websites. - Scripts/: Stores
shell scripts responsible for phishing page
deployment, tunneling, and credential capture. -
Logs/: Maintains records of user interactions,
including email click rates, login attempts, and IP
addresses. - Configuration/: Houses configuration
files specifying domain settings, tunneling
parameters, and custom phishing page preferences.
- Auth/: Stores credentials and other sensitive data
for analysis (in an ethical research setup).

B. Execution Workflow of XPhishing

The execution process follows a structured, multi-
step approach to ensure realistic and effective
phishing simulations:

1. Phishing Page Generation and Hosting:

XPhishing dynamically creates phishing
pages using predefined templates.

2. IP and Credential Capture: The system
logs user IP addresses and credentials
entered into the phishing site.

3. Tunneling and Remote Access: Cloudflare’s
tunneling service is used to expose
phishing sites externally.

4. Data Logging and Analysis: Logs user
interactions to evaluate security awareness.

C. Key Algorithms Used in XPhishing
XPhishing employs several key algorithms to
simulate phishing attacks:

Website Cloning Algorithm: Automatically clones
legitimate login pages to create phishing sites.

facebook/* _serwver/
18080 -t .server > /dev/null 2>&1 &

setup_site

Fig. 1. capturing sites and clones as a template.

1) : IP Address Capture Algorithm: Extracts
victim IP addresses upon visiting the phishing
site.

F(curl -s ifconfig_.me)

echo = »» logs/ip.-txt

capture_ip

Fig. 2. capture the IP of victim.

2) . Credential Logging Algorithm: Captures
and logs entered credentials for analysis.

>> logs/creds.txt

capture_creds

Fig. 3. capturing credentials and saving.

3) : Cloudflare Tunneling Algorithm: Establishes
remote access using Cloudflare tunneling.

01

echo

cloudflared tunnel --url http://127.0.0.1:8080 > logs/tunnel.txt 2>&1 &

}

start_cloudflared

Fig. 4. cloudflare tunelling.
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D. Ethical Considerations and Security Measures
XPhishing adheres to ethical guidelines, ensuring: -
User Consent: Participants are informed about
phishing simulations. - Data Privacy: User
interactions are anonymized.

- Legal Compliance: The platform follows
cybersecurity regulations.

IV. RESULTS AND DISCUSSIONS

This section presents the empirical findings of

XPhish- ing simulations, highlighting the platform’s

effectiveness in phishing awareness training, key

performance metrics, and challenges encountered
during implementation.

a) 1. Phishing Susceptibility Analysis: To evaluate
the effectiveness of phishing simulations, a
controlled study was conducted with two
groups:

- Group A (Trained Users): Participants who
underwent XPhishing training.

- Group B (Untrained Users): Participants
with no prior phishing awareness training.

The results indicate that trained users were
significantly more cautious, demonstrating
improved phishing recognition and reduced
susceptibility.

b) 2. Training Effectiveness Evaluation: To assess
the impact of XPhishing training, participants
completed a pre-test and post-test assessing
their phishing awareness skills.

- Pre-Test: Average accuracy before
training: 41%

- Post-Test: Average accuracy after training:
89%

This improvement validates the effectiveness of
interactive phishing simulations in enhancing
user awareness and security preparedness.

c) 3. Phishing Page Performance Analysis: The
effectiveness of phishing page templates was
analyzed based on engagement rates.

- Banking Login Page (Fake Site) — 39%
interaction rate

- Social Media Login Page (Fake Site) —
52% interaction rate

- Corporate Email Login Page (Fake Site) —
28% inter- action rate

Social media phishing pages had the highest success

rate, likely due to user familiarity and frequent

logins.

d) 4. Impact of Tunneling and Evasion
Methods: XPhishing was tested with various
tunneling techniques to analyze success rates
in bypassing security measures:

TABLE |
PERFORMANCE COMPARISON OF
DIFFERENT TUNNELING ALGORITHMS

Tunneling  |Bypass rate| Detection
method rate
Cloudflare 91% 9%
Tunnel
Ngrok Tunnel 76% 24%
localhost Tunnel 34% 66%

Cloudflare tunneling proved most effective in
evading security systems, making it a preferred
method for realistic phishing simulations.

e) 5. Ethical and Legal Challenges: Although
phishing simulations offer significant training
benefits, they pose ethical and legal challenges:
- False Positives: Some employees reported

increased suspicion of legitimate corporate
emails.

- Privacy Concerns: Ethical deployment
requires strict anonymization of collected
data.

- Regulatory Compliance: Organizations
must align simulations with cybersecurity
policies to avoid legal repercussions.

1) Discussion: The study confirms that interactive
phish- ing training significantly reduces user
susceptibility. How- ever, challenges such as email
filtering, user desensitization, and ethical
considerations need to be addressed. Future
improvements could integrate Al-driven phishing
attack variations to adapt training based on user
performance dynamically.

V. CONCLUSION

1) Conclusion: XPhishing has proven to be an
effective tool for simulating phishing attacks,
enabling  cybersecurity  professionals, ethical
hackers, and researchers to better understand and
mitigate phishing threats. By providing realistic
phishing environments, XPhishing aids in security
training, awareness programs, and penetration
testing exercises. Our experiments demonstrate that
phishing attack success rates remain high,
particularly among untrained users, reinforcing
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the necessity of continuous cybersecurity education.
The study also highlights the effectiveness of
different tunneling methods, security bypass
strategies, and the role of social engineering in
phishing simulations.

The analysis of phishing templates and data capture
mechanisms reveals that XPhishing can effectively
mimic real-world threats. The ability to collect and
analyze user interaction data provides valuable
insights into phishing trends and response
behaviors. Furthermore, our findings emphasize that
phishing simulations must balance realism with
ethical considerations to ensure compliance with
data protection laws and responsible cybersecurity
practices.

2) B. Future Work: Moving forward, several
enhancements can be integrated into XPhishing
to improve its effectiveness and usability:

1) Advanced Al-Based Detection Evasion:
Implementing machine learning algorithms
to generate more dynamic and
undetectable phishing templates, adapting
to evolving security measures.

2) Integration of  Multi-Stage  Attack
Scenarios:  Enhancing  XPhishing by
incorporating spear-phishing and multi-
vector attack simulations to provide more
comprehensive security training.

3) Automated Reporting and  Analysis
Dashboard: Developing an interactive
dashboard to visualize phishing trends,
victim engagement, and security responses.

4) Enhanced Legal and Compliance Features:
Ensuring that phishing simulations adhere
to global cybersecurity regulations such as
GDPR, HIPAA, and CCPA through built-
in compliance checks.

5) User Awareness and Defensive Training
Modules: Expanding XPhishing to include
interactive training pro- grams that educate
users on identifying phishing threats and
implementing security best practices.

6) Extended Support for Cloud-Based
Phishing Simulations: Exploring cloud-
hosted versions of XPhishing to facilitate
large-scale  training  campaigns  for
enterprises and organizations.

By addressing these future enhancements,
XPhishing can continue to evolve as a powerful

framework for phishing attack simulations,
contributing to the broader goal of cybersecurity
education and awareness. Ultimately, the
development of more advanced phishing
countermeasures, coupled with ethical training
initiatives, will be essential in mitigating the
growing threat of phishing attacks.
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