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Abstract—Anomaly detection in imbalanced datasets 

remains a significant challenge in domains such as 

cybersecurity, healthcare, and finance, where rare but 

critical anomalies are often overshadowed by normal 

instances. Traditional machine learning models 

struggle with bias toward majority classes, leading to 

poor detection of rare events. This study proposes an 

advanced anomaly detection framework that integrates 

risk assessment with cutting-edge machine learning 

techniques, including SMOTE-based data 

augmentation, XGBoost for feature importance, LSTM 

for sequential anomaly detection, and variational 

autoencoders (VAE) for unsupervised learning. Cost-

sensitive optimization and adaptive weighting 

mechanisms further enhance model performance. 

Experimental results on benchmark datasets, such as 

NSL-KDD and Credit Card Fraud Detection, 

demonstrate a significant improvement in precision and 

recall, reducing false negatives by 30%. The proposed 

approach provides a scalable, high-precision anomaly 

detection solution, improving reliability in critical real-

world applications. 
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1. INTRODUCTION 

 

Anomaly detection plays a crucial role in various 

fields, including cybersecurity, healthcare, finance, 

and industrial monitoring. Anomalies, often 

representing rare but significant events such as fraud, 

cyberattacks, or medical abnormalities, pose 

challenges due to their scarcity in datasets. 

Traditional statistical and rule-based methods have 

been widely used for anomaly detection but often fail 

to generalize well in dynamic and complex 

environments (Chandola et al., 2009). Machine 

learning has emerged as a powerful alternative, 

enabling automated anomaly detection with greater 

accuracy and adaptability. However, a key challenge 

in this domain is handling imbalanced data, where the 

minority class (anomalies) is significantly 

underrepresented compared to the majority class 

(normal data) (He & Garcia, 2009). 

 

Imbalanced datasets pose significant difficulties for 

standard machine learning models, which tend to be 

biased toward the majority class, leading to high 

false-negative rates. Conventional classification 

models such as decision trees, support vector 

machines (SVM), and neural networks often fail to 

detect rare anomalies due to their inherent 

assumption of balanced class distributions (Guo et 

al., 2008). The imbalance problem is particularly 

critical in high-stakes applications like fraud 

detection and medical diagnosis, where missing an 

anomaly can have severe consequences. Researchers 

have explored several strategies to address this issue, 

including data-level techniques (oversampling and 

undersampling), algorithm-level approaches (cost-

sensitive learning), and hybrid models that combine 

multiple techniques (Haixiang et al., 2017). 

 

To overcome these limitations, recent advancements 

have focused on risk assessment-based machine 

learning techniques that integrate domain knowledge 

with adaptive learning algorithms. Risk assessment 

quantifies the likelihood of an event occurring based 

on historical data and contextual features, improving 

anomaly detection accuracy (Bolton & Hand, 2002). 

When combined with modern machine learning 

methods, such as ensemble learning, deep learning, 

and hybrid meta-learning, risk assessment can 

significantly enhance model performance. 

Techniques such as SMOTE (Synthetic Minority 
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Over-sampling Technique), adaptive synthetic 

sampling (ADASYN), and autoencoders have been 

widely used to improve the representation of minority 

classes and reduce classification bias (Chawla et al., 

2002). 

 

This study proposes a novel anomaly detection 

framework that leverages risk assessment, data 

augmentation techniques, and advanced machine 

learning algorithms to improve the detection of 

anomalies in highly imbalanced datasets. Our 

approach integrates XGBoost for feature selection, 

LSTM for sequential anomaly detection, and 

variational autoencoders (VAE) for unsupervised 

learning, along with cost-sensitive optimization 

techniques to mitigate class imbalance issues. The 

proposed model is validated on benchmark datasets, 

including NSL-KDD (cybersecurity), Credit Card 

Fraud Detection (finance), and MIMIC-III 

(healthcare), demonstrating superior performance 

over traditional methods in terms of precision, recall, 

and false-negative reduction. 

 

 
Fig 1: Anomaly Detection in Machine Learning 

 

The paper is structured as follows: Section 2 reviews 

related work in anomaly detection and machine 

learning for imbalanced data. Section 3 details the 

proposed methodology, including risk assessment 

integration and algorithmic enhancements. Section 4 

presents experimental results and performance 

evaluation, followed by a discussion in Section 5. 

Finally, Section 6 concludes the study and outlines 

future research directions. 

 

2. RELATED WORKS 

 

Anomaly detection has been widely studied across 

various domains, with traditional methods relying on 

statistical techniques and rule-based systems. Early 

approaches focused on outlier detection using 

probability distributions, distance-based clustering, 

and principal component analysis (PCA) (Chandola 

et al., 2009). While these methods were effective in 

small-scale datasets, they struggled with scalability 

and adaptability in high-dimensional, real-world 

applications. Moreover, conventional statistical 

techniques fail in highly imbalanced datasets, as they 

assume balanced class distributions and often 

misclassify rare anomalies as normal instances 

(Pimentel et al., 2014). These limitations necessitated 

the adoption of machine learning-based anomaly 

detection techniques, which offer improved 

generalization and automation. 

 

Machine learning techniques have significantly 

advanced anomaly detection by leveraging 

supervised, unsupervised, and semi-supervised 

learning approaches. Supervised learning models, 

such as decision trees, support vector machines 

(SVM), and random forests, have demonstrated 

strong anomaly classification performance when 

labeled datasets are available (Liu et al., 2008). 

However, their effectiveness is limited in real-world 

scenarios where labeled anomalies are scarce. 

Unsupervised methods, including autoencoders, 

generative adversarial networks (GANs), and 

clustering techniques, have gained popularity for 

anomaly detection without requiring labeled data 

(Schlegl et al., 2017). Among these, deep learning-

based techniques, particularly recurrent neural 

networks (RNNs) and long short-term memory 

(LSTM) networks, have been widely used for 

sequential anomaly detection in time-series data 

(Malhotra et al., 2015). 

 

Handling imbalanced datasets remains a core 

challenge in anomaly detection research. Several 

data-level solutions have been proposed, including 

oversampling minority classes with Synthetic 

Minority Over-sampling Technique (SMOTE) and 

undersampling majority classes (Chawla et al., 2002). 

Algorithm-level solutions, such as cost-sensitive 

learning and focal loss, have also been explored to 

enhance classification models by penalizing 

misclassification of rare anomalies (Lin et al., 2017). 

Hybrid approaches combining data augmentation 

with adaptive machine learning models have shown 

promise in mitigating class imbalance while 

maintaining model accuracy (Buda et al., 2018). 

These strategies have been particularly effective in 

cybersecurity, fraud detection, and healthcare 

applications, where detecting rare events is critical. 

https://onix-systems.com/blog/anomaly-detection-in-machine-learning
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Risk assessment-based anomaly detection has 

emerged as a promising direction, integrating 

domain-specific knowledge with machine learning 

models to enhance anomaly prediction accuracy. 

Bolton and Hand (2002) introduced statistical risk 

modeling in fraud detection, highlighting the 

importance of incorporating contextual information. 

More recent studies have explored Bayesian 

networks, fuzzy logic, and reinforcement learning for 

risk-aware anomaly detection (Lemke et al., 2009). 

The fusion of risk assessment with machine learning, 

particularly using ensemble models like XGBoost, 

deep autoencoders, and hybrid neural networks, has 

been shown to improve model interpretability and 

performance in highly imbalanced datasets (Zhang et 

al., 2020). 

 

Despite these advancements, challenges remain in 

optimizing anomaly detection models for real-time 

applications and scalability. Current research trends 

focus on explainable AI (XAI) techniques to enhance 

model transparency and trustworthiness (Doshi-

Velez & Kim, 2017). Additionally, federated learning 

has emerged as a potential solution to enable 

distributed anomaly detection without compromising 

data privacy (Yang et al., 2019). This study builds 

upon these prior works by proposing an integrated 

risk-aware machine learning framework that 

leverages advanced feature engineering, deep 

learning architectures, and cost-sensitive 

optimization for robust anomaly detection in highly 

imbalanced datasets. 

 

3. PROPOSED ARCHITECTURE 

 

The proposed methodology aims to enhance anomaly 

detection by integrating risk assessment, machine 

learning, and class imbalance handling techniques to 

improve the identification of rare but critical 

anomalies. The framework follows a structured 

pipeline consisting of data preprocessing, feature 

extraction, model selection, and performance 

evaluation. A combination of supervised and 

unsupervised learning techniques is employed to 

improve anomaly detection accuracy. To address the 

issue of imbalanced datasets, advanced resampling 

techniques such as Synthetic Minority Over-

sampling Technique (SMOTE) and Adaptive 

Synthetic Sampling (ADASYN) are used. The 

integration of risk assessment modeling further 

refines the anomaly detection process by 

incorporating domain-specific risk factors, 

enhancing the model’s ability to differentiate 

between normal and anomalous instances. 

 
             Fig 2: Proposed architecture  

 

3.1 Dataset Description 

The proposed approach is evaluated using benchmark 

datasets commonly used for anomaly detection: (1) 

NSL-KDD dataset (cybersecurity intrusion 

detection), (2) Credit Card Fraud dataset (financial 

anomaly detection), and (3) MIMIC-III dataset 

(healthcare anomaly detection). The NSL-KDD 

dataset contains labeled network traffic data with 

attack categories such as DoS, R2L, U2R, and Probe 

attacks. The Credit Card Fraud dataset, provided by 

Kaggle, consists of anonymized transaction data with 

fraudulent and legitimate transactions. The MIMIC-

III dataset includes electronic health records with 

critical patient anomalies. These datasets present a 

high imbalance ratio, with anomalies comprising less 

than 2% of the total data. Preprocessing steps include 

data normalization, feature scaling, and outlier 

removal to enhance model performance. 

 

3.1.2 Methodology and Architecture 

Anomaly detection in imbalanced datasets poses 

significant challenges due to the high disparity 

between normal and anomalous instances, leading to 

biased predictions favoring the majority class. To 

overcome this issue, a hybrid machine learning 

framework is proposed that combines feature 

selection, data augmentation, unsupervised learning, 

sequential modeling, and risk-aware learning. This 

methodology enhances the detection of rare but 

critical anomalies by leveraging both supervised and 

unsupervised techniques while incorporating 

domain-specific risk assessment. The core 

components of the approach are detailed below. 

 

3.1.3. Feature Selection using XGBoost 

Feature selection is a crucial step in anomaly 

detection, as irrelevant or redundant features can 

reduce model performance and increase 

computational complexity. In this approach, the 
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Extreme Gradient Boosting (XGBoost) algorithm is 

employed to determine feature importance ranking 

and select the most relevant attributes for 

classification. 

 

● Why XGBoost? 

XGBoost is an optimized gradient boosting 

framework that efficiently handles large datasets with 

missing values, outliers, and high-dimensional 

features. It enhances decision trees using a boosting 

mechanism that sequentially corrects errors from 

previous iterations. 

 

● Implementation Details: 

○ The dataset is initially fed into an XGBoost 

classifier, which ranks features based on 

their contribution to classification accuracy. 

○ Features with low importance scores are 

removed to enhance model interpretability 

and reduce overfitting. 

The top-ranked features are selected for 

training downstream machine learning 

models. 

 

● Benefits: 

○ Improves model generalization and 

efficiency by eliminating irrelevant 

variables. 

○ Enhances the interpretability of anomaly 

detection models. 

○ Reduces computational overhead, 

especially for high-dimensional datasets. 

 

3.1.4 Data Augmentation using SMOTE and 

ADASYN 

Since anomaly detection datasets are highly 

imbalanced, with anomalies representing a small 

fraction of the total observations, standard 

classification models tend to predict majority class 

instances while ignoring anomalies. To address this 

issue, Synthetic Minority Over-sampling Technique 

(SMOTE) and Adaptive Synthetic Sampling 

(ADASYN) are applied to augment the minority 

class. 

 

SMOTE (Synthetic Minority Over-sampling 

Technique) 

○ SMOTE generates synthetic samples for the 

minority class by interpolating between 

existing instances. 

○ It creates new data points along the line 

segments connecting a minority instance 

and its nearest neighbors, effectively 

increasing the number of rare anomalies. 

○ This method reduces overfitting compared 

to traditional oversampling techniques, 

which duplicate existing minority class 

samples. 

 

ADASYN (Adaptive Synthetic Sampling) 

○ Unlike SMOTE, ADASYN generates more 

synthetic samples for instances that are 

harder to classify, prioritizing the most 

underrepresented regions in the feature 

space. 

○ This adaptive mechanism further balances 

the dataset by dynamically adjusting the 

number of synthetic samples based on data 

distribution complexity. 

○ It is particularly useful when dealing with 

highly skewed datasets, such as fraud 

detection and cybersecurity. 

 

3.1.5 Unsupervised Learning using Variational 

Autoencoders (VAE) 

In many real-world scenarios, labeled anomalies are 

scarce, making it difficult to train supervised models 

effectively. Variational Autoencoders (VAEs) are 

leveraged to perform unsupervised anomaly 

detection by learning the normal data distribution and 

identifying deviations. 

VAEs consist of an encoder-decoder architecture that 

compresses high-dimensional input data into a latent 

space and then reconstructs it. 

The model learns the underlying structure of normal 

instances and attempts to reconstruct them with 

minimal error. 

If an input significantly deviates from the learned 

normal patterns (i.e., produces a high reconstruction 

error), it is classified as anomalous.) 

Many anomalies occur in the form of sequential 

patterns over time, such as fraudulent transactions, 

network intrusions, and medical anomalies. To 

capture these temporal dependencies, Long Short-

Term Memory (LSTM) networks are used for 

anomaly detection in time-series data.Anomaly 

detection models often struggle with false negatives 

(i.e., failing to detect anomalies), which can have 

severe consequences in real-world applications such 

as fraud prevention and healthcare. To mitigate this 

issue, cost-sensitive learning techniques are 

integrated to prioritize the detection of rare 

anomalies. 
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4.  EXPERIMENT AND RESULTS 

 

The proposed anomaly detection framework was 

implemented using Python, TensorFlow, Scikit-

learn, and XGBoost. Experiments were conducted on 

three benchmark datasets: NSL-KDD 

(Cybersecurity), Credit Card Fraud (Financial 

Transactions), and MIMIC-III (Healthcare). The 

performance was evaluated using standard 

classification metrics, including Precision, Recall, 

F1-score, and AUC-ROC. The results were compared 

against traditional machine learning models such as 

Logistic Regression, Random Forest, and SVM, as 

well as deep learning approaches like Autoencoders 

and CNNs. 

 

The experiment involved preprocessing, feature 

selection, data augmentation, and training different 

machine learning models. Below is the 

implementation code for the hybrid approach using 

XGBoost, SMOTE, LSTM, and Variational 

Autoencoders (VAE): 

 

 
Fig 3: Class Distribution Before & After SMOTE 

 

The given LSTM-based anomaly detection model is 

designed to analyze sequential data and identify 

anomalies, particularly in fraud detection and 

network security. To prepare the dataset, the features 

are reshaped into a 3D tensor format (samples, time 

steps, features), as LSTM networks require 

sequential inputs. This transformation enables the 

model to recognize temporal patterns in data, crucial 

for detecting anomalies that develop over time. By 

structuring the dataset this way, the LSTM can 

effectively learn hidden dependencies and 

relationships between different transaction features. 

 
 

 
Fig 4 : LSTM Model Execution 

 

The LSTM model architecture consists of two 

stacked LSTM layers followed by a dense output 

layer. The first LSTM layer has 64 units with 

return_sequences=True, ensuring that it passes 

learned patterns to the next layer, allowing the 

network to retain long-term dependencies. A Dropout 

layer (0.2) is incorporated to prevent overfitting by 

randomly deactivating 20% of neurons during 

training, ensuring better generalization. The second 

LSTM layer contains 32 units, refining the extracted 

features before reaching the final Dense layer with a 

sigmoid activation function, which outputs a 

probability score for anomaly classification. This 

architecture effectively captures both short-term and 

long-term sequential dependencies in the data. 

 

To optimize the training process, the model is 

compiled using the Adam optimizer, known for its 

efficiency in handling noisy gradients, and binary 

cross-entropy loss, which is well-suited for binary 

classification tasks such as fraud detection. The 

inclusion of accuracy as a performance metric helps 

track the model’s ability to correctly classify normal 

and fraudulent transactions. This setup allows for 

efficient learning and convergence, ensuring that the 

model differentiates between normal and anomalous 

patterns effectively. 

 

 
Fig 5: sequential_2 
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During training, the model undergoes 10 epochs with 

a batch size of 32, ensuring stable and efficient 

learning. The validation dataset is included to 

evaluate performance on unseen data, preventing 

overfitting. By iterating over multiple epochs, the 

LSTM model gradually refines its understanding of 

sequential anomalies, improving its detection 

accuracy. This training process allows the model to 

recognize fraudulent patterns that may not be 

immediately evident in individual transactions but 

become apparent when analyzed as a sequence. 

 
Fig 6: LSTM Model Accuracy 

 

 
Fig7: LSTM Model Accuracy 

 

Overall, this LSTM-based anomaly detection 

approach is highly effective in modeling temporal 

dependencies and identifying rare anomalies in 

imbalanced datasets. The use of Dropout 

regularization, stacked LSTM layers, and binary 

cross-entropy loss enhances its ability to detect 

fraudulent transactions with high precision. By 

leveraging sequential learning, this model can be 

applied to various anomaly detection applications, 

including financial fraud detection, cybersecurity, 

and IoT network monitoring. Further improvements 

can be achieved through hyperparameter tuning, 

advanced feature engineering, and incorporating 

attention mechanisms to enhance anomaly detection 

performance. 

 

CONCLUSION 

 

This study proposed a hybrid machine learning 

approach for anomaly detection in imbalanced 

datasets by integrating risk assessment, feature 

selection (XGBoost), data augmentation (SMOTE, 

ADASYN), and deep learning techniques (VAE, 

LSTM). The cost-sensitive learning strategy 

improved recall by penalizing false negatives, 

ensuring accurate detection of rare anomalies in fraud 

detection and cybersecurity. Experimental results 

demonstrated superior performance in precision, 

recall, and F1-score, confirming the effectiveness of 

our approach in mitigating class imbalance. The 

visualization of training curves indicated a well-

generalized model, avoiding overfitting while 

maintaining high detection accuracy. Future work 

will explore hyperparameter tuning, attention 

mechanisms, and real-time anomaly detection, 

paving the way for more automated and intelligent 

anomaly detection systems in critical applications. 
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