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Abstract— The performance of several machine 

learning algorithms for detecting financial fraud has 

been evaluated and compared in this study using an 

extremely unbalanced data set of over 100,000 records 

containing only a mere 0.1% of that data considered to 

be fraudulent transactions. For this purpose, we use the 

machine learning algorithms Naïve Bayes, K-Nearest 

Neighbors (KNN), Decision Tree, Logistic Regression, 

Random Forest, XGBoost, Convolutional Neural 

Networks (CNN), and Artificial Neural Networks 

(ANN). Comprehensive preprocessing and data 

manipulation techniques were employed to handle the 

class imbalance and ensure reliable results. Diagnostics 

in terms of accuracy, precision, recall, f1-score, and 

AUC-ROC were elaborately scrutinized with the 

support of visual presentation. It compares the merits 

and demerits of each of the algorithms with regard to 

detecting fraud. Our findings provide insights into 

selecting the most effective models for fraud detection, 

emphasizing the importance of dataset quality and 

algorithmic customization. 
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I. INTRODUCTION 

 

Financial fraud is a significant global issue, causing 

substantial economic losses and affecting the trust of 

businesses and consumers. With the rise of online 

transactions and digital payment systems, detecting 

fraudulent activities has become increasingly 

complex, requiring sophisticated tools and 

techniques. Machine learning has emerged as a 

powerful approach to identify fraudulent patterns by 

analyzing large datasets and recognizing anomalies 

that traditional methods may overlook. 

 

Be that as it may, the research tries to compare the 

performance of many machine learning algorithms 

for most cases of financial fraud detection under a 

very imbalanced data set whereby fraudulent cases 

account for only 0.1% of the entire dataset. The 

evaluation is featuring the Naïve Bayes, K-Nearest 

Neighbors (KNN), Decision Tree, Logistic 

Regression, Random Forest, XGBoost algorithms 

beside Convolutional Neural Networks (CNN) and 

Artificial Neural Networks (ANN). Each algorithm 

was fine-tuned to meet the unique requirements of the 

dataset and problem scope. 

 

The main issue here was to handle class imbalance 

which incurred great preprocessing work such as 

resampling, feature scaling, and handling missing 

data. The raw dataset originally contained over 

100,000 records that had been cleaned stringently and 

transformed to credible results. Action of algorithms 

were evaluated from the performance measures: 

accuracy, precision, recall, F1-score, and finally, 

AUC-ROC. The results were compared among one 

another. 

 

An investigation would reveal the relative 

performance of any data mining algorithm-

potentially a very small one-in the detection of fraud, 

rather than examining a conceptual fraud detection 

framework for imbalanced datasets. Results here are 

presented in graph forms and detailed comparison 

tables, with the intention of facilitating the 

knowledge gleaned to action in machine learning-

based fraud detection systems in the real world. 

 

II. METHODOLOGY 

 

The mechanism of accomplishing the project 

consisted of a systematic procedure for analyzing and 

comparing various machine learning algorithms for 

financial fraud detection. The procedure may be 

outlined as follows: 

1. Dataset Collection and Preprocessing 

Training was done on data that was kept frozen until 

October 2023. The dataset consisted of more than 

100,000 records, of which only 0.1% represented 

fraudulent transactions. The dataset was immensely 

imbalanced. Data preprocessing steps included: 
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Data cleaning: filling missing values and removing 

irrelevant features. Feature scaling: normalization of 

numerical features, thus creating uniformity across 

algorithms. Class imbalance management: 

Addressing the imbalance using  

TABLE I. DATASET 

There exist various techniques under this class, 

namely SMOTE for oversampling and under 

sampling. 

Feature Engineering: Refers to creating or selecting 

features that best capture the patterns of this data. 

 

2. Algorithm Selection 

The algorithms chosen for evaluation were: 

The classical techniques are: Naïve Bayes, KNN, 

Logistic Regression, Decision Tree, and Random 

Forest. The boosting method is: XGBoost.  

The learning models of deep are the CNN 

(Convolutional Neural Network) and ANN 

(Artificial Neural Network). 

All algorithms have been given the necessary fine 

tuning for maximum performance during grid search 

or cross validation. 

 

3. Model Training and Evaluation 

The dataset was stratified into training and testing 

sets in an 80:20 ratio. The training set was used to 

train the models and the testing sets were used for 

evaluation purposes based on these criteria: 

 Accuracy 

 Precision 

 Recall 

 F1-Score 

 AUC-ROC Curve 

4. Visualization and Comparison 

The performance of each algorithm was visualized 

with graphical tools like bar charts and confusion 

matrices and summarily reported. in a comparison 

table. These visualizations highlighted each 

algorithm's strengths and limitations. 

 

5. Customizations and Insights 

The algorithms were customized to handle the 

dataset's unique characteristics, emphasizing 

scalability and adaptability. The study was centered 

around detecting fraudulent activity in highly 

unbalanced datasets. 

 
Fig. 1. Distribution of Transaction Types 

 

III. RESULT AND DISCUSSION 

 

In terms of performance assessment, all algorithms' 

decision-making was evaluated in the parameters of 

accuracy, precision, recall, F1 score, and AUC.  

 

 

 

 

Step 

Type Amount  Name Origin Old 

Balance 

NewBalanc

e  

Name 

Destination 

Old 

Balance 

New 

Balance 

isFraud isFrau

dFlag

ged 

1 PAYMENT 9839.64 C123100681

5 

170136 160296.36 M1979787155 0 0 0 0 

1 PAYMENT 1864.28 C166654429

5 

21249 19384.72 M2044282225 0 0 0 0 

1 PAYMENT 181 C130548614

5 

181 0 C553264065 0 0 1 0 

1 CASH_OUT 181 C840083671 181 0 C38997010 21182 0 1 0 

1 PAYMENT 11668.1

4 

C204853772

0 

41554 29885.86 M1230701703 0 0 0 0 
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Below is the table which provides the comparison that has been prepared above: 

 
TABLE II. MACHINE LEARNING BASED OUTCOME 

Naïve Bayes had the lowest precision and F1-score 

due to its assumptions of feature independence, 

making it less effective in handling the complex 

patterns of fraud detection. K-Nearest Neighbors 

(KNN) achieved good accuracy but struggled with 

precision and recall, as it is sensitive to the 

imbalanced nature of the dataset. 

Both Decision Tree and Random Forest provided 

excellent accuracy, precision, and recall. Random 

Forest, in particular, demonstrated robustness due to 

its ensemble nature, effectively reducing overfitting. 

Logistic Regression underperformed, especially in 

recall and F1-score, as it was unable to capture the 

minority class effectively. 

 

XGBoost emerged as one of the best-performing 

models, combining high accuracy, precision, and 

recall, making it suitable for the imbalanced dataset. 

Indeed, The events of the day Convolutional Neural 

Networks and Artificial Neural Networks reached 

unprecedented heights in their performance because 

they tend to accurately describe the most complex 

relationships with respect to accuracy and AUC-ROC 

about the input data. 

In so many words, these discoveries have 

demonstrated that these methods, namely Random 

Forest and XGBoost, together with deep learning 

techniques, were better suited for solving financial 

fraud detection problems with imbalanced datasets. 

Random Forest and XGBoost take advantage of the 

ability to combine various weak learners, while 

CNNs and ANNs use their deep architectures to 

uncover hidden patterns. 

However, most of the traditional models like Naive 

Bayes and Logistic Regression were dismayed with 

the performance since they couldn't capture the 

minority class efficiently. The outcomes show the 

significance of avoiding data imbalance through 

preprocessing steps and by selecting models that 

show some abilities to counteract these challenges. 

However, although ANN and CNN are quite 

accurate, Random Forest and XGBoost have better 

interpretability and, therefore, are suited for financial 

applications that require the transparency of the 

model. 

The findings illustrate that while deep learning 

models achieve high accuracy, their training is very 

computationally intensive and time-consuming. 

Tree-based models, on the other hand, strike a 

balance between performance and efficiency, which 

proves to be advantageous in real-life applications. 

However, it is this study which recommends 

XGBoost and Random Forest as the best and most 

practical solution in the realm of financial fraud 

detection, achieving high performance without high 

computational requirements. 

Advanced feature selection methods (e.g., PCA, 

Autoencoders) could be used to speed up the 

efficiency and reduce overfitting in models, 

particularly for Random Forest and XGBoost. 

After the training and testing of each model, an ROC 

curve was created: 

 
Fig. 2. ROC Random Forest  
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Fig. 3. ROC Logistic Regression  

 
Fig. 4. ROC K-nearest  

 
Fig. 5. ROC Decision Tree 

 
Fig. 6. ROC CNN 

 
Fig. 7. ROC ANN 

 
Fig. 8. ROC XGBoosting 

 

After training and testing Calibration curve of each 

model:  

 
Fig. 9. Calibration Curve XGBoosting 

 
Fig. 10. Calibration Curve ANN 
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Fig. 11. Calibration Curve CNN 

 
Fig. 12. Calibration Curve Decision Tree 

 
Fig. 13. Calibration K-nearest 

 
Fig. 14. Calibration Logistic Regression 

 

 
Fig. 12. Calibration Curve Naïve Bayes 

 
Fig. 12. Calibration Curve Random Forest 

 

After training and testing Confusion Matrix of each 

model:  

 
Fig. 13. Confusion Matrix Random Forest 

 
Fig. 14. Confusion Matrix Naïve Bayes 
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Fig. 15. Confusion Matrix Logistic Regression 

 
Fig. 15. Confusion Matrix K-nearest 

 
Fig. 16. Confusion Matrix Decision Tree 

 
Fig. 17. Confusion Matrix CNN 

 

 
Fig. 18. Confusion Matrix ANN 

 
Fig. 19. Confusion Matrix XGBoosting 

 

IV. CONCLUSION 

 

In this research paper, various machine learning 

algorithms are examined and compared for the 

purpose of detecting financial fraud on a highly 

imbalanced dataset. In the study, classical methods 

like Naïve Bayes, K-Nearest Neighbors, Logistic 

Regression, Decision Trees, along with some 

comparatively newer ensemble methods like 

Random Forest and XGBoost were considered. Also, 

techniques such as convolutional neural networks 

(CNNs) and artificial neural networks (ANNs) from 

deep learning were considered. 

 Our analyses revealed that each model has its 

advantages and disadvantages, but Random Forest 

and XGBoost have demonstrated the best 

performance most consistently. They achieved high 

precision, recall, and F1-scores owing to their 

handling of the dataset's imbalance, which is the 

strength of ensemble methods in reducing overfitting 

while maximizing generalization ability. Deep 

learning methods performed reasonably well with 

this task, but CNNs and ANNs were very resource-

hungry and time-consuming. 
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On the contrary, traditional models- Naïve Bayes and 

Logistic Regression- have performed poorly on 

precision and recall rates; hence low effectiveness in 

fraud detection in highly imbalanced datasets. This is 

because it stresses the proper choice of algorithms as 

well as preprocessing techniques such as resampling 

and feature scaling for improving the performance of 

models. 

 Future research may work on deploying lightweight 

real-time fraud detection models on edge computing 

devices while making fast decisions with minimum 

cost. Finally, further future studies should address the 

bias mitigation process's generalization in terms of 

fair representation learning and adversarial 

debiasing, considering that fraud detection systems 

should remain fair across various customer segments. 

As a whole, this research study strives to demonstrate 

the necessity of rigorous machine learning systems 

and data preprocessing in fraud detection. Even 

though XGBoost and Random Forest have so far 

been the most productive models, further 

improvements might actually be achieved by fine-

tuning deep learning architectures or formulating a 

complementarity of models for improved efficiency 

and accuracy. These approaches would benefit from 

testing with real-time larger datasets to give practical 

effects in financial fraud detection. 
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