© April 2025 | JIRT | Volume 11 Issue 11 | ISSN: 2349-6002

Authentication System for Secure Wallet in Banks

Navjot kumaril, Shivansh Tripathi?, Harman Singh®, Kunal Bhandari*, Avinash kumar®,
Aditya Pratap singh®
123458 Computer Science and Engineering Chandigarh University Mohali, India

Abstract—With the rise of digital banking, ensuring
secure access to financial assets has become a critical
priority for banks. This paper presents an advanced
authentication system for a secure digital wallet in
banking institutions. The proposed system integrates
multi-factor ~ authentication  (MFA),  biometric
verification, and cryptographic security measures to
enhance user authentication and prevent unauthorized
access. By leveraging Al-driven anomaly detection and
blockchain-based security, the system offers a robust
framework against cyber threats, phishing attacks, and
fraudulent transactions. The implementation of these
authentication techniques ensures a seamless yet highly
secure banking experience for customers.

Index Terms—Authentication System, Secure Wal- let,
Digital Banking, Multi-Factor Authentication (MFA),
Bio- metric Verification, Cryptographic Security, Al-
driven Security, Blockchain, Cyber Threats, Fraud
Prevention.

I. INTRODUCTION

In today’s era of internet banking, security and privacy
are inherent interests of financial institutions and
users. With the widespread use of online transactions
and m-banking, having a secure platform for digital
wallets has become indispensable. The threat of cyber-
attacks like phishing, identity theft, and financial
crimes has grown manifold, which poses grave threats
to personal user information. To counter these
challenges, banks must introduce sophisticated
authentication processes that are both secure and
convenient. A safe digital wallet authentication system
is central to preventing unauthorized access and
fraudulent transactions. [1] Legacy password-based
authentication techniques are not enough with security
weaknesses like password leaks, weak passwords, and
brute-force attacks. [2] To provide greater security,
banks are incorporating multi-factor authentication
(MFA), biometric authentication, and cryptographic
methods into their digital banking systems. These
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security features make sure that only legitimate users
can access their wallets, limiting the possibility of
financial fraud. Multi-factor authentication is perhaps
the best security
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measure that calls for verification through more than
one factor of a user, such as a password, biometric
information, and one-time passwords (OTP). [3]
Biometric verification, using fingerprint scanning,
face recognition, and iris scans, adds a new level of
protection by ensuring exclusive biological features.
Unlike passwords, biometric information cannot be
compromised or replicated easily, which means it’s a
better op- tion when it comes to verification. [4]
Cryptography methods like encryption and blockchain
technology further enhance the security of digital
wallets. End-to-end encryption guarantees that user
information is safe from interception while in transit,
avoiding illegal interception. Blockchain technology,
being de- centralized and tamper-proof, ensures
increased transparency and security in transactions.
Banks can establish an irre- versible record of
transactions with blockchain, reducing cyber fraud
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risks. Artificial intelligence (Al) and machine learning
(ML) also play an important role in enhancing
authentication

security. Al-driven anomaly detection systems
monitor user behavioral patterns to identify suspicious
activity and potential threats in real time. These
intelligent systems can detect unusual login attempts,
unwarranted transactions, and phishing attacks,
allowing banks to take swift action to prevent fraud.
Citeb[5]

In addition to security, user convenience is another key
reason why authentication system adoption is
occurring. While enhancing security, banks should
ensure that authentication procedures remain simple
and frictionless. A good authen- tication system must
strike the appropriate balance between security and
simplicity in such a way that customers can use their
digital wallets with little fuss. [6]

The use of a secure authentication system not only
improves security but also instills confidence among
customers. Banks that emphasize secure banking
products have a competitive edge by providing assured
and secure digital transactions. With evolving cyber
threats, banks need to stay ahead by employing
advanced authentication technologies to protect user
data and funds. [7]

This paper delves into the role of authentication
systems in protecting digital wallets in banks. It
discusses the new technologies in authentication and
their application in bank- ing security as well as
challenges in their uptake. Through examination of
different security measures, this research seeks to offer
insights on how banks can enhance authentication
procedures to make their digital banking process
secure and resistant to fraud. [8]

Il. LITERATURE REVIEW

The development of digital banking has required
robust authentication systems to protect financial
transactions. Several research works have investigated
authentication mechanisms, emphasizing their
importance in protecting against cyber at- tacks and
fraud. Existing literature on authentication systems for
secure digital wallets in banking is reviewed here
based on four main areas: conventional authentication
techniques, multi-factor authentication (MFA),
biometric authentication, and cryptography. [9]

A. Traditional Authentication Methods
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The conventional authentication strategies based
mostly on username-password were largely applied
to online banking.

[10] It has been reported in the studies that, although
pass- words yield an elementary sense of security, they
are at risk of being hacked by brute-force attacks,
phishing, and credential compromise. Research
conducted by Kumar and Singh (2021) reports that a
large majority of security incursions result from weak
or old passwords. [11] The users do not use
complicated passwords; thus the attackers easily
attack them.

To counter these risks, banks have adopted password
poli- cies like strong alphanumeric combinations,
regular  password changes, and two-factor
authentication. These practices nor- mally cause user
inconvenience, and hence compliance is poor.
According to a study by Zhang et al. (2020), password
fatigue is a reason behind users resorting to insecure
storage behavior,

like writing down passwords or sharing the same
credentials across different platforms. [12] This points
to the shortcomings of conventional authentication
techniques and the necessity for more sophisticated
security measures. [13]

B. Multi-Factor Authentication (MFA) in Banking
Multi-factor authentication (MFA) has proven to be
a more powerful substitute for the conventional
authentication method. MFA demands authentication
by means of a min- imum of two or more distinct
factors, namely knowledge- based (passwords),
possession-based (one-time passwords or security
tokens), and biometric-based (fingerprint or facial
recognition) authentication. Sharma and Patel (2022)
prove through research that MFA drastically
minimizes unauthorized access by incorporating
several layers of security. [14]

Banks have extensively employed MFA, using OTPs
deliv- ered through SMS, authentication apps, and
hardware security tokens. Nevertheless, in spite of its
efficiency, MFA is not entirely resistant to cyber-
attacks. One such vulnerability has been identified in
SMS-based OTP authentication by Gupta et al.
(2021), as attackers can intercept messages through
SIM-swapping attacks. Likewise, hardware security
tokens, although more secure, bring with them
usability issues and additional expense. [15]

To strengthen MFA, scientists are researching
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adaptive authentication techniques that automatically
adapt security measures according to user behavior
and risk levels. Research by Lee et al. (2023) indicates
that behavioral analytics pow- ered by Al can enhance
authentication security through the identification of
anomalies like odd login locations, device changes,
and inconsistent transaction patterns. The method
reduces the threat of account compromise while
keeping the user experience seamless. [16]

C. Biometric Authentication and Its Development
Biometric authentication has been popular because it
can authenticate users through distinctive physical
characteristics. Fingerprint scanning, facial scanning,
and iris scanning have found extensive applications in
banking authentication sys- tems. Brown and Williams
(2021) review points out that biometric authentication
is more secure as it does not require the use of
passwords, which are easy to steal or forget. [17]
Fingerprint verification is still the most popular
biometric method because it is very easy to integrate
with smart phones and banking apps. Despite this,
research identified issues concerning the accuracy of
sensors and spoofing attacks. Chen et al. (2022) in
their study discovered that high-resolution replicas of
fingerprints can be used to defeat some biometric
systems, making liveness detection methods
necessary. [18]

Facial recognition has been a possible substitute, with
the use of deep learning algorithms to enhance
performance. HSBC and JPMorgan banks have used
facial recognition for secure transactions. Kaur et al.
(2023) [19] research indicates that sophisticated facial
recognition models can score above 99 percentage
accuracy and are therefore a good authentication

-

vt cmmeced erses Gncmeced

== Cusiody =

\ I

Thind i ol peae At Lo vt v ey

F— Fuactionality 7 Pltform =y
Prov ek bane laacinen. L | l
} } ) )
ok Wk Wb Wl ™ [Ty
[RRmTTr— [ [y,
"""’;”""-‘ [ et +

Fig. 2. Blockchain Implementation

IJIRT 176002

option. Nonetheless, privacy issues related to data
retention and possible abuse of biometric data remain
a tall order. [20] Iris scanning, although very secure,
is not widely used because it requires specialized
hardware. Research has shown that while iris
authentication is more accurate than fingerprints and
facial recognition, its use is hampered by cost and
usability

limitations. [21]

D. Cryptographic ~ Security and  Blockchain

Integration

Cryptographic mechanisms are critical in securing
authen- tication mechanisms. End-to-end encryption,
public-key cryp- tography, and blockchain have been
extensively studied for improved security in digital
banking. Singh and Verma’s (2021) study highlight
that encryption secures users’ cre- dentials and
transaction information from interception by attackers.
[22] Blockchain technology, which is decentralized
and immutable, has found its way into secure
authentication systems. Nakamoto et al. (2022)
conducted a study on the use of blockchain-based
authentication to prevent identity theft and
unauthorized access. Blockchain  decentralizes
identity verifi- cation, removing single points of
failure, and thus minimizing the risks involved with
centralized databases.

Advances in self-sovereign identity (SSI) platforms in

recent times allow users to manage their authentication

credentials without the need for a central authority. A

study conducted by Patel and Mehta (2023) identifies

how SSI, when leveraged with blockchain technology,
can improve privacy and security within digital
banking. Drawbacks like scalability, regulatory
compliance, and compatibility with existing banking
infras- tructure are still main hindrances to mass

adoption. [23]

- Conclusion The literature review emphasizes the
de- velopment of authentication systems from
conventional ~ password-based  systems  to
sophisticated security mea- sures like MFA,
biometrics, and cryptographic security. Although
MFA offers an added layer of security, it re- mains
vulnerable to new cyber threats. Biometric authen-
tication adds security but poses privacy and
implementa- tion issues. Cryptographic security and
blockchain tech- nology hold promising solutions,
but their real-world ap- plication needs further
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development. Future work should aim to combine
Al-powered authentication systems with blockchain
to develop a more secure and user-friendly bank
authentication system. [24]
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I1l. PROPOSED METHODOLOGY

To create a safe authentication system for banking
digital wallets, a multi-layered method incorporating
sophisticated authentication methods is suggested.
The framework offers a compromise between security
and convenience to the users while protecting sensitive
financial data from unauthorized us- age and cyber
threats. The proposed system incorporates multi- factor
authentication, biometric authentication,
cryptography- based encryption, and artificial
intelligence-based anomaly detection.

The authentication mechanism is deployed as a
structured framework consisting of user identification
verification, secure communication, fraud detection,
and transaction authorization. The system comprises
several modules: a user registration module for secure
storage of wuser credentials, a multi-factor
authentication module for verifying user identity
based on a combination of passwords, OTPs, and
biometric authentica- tion, a cryptographic security
module for encrypting sensitive data, an Al-based
anomaly detection module for monitoring user
activity, and a blockchain-based identity management
system for decentralized and tamper-evident
authentication logs. Multi-factor authentication is a
core component of the system, with three levels of
authentication factors. [25]

The first is knowledge-based authentication, where
the user enters a secure password or PIN, following
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strict pass- word policies to prevent unauthorized
access. The second is possession-based authentication,
where users get a one-time password sent via SMS,
email, or authentication software, or use a hardware
security key. The third component is biometric
verification, consisting of fingerprint verification,
facial verification, or iris verification, adding one more
security component. With a combination of factors for
verification, even if the one factor has been breached,
unauthorized use of the digital wallet is not probable.
Cryptographic methods like encryption, public-key
cryptography, and digital signatures are used to protect
user credentials and financial transactions. Sen- sitive
information, such as passwords, biometric templates,
and transaction information, is encrypted with strong
encryption standards to maintain confidentiality [26].
Public-key cryptog-

raphy methods such as RSA enable secure
communication be- tween users and bank servers,
removing threats related to data interception. Digital
signatures guarantee transaction integrity by avoiding
data tampering and providing evidence of authen-
tication, minimizing threats related to fraudulent
transactions.  Artificial intelligence  strengthens
authentication security by monitoring user behavior
and identifying suspicious behavior. Artificial
intelligence-based models are trained based on past
user interactions and discover patterns of behavior to
separate authentic and unauthorized attempts to access
the system. If anomalies are detected, such as
suspicious locations of login attempts or odd
transaction ~ behavior,  additional  verification
procedures are initiated by the system. [27]
In-real-time fraud detection software always checks
for patterns in transactional data to prevent identity
theft and account takeovers. Adaptive authentication
also enhances se- curity by adjusting authentication
needs in real-time based on levels of risk, ensuring
that higher-risk transactions need further verification.
Blockchain technology is embedded in  the
authentication system to add security, transparency,
and decentralization. In contrast to customary
centralized iden-  tity management systems,
blockchain offers a tamper-evident ledger for
authentication data. Authentication data for users is
stored securely on a blockchain network, minimizing
risks from centralized breaches. Smart contracts
authenticate user identities without revealing sensitive
credentials to third par- ties, maintaining privacy and
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security. [28]

Also, attempts at authentication and transactions are
stored on a distributed ledger so that authentication
events can be monitored and audited in real time.
Implementation and deployment: Several important
steps are involved in imple- menting and deploying the
authentication system. The system is written with
secure coding practices in mind to avoid
vulnerabilities and mapped onto RESTful APIs of
existing banking infrastructure securely. A pilot run is
executed to test the effectiveness of the system while
ensuring a smooth user experience without
minimizing security. Ongoing monitoring and
maintenance allow Al models and cryptography
protocols to stay effective against new cyber threats.
The envisioned authentication mechanism employs
multi-factor authentica- tion, biometric authentication,
cryptographic protection, Al- driven fraud detection,
and blockchain technology to advance security within
online banking. This multi-level process offers a
comprehensive framework to safeguard against
unauthorized access, identity theft, and financial fraud.
Enhancements for the future might include quantum-
resistant cryptography meth- ods and decentralized
identity frameworks to further bolster authentication
security in banking systems. [29]

IV. FUTURE SCOPES

The fast pace of digital banking and financial
transactions calls for ongoing improvements in
authentication systems to overcome the latest cyber
threats. As technology advances, authentication
processes will have to adjust to offer greater security,
performance, and ease of use. The future of authen-
tication systems of secure digital wallets in banking
is likely
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to involve more advanced methods such as quantum-
resistant cryptographic algorithms, decentralized
identity management, Al-based security features, and
frictionless user experiences. One of the most
significant future developments in authen- tication
security is the adoption of quantum-resistant crypto-
graphic techniques. With the advent of quantum
computing, traditional encryption algorithms such as
RSA and AES-256 may become wvulnerable to
quantum attacks. Researchers are actively developing
post-quantum cryptographic algorithms that can
withstand such threats. Banks and financial institutions
must integrate these quantum-resistant encryption
methods to future-proof authentication systems and
ensure long-term data security.

Another potentially promising area is decentralized
identity management. Existing authentication schemes
are dependent on centralized repositories and therefore
have vulnerabilities to breaches and single points of
failure. Self-sovereign identity (SSI) based on
blockchain promises a decentralized mecha- nism
where users entirely own their authentication
credentials. Instead of trusting a central entity, users
can secure their identity information in a form of
encrypted assets on a blockchain network. This lowers
the threat of identity theft and unauthorized access but
offers a more user-friendly au- thentication method.
Upcoming research and implementation will target the
incorporation of decentralized identity models into
mainstream banking systems, which will improve
security and privacy. Al and machine learning will
become increasingly important in authentication
security.

Existing Al-based fraud detection tools examine
patterns of user behavior to identify anomalies, but the
technology in the future will enable those systems to
become even more intelligent and adaptive. Machine
learning algorithms will be able to tell legitimate and
fraudulent transactions apart with greater precision.
Behavioral biometrics powered by artificial
intelligence, like keystroke dynamics, mouse
movement track- ing, and gait recognition, will further
authenticate by recogniz- ing users based on their
individual behavioral characteristics. These Al-based
authentication techniques will add an extra layer of
protection without asking users to remember pass-
words or go through multiple verification processes.
Biometric authentication will improve with enhanced
accuracy, security, and ease of use. New biometric
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modalities like heartbeat rhythms, vein patterns, and
brainwave-based authentication
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are being researched as the next-generation
authentication methods.

These techniques provide distinctive physiological
char- acteristics that are hard to fake or copy.
Further, multi- modal biometric authentication
involving multiple biometric characteristics like
fingerprint, face, and voice biometrics will enhance
security and reduce false acceptance rates. Future
authentication systems in banks could include such
innova- tive biometric technologies to provide an
effortless but very secure experience to users.
Another area of future growth is frictionless
authentication, in which security features are
embedded into the user experience without the need
for active involvement. Context-aware authentication
systems will consider factors like device
identification, location, and user activity to
automatically provide access without the need for
manual intervention. This will be more secure and
convenient and decrease the need for passwords and
OTPs. Compliance and standardization will also define
the future of authentication systems. Governments and
banks globally are moving in a direction to define
universal security standards for digital bank- ing
authentication. Future will see the creation of
universally recognized frameworks that provide
interoperability, security, as well as compliance with
data protection regulations.

The authentication systems for secure digital wallets
in banking in the future will be revolutionized by
improvements in cryptography, Al, biometrics, and

IJIRT 176002

decentralized identity management. In response to
continuing cyber threats, financial institutions need to
remain in front by implementing innova- tive
authentication technologies that improve security
without  affecting user experience. Through
incorporating such future developments, banking
systems can enhance a secure, efficient, and user-
friendly authentication system.

V. RESULTS

The application of a safe authentication mechanism for
digital wallets within banking has yielded substantial
enhance- ments in security, fraud protection, and
customer experience. Through the application of multi-
factor authentication, biomet- ric identification,
cryptographic security, Al-powered anomaly
detection, and blockchain-based identity management,
the sug- gested system enhances security against
unauthorized access and cyber-attacks. The outcome
of this deployment speaks volumes about the efficacy
of such advanced authentication methods in protecting
monetary transactions while retaining ease of access
for authorized individuals. Enhanced security against
illicit access is one of the fundamental outcomes of
the authentication system.

Because multi-factor authentication requires many
verifica- tions, it has significantly reduced the risk of
account cap- ture. By combining knowledge-based,
possession-based, and biometric-based authentication
techniques, customers who pre- viously relied on
password-based authentication now benefit from
increased security. This technique ensures that
criminals cannot access the digital wallet without
fulfilling additional security requirements, even in the
event that one form of authentication is compromised.
By verifying individuals based on unique bodily traits,
the biometric authentication compo- nent has also
increased security by eliminating the risks of phishing
and password disclosure. Sensitive data has been suc-
cessfully encrypted through the use of cryptographic
security mechanisms, preserving confidentiality and
integrity across transactions. User credentials and
financial  information are protected against
interception and unauthorized manipulation via AES-
256 encryption and RSA public-key cryptography.
Because digital signatures verify the legitimacy of
transactions and guarantee tamper resistance, they
have added an extra degree of security. These
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cryptographic techniques have signif- icantly reduced
the risk of financial fraud, identity theft, and
unapproved money transfers. Real-time fraud
detection and prevention has benefited greatly from Al
anomaly detection.

To spot questionable activity, the Al-based fraud
detection module regularly examines transaction
history and user behav- ior trends.

Anomalies such as unauthorized device access,
strange transaction patterns, and login attempts from
unidentified places have all been successfully
identified by the system. Only authorized users can
access the further verification procedures that the
system automatically starts when ab- normalities are
discovered. By balancing user comfort and security,
the adaptive authentication approach has decreased
false positives. The authentication procedure is now
more transparent and secure thanks in part to
blockchain identity management. The approach has
eliminated single points of failure by decentralizing
identity verification, reducing the possibility of
significant data breaches. Additionally, the use of
blockchain technology has enabled immutable
authentication records, preventing unwanted changes
or data manipulations. Users now have greater control
over their login information, which enhances privacy
and reduces reliance on centralized authorities. The
implementation of seamless authentication technigques
has also significantly improved the user experience.
Users were often frustrated by traditional
authentication sys- tems that required lengthy
verification procedures and frequent password
redefinitions.

Blockchain identity management, risk-based Al
analysis,

and biometric authentication have all been used to
streamline the authentication process without
sacrificing security.

Users may now utilize their digital wallets safely and
conveniently using the new method, eliminating the
need to remember complicated passwords or go
through pointless verification procedures. In general,
the major problems with digital wallet security in
banking have been sufficiently re- solved by the
implementation of the secure authentication method.
The integration of cutting-edge authentication tech-
nology has improved user ease while strengthening
security and preventing fraud. The results demonstrate
that a multi- layered authentication approach is highly
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successful in thwart- ing cyberattacks while offering
clients a seamless banking experience. To guarantee
the highest level of security in digital banking systems,
future developments will involve expanding the use of
decentralized identification solutions, introducing
quantum-resistant cryptography, and improving Al-
powered security features even more.

VI. CONCLUSION

The creation and use of a secure authentication
framework for digital wallets in banking has been
crucial to combating cyber threats and securing the
integrity of financial transac- tions. As online banking
is expanding, so is the importance of a robust
authentication system. The system here suggests
combining multi-factor authentication, biometric
identifica- tion, cryptographic security, Al-powered
fraud detection, and blockchain-powered identity
management to deliver a robust and secure banking
experience.

One of the most important observations from this
research is the capability of multi-factor
authentication to thwart unau- thorized access. By
asking the users to confirm their iden- tity based on
more than one independent variable, including
passwords, OTPs, and biometric information, the
system has been able to reduce the incidence of
identity theft and account takeover considerably.
Traditional password-based authentica- tion methods
have been shown to be vulnerable to attacks such as
phishing and brute-force attempts, making multi-factor
authentication an essential upgrade for banking
security. Bio- metric authentication has become a very
trustworthy security feature because it can
authenticate individuals on the basis of distinctive
physical features. Fingerprint scanning, face
recognition, and iris scanning make it challenging
to forge an extra security that cannot be easily
replicated. The use of biometric authentication not
only enhanced security but also made users more
convenient by removing the complexity of
remembering passwords and the need for repeated
password resets.

Protecting private financial data from illegal access
and interception has been made possible in large part
by cryp- tographic security technology.

The implementation of RSA public-key cryptography
and AES-256 encryption has ensured that user
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credentials and transaction data are safe while users
and banking servers communicate. By guaranteeing
that no illegal changes are

made and that every transaction is validated, digital
signa- tures have significantly improved transaction
integrity. These cryptography techniques have been
crucial in stopping illegal money transfers and
financial scams. An extra degree of proactive security
has been made possible by machine learning and
artificial intelligence, which continuously monitor
user behavior and instantly spot unusual conduct. By
examining anomalies such as unusual login activity,
out-of-pattern trans- actions, and unauthorized login
attempts, artificial intelligence- based fraud detection
has assisted banks in better identifying and thwarting
possible threats.

By dynamically adjusting authentication requirements
based on risk levels, dynamic adaptive authentication
further im- proved the security process and made sure
that the user experience would not be negatively
impacted by security pro- cedures. A decentralized,
tamper-proof authentication system has been
introduced with the integration of blockchain-based
identity management. Blockchain has reduced the risk
of massive data breaches by eliminating centralized
databases and providing greater transparency and
control over user identity management. Blockchain
records’ immutability guaranteed the security and
verifiability of authentication logs, which further
boosted confidence in the security of digital banking.
The proposed authentication method solves the main
issues with conventional banking authentication
procedures while striking a balance between security
and user ease. Even though the system has
significantly increased security, future work will focus
on incorporating cutting-edge technology like multi-
modal biometric authentication and quantum-resistant
encryption to further improve authentication
procedures. Ad- ditionally, as decentralized identity
frameworks become more widely used, individuals
will be able to take greater control of their login
credentials while maintaining compliance with
evolving security standards. Lastly, a crucial step in
defending financial assets and against cyberattacks is
the implementation of a secure authentication system
for bank digital wallets.

A strong security environment that enhances security
and usability is created by combining blockchain
technology, multi-factor authentication, biometric
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authentication, crypto- graphic protection, and Al-
based fraud prevention.

In order to give their clients, the best protection
possible, banks must remain proactive in adopting
cutting-edge authen- tication technologies as cyber
threats continue to evolve.
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