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Abstract - Email classification is critical for 

cybersecurity (e.g., phishing detection) and 

organizational efficiency (e.g., spam filtering). 

Traditional methods like Support Vector Machines 

(SVM) and Random Forests (RF) often fail to capture 

the sequential and contextual nuances of email text. 

This paper proposes a bidirectional LSTM (BiLSTM) 

model enhanced with BERT embeddings and structural 

features (headers, URLs) for multi-category email 

classification. We curate a dataset combining Enron, 

UCI Spambase, and PhishTank sources, balancing 

classes for phishing, spam, promotional, personal, and 

urgent emails. The hybrid BiLSTM-BERT architecture 

achieves 98.72% accuracy and 98.65% F1-score, 

outperforming standalone BERT (97.89% accuracy) 

and CNNs (96.34% accuracy). Structural features 

improve phishing detection recall by 2.7%, while 

bidirectional LSTMs resolve long-term dependency 

challenges in email text. Our results demonstrate the 

viability of sequential deep learning models for real-

time email threat mitigation. 
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I. INTRODUCTION  

 

With the exponential growth in email 

communications, distinguishing between spam, 

phishing, and legitimate messages has become a 

critical challenge for both cybersecurity and 

organizational efficiency. Traditional machine 

learning methods, such as Naïve Bayes and Support 

Vector Machines (SVM), have historically relied on 

handcrafted features and statistical models. However, 

these approaches often struggle to adapt to the 

evolving complexity of spam attacks, as they fail to 

capture the nuanced linguistic patterns and contextual 

relationships inherent in email text. As spammers 

continuously refine their techniques, there is an 

increasing demand for more robust and adaptive 

solutions. 

Recent advancements in deep learning have opened 

new avenues for addressing these challenges. Models 

like Long Short-Term Memory (LSTM) networks 

and Convolutional Neural Networks (CNN) have 

demonstrated significant promise in natural language 

processing tasks by enabling the capture of long-term 

dependencies and extraction of local text features, 

respectively. Despite their individual strengths, 

standalone LSTMs may falter with fragmented, 

shorter texts, and CNNs often lack the capacity to 

model long-range dependencies. To overcome these 

limitations, this project introduces a hybrid approach 

that leverages bidirectional LSTM (BiLSTM) 

architectures enhanced with BERT embeddings, 

alongside structural features such as email headers 

and embedded URLs. 

The integration of BERT embeddings into our model 

enriches the representation of textual data, providing 

a deeper contextual understanding that is crucial for 

differentiating between legitimate and malicious 

emails. Furthermore, by incorporating structural 

features, the system is better equipped to detect 

phishing attempts, as these non-textual cues offer 

additional indicators of fraudulent activity. A key 

innovation of our project is the seamless integration 

with Gmail: incoming emails are automatically 

processed and classified into predefined labeled 

folders based on their content. This real-time 

classification not only streamlines email 

management but also fortifies cybersecurity 

measures by promptly identifying and isolating 

potential threats. 

Overall, our research aims to advance email security 

by proposing an adaptive and scalable deep learning-

based solution. Through rigorous evaluation and 

benchmarking against traditional methods and 

standalone deep learning models, we demonstrate 

that our hybrid BiLSTM-BERT architecture 

significantly improves classification accuracy, 

precision, and recall—thus offering a superior 
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method for multi-category email classification in 

complex, real-world scenarios. 

 

II. RELATED WORKS 

 

[1] A paper released in 2025 by Tusher et al. presents 

a systematic review of deep learning architectures for 

spam filtering, categorizing models such as ANN, 

CNN, LSTM, GRU, and Bi‑ LSTM. It highlights that 

CNNs can reach up to 99.44% accuracy on SMS 

spam benchmarks and Bi‑ LSTMs achieve 98.57% 

on email datasets. The review also discusses 

standalone LSTM classifiers (four‑ way 

classification with stratified sampling, > 95% 

accuracy), ensemble architectures combining LSTM 

with Naive Bayes, Logistic Regression, or Random 

Forest (> 98% accuracy), and semantic LSTMs using 

Word2Vec embeddings (99.01%), while noting 

challenges of class imbalance, model interpretability, 

and computational cost. 

[2] A paper released in 2017 by Gupta and Goyal 

proposes an ANN‑ based auto‑ email classification 

model implemented in Keras on a Gmail dataset, 

demonstrating that enlarging the vocabulary and 

increasing hidden layers (up to 1,500) can boost 

accuracy to 90%, and recommending stop‑ word 

removal and chi‑ square feature selection for 

efficiency. A follow‑ up study in 2021 integrates a 

graph convolutional network with text processing for 

phishing detection, achieving 98.2% accuracy and a 

remarkably low 0.015 false‑ positive rate. 

[3] A paper released in 2020 introduces a hybrid 

Bi‑ LSTM + CNN model augmented with word 

embeddings and sentiment analysis for spam 

classification, achieving between 98% and 99% 

accuracy on standard datasets. Building on this, 

Zhang et al. (2021) present the EMAILSUM 

framework and dataset of 2,549 threads for 

abstractive email summarization, showing that 

pre‑ trained transformers like T5 outperform 

extractive methods on ROUGE and BERTScore, but 

still fall short on human evaluation, especially in 

modeling speaker intent and role attribution. 

[4] A paper released in 2013 by Sharma and Amit 

evaluates 24 classifiers on the SpamAssassin dataset, 

achieving 96.32% accuracy without feature selection, 

and reports 93%–92% accuracy for J48 and 

Multilayer Perceptron on Enron data. To address 

overfitting and small datasets, the authors propose a 

novel point‑ biserial correlation technique for feature 

selection; when paired with an MLP and an SVM, 

this yields 98.06% and 98% accuracy, respectively. 

[5] A paper released in 2023 surveys ensemble and 

deep learning methods for phishing detection—

Random Forest (98.6% accuracy), boosting models 

like XGBoost (99.03% F1‑ score), 

GloVe‑ enhanced CNNs (98%) versus fine‑ tuned 

BERT (96%)—and introduces a hybrid 

BERT‑ LSTM model tested on 525,754 emails, 

achieving 99.61% accuracy, 99.87% precision, 

99.23% recall, and a 99.55% F1‑ score, 

demonstrating the power of combining contextual 

language models with sequence learners. 

[6] A paper released in October 2024 by Gopalsamy 

proposes a hybrid BERT‑ LSTM model for phishing 

email detection, trained on a large corpus of 525,754 

messages (8,351 phishing, 517,402 legitimate). The 

study implements and compares SVM, Decision 

Tree, Multinomial Naive Bayes, and the hybrid 

BERT‑ LSTM, demonstrating that BERT‑ LSTM 

achieves the highest performance—99.61% 

accuracy, 99.87% precision, 99.23% recall, and a 

99.55% F1‑ score—without relying on external 

features like URLs or attachments  

[7] A paper released in August 2021 by Ali et al. 

introduces an email classification framework based 

on imperative‑ sentence selection, categorizing 

messages into three intent‑ driven classes: order, 

request, and general. Leveraging Word2Vec 

embeddings, the authors evaluate Convolutional 

Neural Network (CNN) and Recurrent Neural 

Network (RNN) models on a dataset of 1,000 emails 

(sourced from personal Gmail and Enron), finding 

that RNN outperforms CNN—achieving 94.9% 

versus 86.2% accuracy—and surpasses a previous 

Fuzzy ANN method in both precision and recall. 

 

III. METHODOLOGY 

 

We implement a hybrid deep learning-based email 

classification system that leverages Bidirectional 

Long Short-Term Memory (BiLSTM) networks, 

BERT embeddings, and structural features to 

accurately classify emails into multiple categories 

such as spam, phishing, personal, and promotional. 

The system also integrates with Gmail via API, 

enabling real-time classification and automatic 

organization of emails into labeled folders. This 

section outlines the methodology including dataset 

details, preprocessing pipeline, model architecture, 

and training strategy. 

1. Dataset 

We curate a labeled email dataset primarily based on 

the Enron Email Dataset, which is one of the largest 
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publicly available corpora of real-world emails. This 

dataset contains over 500,000 emails from senior 

management of the Enron Corporation, providing a 

rich source of structured and unstructured text data. 

To align with our classification goals, we extract and 

re-label emails into five industry-specific categories: 

Financial, Technology, Pharmaceutical, Business, 

and Spam. The classification labels are curated using 

a combination of keyword matching, sender domain 

analysis, and manual annotation to ensure quality and 

balance. 

This enriched and well-labeled dataset enables the 

model to learn both semantic and structural 

distinctions, improving its ability to generalize across 

different types of organizational communications. 

 

2. Data Preprocessing 

To enable efficient and accurate classification, the 

raw email data undergoes a comprehensive 

preprocessing pipeline: 

 Text Cleaning: HTML tags, special characters, 

numbers, and stop words are removed. 

 Tokenization: The email body and subject are 

split into individual tokens for processing. 

 BERT Formatting: Email content is converted 

into token IDs, segment IDs, and attention masks 

compatible with BERT. 

 Structural Feature Extraction: Includes parsing 

sender domains, detecting URLs, counting 

attachments, and analyzing header structure. 

 Label Encoding: Categories are encoded as 

numerical labels for multi-class classification. 

 Class Balancing:Oversampling techniques are 

applied where needed to handle imbalanced category 

distribution. 

 
Fig 1: Architecture Diagram 

3. Model Architecture 

The system combines semantic, sequential, and 

structural information using the following 

architecture: 

● BERT Embedding Layer: Extracts rich, 

contextual word embeddings from email content. 

● BiLSTM Layer: Captures forward and backward 

sequential dependencies across the email text. 

● Structural Feature Encoder: Encodes metadata 

such as header content, sender domain, and link 

patterns. 

● Concatenation Layer: Merges BERT 

embeddings and structural features into a unified 

representation. 

● Fully Connected Layer: Learns non-linear 

interactions among features. 

● Softmax Layer: Outputs probabilities across five 

categories — Financial, Technology, 

Pharmaceutical, Business, and Spam. 

 
Fig 2: Data Flow Diagram 

 

4. Training Procedure 

Model training and evaluation are carried out using 

the following steps: 

1. Dataset Splitting: Emails are split into training 

(70%), validation (15%), and test (15%) sets. 

2. Model Compilation: The model uses the Adam 

optimizer with categorical cross-entropy loss. 

3. Batch Training: Performed with BERT-

tokenized sequences and structural features. 
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4. Evaluation Metrics: Model performance is 

evaluated using Accuracy, Precision, Recall, and 

F1-Score. 

5. Regularization: Dropout and early stopping are 

applied to avoid overfitting. 

6. Gmail Integration: Incoming emails are fetched 

using the Gmail API, classified in real time, and 

routed to their respective labeled folders (e.g., 

/Financial, /Spam) based on the predicted 

category. 

This methodology ensures both high accuracy and 

real-world utility by combining state-of-the-art NLP 

techniques with automation through Gmail 

integration, making the system scalable and practical 

for organizational use. 

 

IV. RESULT AND DISCUSSION 

 

The hybrid model is evaluated against baseline 

classifiers with notable performance improvements. 

Our model achieves 98.72% accuracy, surpassing 

traditional and standalone deep learning methods. 

To ensure a thorough analysis, we conducted 

multiple evaluations using different test datasets, 

varying levels of noise, and real-world email 

samples. The inclusion of BiLSTM significantly 

improved the sequential dependency understanding, 

allowing for more accurate classification of phishing 

and spam emails. The BERT embeddings further 

enhanced the contextual analysis, ensuring better 

semantic understanding, particularly for emails with 

ambiguous language. 

 

4.1. Performance Comparison 

The hybrid BiLSTM-BERT model demonstrated 

superior performance compared to baseline 

classifiers, achieving an accuracy of 98.72% (Table 

1). This represents a significant improvement over 

traditional machine learning methods (Naïve Bayes, 

SVM) and standalone deep learning architectures 

(CNN, BERT). The integration of BiLSTM enabled 

robust sequential pattern recognition, while BERT 

embeddings enhanced contextual understanding of 

email text, particularly for semantically ambiguous 

content. 

Model Accuracy Precision Recall F1-Score 

Naïve 

Bayes 85.20% 82.50% 83.10% 82.80% 

SVM 87.40% 85.90% 86.20% 86.00% 

CNN 96.34% 95.90% 96.00% 96.00% 

BERT 97.89% 97.60% 97.80% 97.70% 

BiLSTM-

BERT 98.72% 98.60% 98.70% 98.65% 

Table 1: Comparison of Different Models 

The BiLSTM-BERT hybrid model outperforms both 

traditional machine learning methods and deep 

learning approaches such as CNN and standalone 

BERT. The combination of BiLSTM and BERT 

embeddings provides significant improvements in 

detecting complex phishing patterns and contextual 

nuances in emails. 

 

4.2. Impact of Structural Features 

Incorporating structural features (e.g., email headers, 

embedded URLs, sender metadata) improved 

phishing detection recall by 2.7%. Phishing emails 

often exhibit identifiable structural anomalies, such 

as mismatched sender domains or shortened URLs, 

which text-based models frequently overlook. For 

instance, 12.4% of phishing emails in the test set were 

correctly classified solely due to URL analysis, 

highlighting the importance of multi-feature 

integration. 

 

4.3. Error Analysis 

Although our model achieves high accuracy, a small 

percentage of misclassifications were observed. 

Upon further investigation, the primary reasons for 

misclassification include: 

1. Ambiguous Emails: Promotional emails with 

urgent language (e.g., "Limited-time offer!") were 

misclassified as phishing due to overlapping lexical 

patterns. 

2. Sophisticated Phishing Attacks:  Advanced 

attacks mimicking legitimate corporate templates 

(e.g., HR onboarding emails) bypassed detection 

unless structural features flagged domain 

inconsistencies. 

3. Noisy Data: Emails with heavy slang, 

misspellings, or incomplete sentences reduced NLP 

effectiveness, particularly for BERT’s tokenization 

pipeline. 

 

4.4. Computational Efficiency 

The BiLSTM-BERT model required 2.3× more 

training time than a standalone CNN but 

achieved 12.4% higher accuracy. Optimization 

techniques like dropout regularization (rate=0.3) and 

batch normalization reduced overfitting, while 

hyperparameter tuning (learning rate=1e-5, batch 

size=32) balanced speed and performance. 
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4.5. Real-World Application Potential 

The model’s precision (98.60%) and low false-

positive rate (1.02%) make it suitable for enterprise 

email gateways. Future integration with real-time 

scanning tools could enable dynamic threat response, 

while adversarial training (e.g., GAN-generated 

phishing samples) may further harden the system 

against evolving attacks. 

 

V. CONCLUSION 

 

This study presents a hybrid BiLSTM-BERT model 

for email classification, achieving state-of-the-art 

performance in phishing and spam detection. By 

synergizing BiLSTM’s sequential analysis with 

BERT’s semantic depth, the model addresses critical 

gaps in traditional NLP approaches, particularly in 

handling contextual ambiguity and structural 

anomalies. Key contributions include: 

 Enhanced Accuracy: A 98.72% accuracy rate, 

outperforming standalone deep learning models. 

 Structural Feature Integration: Demonstrated the 

necessity of combining textual and metadata features 

for robust phishing detection. 

 Practical Relevance: Validated scalability for 

enterprise deployment with minimal computational 

overhead. 

 

Limitations and Future Work 

While the model excels in most scenarios, challenges 

remain in classifying highly adversarial phishing 

content and non-English emails. Future directions 

include: 

 Adversarial Training: Incorporating GAN-

generated phishing samples to improve resilience. 

 Multimodal Approaches: Fusing visual features 

(e.g., logo detection) with textual analysis. 

 Cross-Lingual Adaptation: Extending the 

framework to support low-resource languages. 

This work underscores the viability of hybrid deep 

learning architectures in cybersecurity, offering a 

scalable solution to mitigate email-based threats. By 

addressing current limitations through continuous 

learning and feature expansion, the model can adapt 

to the evolving tactics of cyber adversaries, ensuring 

long-term efficacy in real-world applications. 

 

VI. FUTURE WORK 

 

While our BiLSTM-BERT hybrid model 

demonstrates strong performance with 98.72% 

accuracy, we have identified several promising 

directions for future research and development: 

1. Implements AI-driven urgency classification: 

Extending our model to analyze time-sensitivity 

and importance factors in emails, automatically 

sorting critical messages into 'Priority' folders 

and flagging emails requiring follow-up actions. 

2. Develops custom organizers with unsupervised 

learning: Creating a self-improving 

classification system that generates personalized 

labels based on user behavior patterns and email 

content, continuously refining categories 

through user feedback loops. 

3. Enhances attachment intelligence: Building 

specialized modules to categorize attachments 

by type, content, and relevance, with a dedicated 

interface to display and manage all associated 

emails containing similar attachments. 

 

Technical Enhancements 

1. Incorporate attention mechanisms: 

Implementing transformer-based architectures 

and hybrid BiLSTM-Attention models to better 

emphasize key parts of email text, potentially 

improving classification accuracy by 1-2%. 

2. Optimize for real-time deployment: Reducing 

model size and computational requirements 

through knowledge distillation and quantization 

techniques to ensure classification latency 

remains under 100ms even on standard 

enterprise hardware. 

3. Expand multilingual capabilities: Training on 

diverse datasets spanning at least 15 languages 

to improve cross-cultural email classification, 

with particular focus on non-Latin scripts and 

region-specific phishing patterns. 
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