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Abstract- Deepfake technology has advanced rapidly due to 

the development of generative models and artificial 

intelligence making it possible to create incredibly realistic 

looking but fake videos and images. This presents serious 

risks to digital integrity, misinformation, and privacy. 

Conventional deepfake detection techniques, which 

frequently depend on manually created features or single-

model architectures, have demonstrated a limited ability to 

withstand the changing synthetic media landscape. In this 

paper, we propose a novel deepfake forensic framework 

that uses an ensemble architecture that combines the 

complementary strengths of Vision Transformers (ViTs) 

and Convolutional Neural Networks (CNNs). Whereas 

ViTs are skilled at simulating global dependencies and 

contextual anomalies in visual content, CNNs are best at 

capturing local texture-based inconsistencies. To improve 

detection accuracy and generalizability across a variety of 

datasets and manipulation techniques, our suggested 

ensemble approach combines the predictive outputs of 

several CNN and ViT models. This study opens the door for 

more dependable and robust multimedia forensics systems 

by demonstrating the potential of hybrid deep learning 

architectures in tackling the escalating problem of deepfake 

detection. 

Keywords- Identification of Deepfakes, Forensics with 

Multimedia, CNNs, or convolutional neural networks, 

Transformers of Vision, Group Education, Artificial 

Media, Security of AI, Learning Transfer. 

I. INTRODUCTION 

The field of digital forensics has gained momentum over 

the past years, relying on technology to collect and 

analyze digital evidence during criminal investigations. 

Deepfakes are difficult to distinguish from real digital 

videos. With the continued rise in the use of digital 

evidence in criminal investigations, there is a need for 

efficient and effective crime investigation strategies. 

There are significant ethical, social, and security issues 

with the spread of deepfake technologies, which create 

incredibly lifelike but altered audio-visual content using 

sophisticated generative models. Research into creating 

efficient deepfake detection techniques has increased as 

a result of the potential for these artificial intelligence 

media, which are frequently indistinguishable to the 

human eye, to be used for identify theft, disinformation, 

and other nefarious activities. In order to distinguish 

between real and fake faces, early methods concentrated 

on convolutional-based models that take advantage of 

low-level image features [4], [10], [3]. 

In order to increase detection accuracy in a variety of 

scenarios, such as compression and hostile attacks, 

recent developments have introduced pixel-level 

manipulations and attention-based mechanisms [1], [2]. 

Additionally, fusion algorithms like MaskGAN [15] 

have shown encouraging results in detecting subtle 

manipulations, as have spatial-temporal inconsistencies 

in forged videos [3]. In the meantime, it has been 

demonstrated that hybrid learning models like Deepfake 

Stack [11] and ensemble-based frameworks [11] 

generalize better across unseen deepfake datasets. 

In order to improve robustness, multi-model detection 

methods that combine audio-visual cues [5,6,7,8] and 

domain generalization techniques [6] are also becoming 

more popular. Furthermore, end-to-end transformer-

based architectures and quantum-inspired feature 

selection [14] are opening up new avenues in this field. 

Notwithstanding the advancements, issues like 

robustness against hostile inputs, real-time detection, and 

cross-domain generalization still exist. This paper aims 

to improve detection accuracy, scalability, and 

adaptability in real-world scenarios by proposing a novel 

deepfake forensic framework that combines the 

advantages of Vision Transformers (ViTs) and 

Convolutional Neural Networks (CNNs) in an ensemble 

architecture. 
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Background and Motivation 

An extensive summary of development of deepfake 

technology its ramifications should be given in this 

section. You ought to start by outlining how the 

production of synthetic media has been transformed by 

generative models such as GANs. Next, discuss the 

socio-technical effects of deepfakes, encompassing 

issues with digital identity, public trust, cybercrime, and 

disinformation. Provide particular examples or case 

studies where deepfakes have raised security concerns or 

sparked public debate. Here, the objective is to 

unequivocally demonstrate the necessity of strong 

forensic instruments that can differentiate between 

authentic and manipulated media. 

Challenges in Deepfake Detection 

The technical and practical difficulties in identifying 

deepfakes should be covered in detail in this section. 

Talk about the evolution of deepfake generation 

techniques, which have become more complex and 

challenging to identify using conventional forensic 

methods. Mention problems like dataset variability, 

adversarial attacks, information loss from video 

compression, and the difficulty of generalizing to 

invisible manipulations. The problem statement should 

be expanded upon here, along with the reasons why 

current solutions frequently fail to meet practical needs. 

Existing Solutions and Related Work 

The main categories of current deepfake detection 

techniques should be reviewed here. CNN based 

methods that take advantage of low-level image artifacts 

before moving on to more sophisticated strategies like 

transformer-based architectures, attention mechanism, 

and spatiotemporal modelling. Ensemble approaches, 

multi-model systems that combine visual and aural cues, 

and techniques that use domain adaption or transfer 

learning can also be covered 

Need for an Ensemble Approach Using CNNs and ViTs 

The main concept of your study—combining vision 

transformers and convolutional neural networks in an 

ensemble framework—is presented in this section. 

Describe how the two models complement each other. 

ViTs are excellent at modelling long-range dependencies 

and global context through attention mechanisms, 

whereas CNNs are known for efficiently capturing local 

spatial features. Highlight how combining these 

architectures may be able get around the drawbacks of 

utilizing just one model, improving detection 

performance’s generalization and robustness.  

II. LITERATURE REVIEW 

Deepfakes-synthetically altered videos or images that 

convincingly mimic real people-have become more 

common as a result of artificial intelligence’s quick 

development, especially in the area of generative 

modelling. Strong deep learning algorithms, particularly 

Generative Adversarial Networks (GANs), which can 

produce incredibly lifelike facial expressions, lip 

synchronization, and background coherence, are 

primarily responsible for deepfakes is impressive, it has 

also presented significant obstacles to visual media’s 

legitimacy. As a result, there is increasing interest in 

creating forensic or deepfake detection models that can 

accurately discern between real and altered content. 

Given the advantages and disadvantages of both 

architectures, recent studies have begun investigating 

ensemble approaches that combine transformers and 

CNNs to improve detection performance. 

 Ensemble models seek to create a more complete 

representation of visual content by combining the global 

reasoning ability of ViTs with the local feature 

sensitivity of CNNs. These techniques frequently make 

use of various aggregation techniques, like voting, 

averaging, or even using the outputs of several models to 

train a meta-classifier. When tested on manipulated 

videos deepfake algorithms, these hybrid systems have 

shown enhanced generalization and robustness. These 

ensembles do, however, also presents difficulties with 

regard to model interpretability and computational 

efficiency. 

Introduction to Deepfake Generation and Detection 

Techniques 

Deepfakes, or hyper-realistic digital forgeries that use 

deep learning to alter speech, facial features, or entire 

scenes, are the result of advancements in generative 

modelling. Generative Adversarial Networks (GANs), in 

which two neural networks—the discriminator and the 

generator—are trained together to produce increasingly 

realistic synthetic data, are the primary method used to 

create deepfakes. Synthetic videos on social media 

platforms have increased dramatically as a result of 

techniques like StyleGAN, StarGAN, and FaceSwap that 

produce visually realistic outputs. 
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Convolutional Neural Networks in Deepfake Detection 

Remarkable capacity to extract spatial features from 

images, Convolutional Neural Networks have been at the 

forefront of deepfake detection. By spotting minute 

irregularities in the manipulated areas of an image or 

video frame, early models such as XceptionNet showed 

excellent performance on deepfake dataset. CNNs are 

good at detecting texture distortions and pixel-level 

artifacts, especially in compressed or low-resolution 

videos. Using pre-trained networks on extensive image 

classification datasets and fine-tuning them on deepfake 

datasets to increase detection accuracy, a number of 

works made use of transfer learning. 

Emerging of Vision Transformers in Image and Video 

Forensics 

By substituting self-attention mechanisms for 

convolutional operations, Vision Transformers (ViTs) 

mark a dramatic paradigm shift in computer vision. The 

model is able to capture both fine-grained details and 

high-level contextual information because ViTs, which 

were inspired by their success in Natural Language 

Processing, treat image patches as tokens and calculate 

global relationships among them. According to recent 

research, ViTs perform better than CNNs on a range of 

tasks, particularly when trained on sizable datasets. ViTs 

provide the capability to examine disparities in spatial 

coherence and semantic structure throughout the entire 

image in the context of deepfake detection.  

Ensemble Methods in Deep Learning-Based Forensics 

Combining the predictions of several learners, ensemble 

learning has been acknowledged as a potent technique to 

improve model robustness and accuracy. Ensemble 

methods in deepfake forensics frequently entail training 

the same model on various subsets of data or combining 

outputs from various neural architectures. 

Table 1: Review Summary 

Reference 

Number 

Description of Work Methodology 

[1] Proposed a pixel bleach 

network to detect face 

forgery. 

Unknown (focus 

on compression 

scenarios) 

[2] Introduced a restricted 

black-box adversarial 

attack strategy for 

deepfake face. 

Custom setup 

with face-swap 

models 

[3] Developed multi-path 

CNN and convolutional 

VIS and NIR 

Video Datasets 

attention mechanism for 

effective detection. 

[4] Combined multi-path 

CNN and convolutional 

attention mechanisms for 

effective detection. 

Not explicitly 

stated 

[5] Proposed BTS-E model 

for detecting audio-based 

deepfakes through 

silence-breath-talk 

segmentation. 

Audio Datasets 

[6] Developed AVFakeNet, 

a dense Swin 

Transformer model for 

end-to-end audio-visual 

deepfake detection. 

AV Deepfake 

Challenge 

Datasets 

[7] Presented AVoid-DF, an 

audio-visual joint 

learning model tailored 

for deepfake detection. 

AV Deepfake 

Datasets 

[8] Addressed domain 

generalization using 

deepfake detectors for 

unseen environments. 

Cross-dataset 

analysis 

[9] Proposed DeepFakeNet, 

an efficient and 

lightweight model 

optimization. 

Unknown 

[10] Introduced a hybrid 

model combining 

recurrent convolutional 

structures for both audio 

and video. 

Audio & Video 

Spoof Datasets 

[11] Proposed 

DeepFakeStack, an 

ensemble-based 

detection technique to 

enhance accuracy. 

DFDC, Celeb-DF 

[12] Studies generalization 

challenges in audio 

deepfake using robust 

features. 

Audio deepfake 

corpora 

[13] Analysed convolutional 

traces left by generative 

models to detect 

deepfakes. 

FaceForensics++ 

[14] Used quantum-inspired 

features selection 

methods for fake face 

image classification. 

Image Datasets 

[15 Introduced MaskGAN 

for detecting forger facial 

regions by fusion-based 

techniques 

GAN-based 

Facial Region 

Fusion Model 

 

III. METHODOLOGY 

The suggested approach focuses on building an 

ensemble-based deepfake detection framework that 

makes use of Vision Transformer’s and Convolutional 
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Neural Networks complementary advantages. By using 

convolutional filters to capture local features and self-

attention mechanism to capture global dependencies, this 

hybrid ensemble model aims to improve the 

generalization and robustness of deepfake forensic 

systems. The entire process is based on a methodical 

pipeline that incudes feature fusion, ensemble 

integration, base model training, dataset preprocessing, 

and final classification. A carefully selected dataset of 

real and fake videos and images is put through 

normalization, resizing, frame extraction, and 

compression artifact simulation as part of the extensive 

data preprocessing and augmentation procedures that 

start the process. In addition to preparing the data for 

feature extraction, this step guarantees consistency 

across input modalities. It also discusses the difficulties 

posed by varying video resolution and quality in practical 

situations. Using datasets like FaceForensics++, DFDC, 

or Celeb-DF, the model is assessed using common 

performance metrics like accuracy, precision, recall, F1-

score, and AUC-ROC. According to experimental 

results, the ensemble approach outperforms individual 

models by a significant margin and exhibits increased 

resistance to adversarial attacks and invisible forgeries.  

Data Preprocessing and Augmentation 

In order to prepare the dataset for deepfake detection, 

data preprocessing is essential. Frame extraction, 

resizing to a standard resolution, and normalization are 

the first steps to guarantee consistent input across all 

models because the raw video and image data frequently 

come in different resolutions, qualities, and formats. To 

increase computational efficiency and model focus, each 

video is divided into individual frames, usually 

concentrating on important facial regions. To increase 

dataset variability and replicate real-world distortions, 

augmentation techniques like horizontal flipping, 

brightness adjustment, Gaussian blurring, and 

compression artifact simulation are used. 

Feature Extraction using Convolutional Neural 

Networks 

The suggested technique uses Convolutional Neural 

Networks (CNNs) to capture fine-grained spatial features 

found in facial images. CNNs trained to extract 

hierarchical features representing local inconsistencies, 

such as abnormal blending patterns, edge artifacts, and 

unnatural textures, include ResNet, XceptionNet, and 

EfficientNet. The input image is passed through several 

convolutional and pooling layers in these models, each 

of which focuses on a different level of abstraction.  

Feature Representation via Vision Transformers 

CNNs are used in tandem with Vision Transformers to 

model long-range spatial relationships and global 

dependencies in the image. ViTs divide the input image 

into fixed-size patches and use self-attention mechanism 

to ascertain the interrelation between these patches, in 

contrast to CNNs, which depend on localized receptive 

fields. This enables the model to capture sematic-level 

inconsistencies that are sometimes difficult for 

convolutional layer to capture, like irregular facial 

geometry, inconsistent lighting, or unnatural eye 

movements. Because of its effectiveness and ability to 

represent intricate interaction throughout the entire 

image, also known as the original ViT architecture, is 

used here. 

 

Figure1: Proposed Architecture 

Mathematical Equations 

Step 1: Preprocessing Component 

The preprocessing step extracts frames from a video and 

aligns the detected faces. 

Frame Extraction: Given a video V, extract frames: 

                 F={f1,f2,...,fn} where 𝑓𝑖  represents the 

𝑖𝑡ℎframe. 

Face Detection (MTCNN): Detect faces using a function 

DDD: 

𝐵𝑖  =D (𝑓𝑖  ) 

where 𝐵𝑖  is the bounding box of the face detected in 

frame 𝑓𝑖. 

Face Alignment : Apply affine transformation T to 

normalise faces : 

 𝐴𝑖  =T (𝐵𝑖) 

where 𝐴𝑖  is the aligned face. 

Feature Cropping (Eye & Nose): Extract eye and nose 

regions 𝐸𝑖  and 𝑁𝑖  using a cropping function C 

Start: Input 
Real/Fake 

Videos

Data 
Preprocessing 

& 
Augmentation

• CNN Feature 
Extraction

• ViT Feature 
Extraction

Ensemble 
Fusion 
Layer

Final 
Classificatio

n Layer

Ouput: Real 
or Fake
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𝐸𝑖  =C(𝐴𝑖,eye region), 𝑁𝑖  =C (𝐴𝑖  ,nose region) 

Step 2: Detection Component 

Model A & B (CNNs for Eye & Nose Detection) 

These models use convolutional layers to extract 

features. For an input image III: 

Convolution Layer: 

𝑋(𝑙+1) = 𝑅𝑒𝐿𝑈(𝐶𝑜𝑛𝑣(𝑊(𝑙), 𝑋(𝑙))  + 𝑏(𝑙) ) 

Pooling Layer (Max-Pooling): 

                                P(X)=max X(i,j) 

Fully Connected Layer: 

y=softmax (𝑊𝑓𝑐X + 𝐵𝑓𝑐) 

Where 𝑊𝑓𝑐  and 𝐵𝑓𝑐  are weights and biases. 

y represents the class probabilities. 

Step 3: Prediction Component (Majority Voting) 

Each model outputs a classification result 𝑌𝐴, 𝑌𝐵 ,  𝑌𝐶  (0: 

real, 1: fake). The final prediction is: 

𝑌𝐹𝑖𝑛𝑎𝑙  =mode (𝑌𝐴, 𝑌𝐵 ,  𝑌𝐶  ) 

where mode() selects the most common prediction. 

Final Output 

If 𝑌𝐹𝑖𝑛𝑎𝑙  =1, classify as Deepfake. 

If 𝑌𝐹𝑖𝑛𝑎𝑙  =0, classify as Real. 

IV. RESULT ANALYSIS 

Several benchmark datasets were used to assess the 

performance of the suggested ensemble model that 

combines Convolutional Neural Networks (CNNs) and 

Vision Transformers (ViTs). This analysis’s objective is 

to evaluate the model’s efficacy, resilience, and capacity 

for generalization in identifying different kinds of 

deepfakes in a range of conditions, such as compression, 

noise, and domain shifts. This section demonstrates the 

enhancements in classification accuracy, precision, 

recall, and area under the ROC curve by thoroughly 

contrasting our hybrid approach with conventional 

detection techniques. Furthermore, the effects of 

preprocessing, data augmentation, and fusion techniques 

are examined to show how these elements support the 

improved performance of the model. The result analysis 

offers a thorough understanding of the hybrid 

architecture's practical applicability for real-world 

deepfake forensics in addition to validating the 

theoretical premise of its use. 

Performance Evaluation of CNN and Transformer 

Models 

CNN-based models and Vision Transformers were 

trained separately on benchmark deepfake datasets 

during the first stage of testing. CNN models like 

ResNet50 and XceptionNet were able to detect subtle 

pixel-level irregularities, like mismatched skin textures 

or blurring at the jawline, that are commonly caused by 

face swapping. These models were successful in 

identifying spatial-level forgery patterns because they 

took advantage of local visual features.  

Comparative Analysis with Existing Models 

The results of the suggested ensemble model were 

evaluated against popular deepfake detection techniques 

such as DeepFakeNet [9], AVFakeNet [6], and 

DeepFakeStack [11] in order to establish a baseline. 

Despite their effectiveness in their specific 

configurations, these models were not robust across 

domains or capable of handling complex forgeries when 

exposed to difficult transformations such as adversarial 

attacks or heavy compression. In every important metric, 

including recall and AUCROC, the suggested model 

performed better than these baselines. It was able to 

detect subtle manipulations’ that other models missed. 

Additionally, it remained consistent when working with 

low-quality video inputs, indicating that the ensemble 

learning approach offers both accuracy and 

dependability. 

Effect of Data Augmentation and Processing 

During training, datasets were augmented using a range 

of transformations including Gaussian blur, color 

jittering, compression artifacts, and horizontal flipping. 

The inclusion of these augmented samples significantly 

improved model resilience by exposing it to the kinds of 

distortions commonly found in real-world deepfakes. In 

addition, preprocessing techniques such as face 

cropping, frame stabilization, and color normalization 

helped reduce noise and focus on relevant facial regions. 

The result was a more consistent performance across 

varied test conditions, demonstrating that preprocessing 

and augmentation play a crucial role in improving model 

adaptability and reducing false negatives. 

Fusion Strategy Impact  



© April 2025| IJIRT | Volume 11 Issue 11 | ISSN: 2349-6002 
 

IJIRT 176212 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 5942 

The ensemble strategy of the suggested approaches is its 

main advantage. Numerous fusion techniques, such as 

feature-level and score-level fusion, were investigated. 

Although feature-level fusion required much more 

computing power, it involve concatenating intermediate 

feature maps from the CNN and Transformer branches. 

Rather, optimal outcomes were obtained through 

decision-level fusion employing the model which 

enabled the model to integrate the probabilistic output of 

every network. 

Table2: Result Analysis 

Model  Accuracy 

(%) 

Precision 

(%) 

Recall 

(%) 

F1-

Score  

ResNet 

(CNN) 

89.2 88.1 87.8 91.0 

Vision 

Transformer 

90.8 90.1 89.7 92.5 

AVFakeNet 88.5 86.9 86.6 90.1 

DeepFakeS-

tack 

85.3 84.0 83.6 88.4 

Proposed 

Ensemble 

94.6 94.2 94.0 96.3 

 

 

Figure 2: Model Performance Comparison 

V. CONCLUSION AND FUTURE WORK 

For efficient deepfake detection, an ensemble-based 

framework that combines Vision Transformer an 

Convolutional Neural Networks (CNNs) was proposed. 

The hybrid model made use of both architecture 

advantages, transformers were used to comprehend 

global semantic inconsistencies, while CNNs were used 

to capture fine-grained local features. After extensive 

testing on several benchmark datasets, the model 

outperformed current state-of-the-art techniques in terms 

of accuracy, resilience to compression, and flexibility in 

dealing with hidden forgery types. The detection 

capability is greatly improved by integrating spatial, 

frequency, and attention-based cues through ensemble 

learning. Furthermore, the approach is viable for real-

time forensic applications because the fusion strategies 

used in this architecture enhanced performance without 

appreciably raising the computation cost. 

FUTURE WORK 

Even though the results of the current model are 

encouraging, there are still a number of opportunities for 

improvement. First, the detection of video-based 

deepfakes, particularly those with subtle motion 

inconsistencies, may be enhanced by incorporating 

temporal information from video sequences using 

recurrent or transformer-based time-series models. 

Second, a more complete detection system may result 

from extending the model to manage multimodal 

deepfakes, such as manipulations based on text and 

audio. In order to better understand decision-making 

patterns and boost trust and transparency in forensic use, 

future research could also concentrate on making models 

more interpretable. Finally, versions of the ensemble that 

are portable and lightweight can be investigated for use 

on content moderation platforms and edge devices where 

real-time detection is crucial. 
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