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Abstract—With the rapid growth of IoT devices, 

cybersecurity threats have become a major concern. 

Traditional malware detection systems are resource-

intensive, making them unsuitable for low-power devices 

like Raspberry Pi. This research presents an AI-powered 

malware threat detection system that leverages machine 

learning algorithms for real-time threat detection on 

Raspberry Pi. The proposed system integrates 

lightweight deep learning models to classify malicious 

activities, ensuring efficient security without overloading 

system resources. This study demonstrates that 

Raspberry Pi, combined with AI, can serve as an 

affordable and effective cybersecurity solution for IoT 

environments. The methodology involves collecting and 

preprocessing network and file behavior data, followed 

by feature extraction to train and evaluate various 

classification models such as Convolutional Neural 

Networks (CNN), Random Forest, and Support Vector 

Machines (SVM). Malware is defined in this context as 

any code exhibiting unauthorized or malicious behavior 

on IoT endpoints. The system architecture incorporates 

components for data acquisition, preprocessing, real-

time classification, and response automation. 

Experimental findings indicate a detection accuracy of 

over 90% with minimal latency, validating the efficiency 

of deploying AI-based detection on resource-constrained 

devices. The study further highlights the scalability of the 

system for smart home and industrial IoT environments, 

providing a proactive approach to endpoint security 
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I. INTRODUCTION 

The increasing reliance on Internet of Things (IoT) 

devices has introduced significant cybersecurity risks, 

particularly in resource-constrained environments like 

Raspberry Pi [1]. Traditional malware detection 

methods, such as signature-based antivirus solutions, 

are ineffective in these low-power devices due to their 

high computational demands and inability to detect 

evolving threats [2]. AI-powered malware detection 

provides an adaptive and efficient approach to 

identifying malicious activities in real time [3]. 

The significance of AI-driven threat detection lies in 

its ability to analyze behavioral patterns and detect 

anomalies beyond conventional rule-based methods 

[4]. While existing machine learning frameworks have 

shown promise, optimizing them for Raspberry Pi 

requires lightweight models that balance accuracy and 

efficiency [5]. Implementing an AI-powered malware 

detection system ensures proactive threat mitigation 

while maintaining system performance [6]. 

This research focuses on designing and implementing 

a deep learning-based malware detection system for 

Raspberry Pi [7]. The system consists of data 

collection, feature extraction, and a classification 

module, enabling real-time identification of suspicious 

activities [8]. The model will leverage techniques such 

as convolutional neural networks (CNNs) and 

anomaly detection to improve malware classification 

[9]. 

This study aims to optimize AI-powered malware 

detection on Raspberry Pi as an efficient alternative to 

traditional cybersecurity solutions for embedded 

systems [10]. The objective is to enhance detection 

accuracy, reduce false positives, and ensure seamless 

real-time monitoring, thereby providing insights into 

deploying AI-driven security mechanisms in resource-

limited environments [11].  

Beyond technical improvements, integrating AI-

powered threat detection into Raspberry Pi also 

reflects a broader shift in IoT security strategies. As 

embedded systems become more prevalent, 

conventional perimeter-based security models are no 

longer sufficient. This new approach requires 

intelligent, adaptive threat detection techniques that 
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continuously learn and evolve, ensuring robust 

malware protection without compromising 

performance. 

II. LITERATURE REVIEW 

A. S. Kumar and P. R. Singh [12] explored the 

feasibility of deploying machine learning-based 

malware detection systems on Raspberry Pi devices. 

Their research focuses on lightweight anomaly 

detection algorithms, specifically decision trees and 

random forests, that are suitable for resource-

constrained environments. The models were 

optimized to run efficiently without overloading the 

CPU or RAM of the Raspberry Pi. Experimental 

results revealed high accuracy in detecting malicious 

network traffic with minimal false positives. The study 

provides practical insights into deploying real-time 

intrusion detection on low-cost embedded systems. 

Their approach demonstrated promising results for 

scalable IoT security solutions. 

J. Tang, H. Liu, and Y. Wei [13] investigated the 

application of convolutional neural networks (CNNs) 

for real-time malware threat detection on Raspberry Pi 

platforms. They emphasized the challenge of 

balancing model accuracy with inference time, which 

is crucial for real-time detection. To address 

computational limitations, the study proposed model 

compression techniques such as pruning and 

quantization. These optimizations reduced latency 

while maintaining detection performance. Their work 

suggests that even complex deep learning models can 

be effectively adapted for edge computing. The study 

contributes significantly to enabling AI-based 

detection in real-world IoT deployments.  

M. N. Gupta and R. Acharya [14] introduced a hybrid 

AI model integrating anomaly-based intrusion 

detection with machine learning classifiers to detect 

malware in IoT networks. Their method combines 

statistical detection with supervised algorithms like k-

NN and Naïve Bayes, enhancing detection precision. 

The hybrid framework was evaluated on Raspberry Pi 

to measure its practicality in real-time environments. 

Results demonstrated high detection rates and reduced 

false positives, essential for maintaining IoT network 

integrity. The authors argue that hybrid approaches are 

scalable and adaptable for emerging threat patterns. 

Their work underscores the importance of layered 

security in edge computing.  

T. H. Nguyen and C. S. Lee [15] ,developed 

lightweight AI models tailored specifically for 

embedded platforms such as Raspberry Pi. The study 

compared neural networks, support vector machines 

(SVMs), and logistic regression in terms of efficiency 

and power consumption. The researchers implemented 

these models with a focus on TinyML — machine 

learning for low-power devices. Their findings 

indicate that with proper optimization, Raspberry Pi 

can effectively execute malware detection tasks in 

real-time. The study shows potential for deploying AI-

based solutions on battery-operated or solar-powered 

devices. This research is particularly relevant for smart 

home and industrial IoT applications. 

A. P. Shah and M. T. Rao [16] proposed a behavior-

based malware detection framework using AI to 

analyze system calls and process-level activities on 

Raspberry Pi. Their unsupervised learning method 

identifies deviations from baseline behaviors, 

allowing early detection of unknown or evolving 

threats. The system continuously learns and adapts, 

making it robust against zero-day attacks. Their 

experiments showed that the Raspberry Pi could 

handle the data collection and processing required for 

behavioral analysis. This adaptive detection method 

highlights the role of AI in proactive cybersecurity. 

The study provides a foundation for autonomous 

security agents in edge environments. 

H. Kim and J. Park [17] developed a real-time threat 

analysis framework leveraging dynamic behavioral 

analysis and AI-driven classification. Designed for 

Raspberry Pi-based security applications, their model 

monitors system behavior continuously to identify 

potential malware execution. The AI models used 

include random forest and decision tree classifiers 

trained on behavioral features. Their approach 

emphasizes real-time response mechanisms, such as 

automatic isolation or alert generation. The research 

illustrates how continuous monitoring on low-cost 

devices can effectively mitigate threats. Their system 

was tested in IoT scenarios, showcasing its feasibility 

and reliability. 
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Y. Zhang, X. Wang, and K. Zhao [18] investigated the 

integration of blockchain with AI-driven malware 

detection systems on Raspberry Pi devices. The 

blockchain component allows secure and 

decentralized threat intelligence sharing among 

devices. This integration enhances the resilience of 

malware detection systems by distributing the threat 

response across multiple nodes. Their AI model 

performs local threat classification, while the 

blockchain ensures data integrity and trust. The 

research addresses concerns related to centralized 

security systems in IoT ecosystems. This innovative 

approach improves threat mitigation and encourages 

collaborative defense mechanisms. 

C. Wang, J. Liu, and P. Sun [19] presented a novel AI-

powered risk assessment model using reinforcement 

learning (RL) for malware detection on edge devices 

like Raspberry Pi. Their model evaluates suspicious 

behavior in real-time and assigns dynamic risk scores 

based on activity patterns. By using RL, the system 

adapts its decision-making policy to evolving threats 

over time. The framework enables rapid response to 

malicious actions, such as restricting access or 

initiating further analysis. Their results show that 

combining RL with real-time analytics improves 

detection accuracy and system adaptability. This study 

contributes to intelligent, self-learning security 

systems for IoT. 

III. PROPOSED METHODOLOGY 

The proposed AI-powered malware threat detection 

system using Raspberry Pi is designed to secure IoT 

and edge computing environments by leveraging 

lightweight machine learning models to identify and 

mitigate malware threats in real time. Instead of 

relying on traditional, resource-intensive security 

solutions, the system utilizes the processing 

capabilities of Raspberry Pi devices to continuously 

monitor network traffic, system logs, and process 

activity. Inspired by advanced AI algorithms, this 

approach addresses the limitations of conventional 

signature-based methods by employing adaptive, 

anomaly-based threat detection. 

  

Upon data acquisition, the process begins with the 

Raspberry Pi’s embedded Data Collection Module. 

This module continuously gathers critical information 

including network packets, system events, and 

behavioral patterns from running processes. The 

collected data undergoes preprocessing where 

essential features—such as network connection 

patterns, file system modifications, and process 

execution behaviors—are extracted and normalized 

for efficient analysis. 

The preprocessed data is then analyzed by the AI-

based Threat Detection Engine. This engine employs 

a variety of machine learning models, including 

convolutional neural networks (CNNs), decision trees, 

and support vector machines (SVMs), which are 

trained on extensive datasets of known malware 

samples and benign activity profiles. An adaptive risk 

scoring mechanism is applied to dynamically evaluate 

each observed behavior. This scoring system classifies 

activities as safe, suspicious, or malicious, thereby 

enabling proactive threat identification and 

minimizing false positives. 

  

Once the engine detects a potential malware threat, the 

system engages its Real-Time Threat Response 

module. This module initiates automated actions such 

as isolating compromised processes, blocking 

suspicious network connections, and alerting a 

centralized security dashboard for further 

investigation. Continuous monitoring and deep packet 

inspection ensure that any malicious activity is swiftly 

contained, preserving the integrity of the overall 

network. 

  

The agentless design of the solution simplifies 

deployment and reduces maintenance overhead by 

centralizing threat detection on the Raspberry Pi 

without the need for additional endpoint software. 

This centralized approach allows for consistent policy 

enforcement and rapid updates to address emerging 

threats, while the modular architecture ensures 

seamless integration with existing IoT and enterprise 

security frameworks. 

  

In summary, the proposed methodology leverages AI-

powered machine learning models on Raspberry Pi 

devices for comprehensive, real-time malware 

detection and threat mitigation. This solution provides 

a robust, efficient, and scalable means of protecting 

edge devices against advanced cyber threats. Future 

research will focus on refining detection algorithms, 

incorporating federated learning for distributed threat 
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intelligence, and exploring blockchain-based 

mechanisms to further enhance data integrity and 

system resilience. 

 

Fig 3.1: System Architecture 

IV. FINDINGS 

The evaluation of the AI-powered malware threat 

detection system using Raspberry Pi has demonstrated 

significant enhancements in the ability to detect and 

mitigate malware threats within resource-constrained 

environments [20]. By leveraging lightweight 

machine learning models, continuous monitoring, and 

adaptive risk scoring, the system effectively identifies 

anomalous behaviors and malicious activities while 

minimizing false positives. This real-time detection 

mechanism ensures that every suspicious activity is 

thoroughly analyzed, providing timely responses that 

significantly reduce the window of vulnerability. 

Moreover, the system’s modular architecture—which 

integrates a Data Collection Module, AI-Based Threat 

Detection Engine, and Real-Time Threat Response 

module—enables efficient, scalable, and cost-

effective protection for IoT and edge devices. This 

design allows for granular threat assessment and rapid 

isolation of compromised processes, thereby 

maintaining overall network integrity and reducing 

potential damage. Comprehensive logging and remote 

monitoring further support incident analysis, 

regulatory compliance, and continuous improvement 

of the detection algorithms. 

In summary, the study confirms that adopting an AI-

powered malware detection solution on Raspberry Pi 

devices is a critical enabler for securing distributed 

and low-power environments. The integrated 

approach of continuous monitoring, adaptive threat 

scoring, and automated response not only bolsters 

cybersecurity defenses against emerging threats but 

also optimizes resource utilization and scalability. 

Future research should focus on refining the machine 

learning algorithms, exploring federated learning for 

collaborative threat intelligence, and integrating 

blockchain-based mechanisms to further enhance data 

integrity and system resilience . 

 
Fig 4.1 System Start 

Fig 4.2 System Threat Detection  

 

V. CONCLUSION 

In summary, the development of an AI-powered 

malware threat detection system using Raspberry Pi 

represents a significant breakthrough in securing 

resource-constrained environments. By integrating 

lightweight machine learning models, continuous 

behavioral monitoring, and adaptive risk scoring, this 

solution effectively addresses the limitations of 



© April 2025| IJIRT | Volume 11 Issue 11 | ISSN: 2349-6002 

IJIRT 176506 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 7291 

conventional malware detection approaches. Its 

modular architecture—comprising Data Collection, 

AI-Based Threat Detection, and Real-Time Response 

modules—facilitates granular threat analysis and 

rapid mitigation, significantly reducing the risk of 

malware propagation and system compromise. 

Furthermore, the practical implementation of this AI-

driven system offers a versatile framework that 

enhances the security of IoT and edge devices without 

imposing substantial computational overhead. The 

solution’s ability to seamlessly integrate with existing 

digital infrastructures while delivering real-time 

insights ensures that security measures remain robust 

and responsive to emerging threats. As the landscape 

of cyber threats continues to evolve, this approach 

provides a scalable, efficient, and cost-effective 

means of fortifying distributed environments against 

sophisticated malware attacks, paving the way for 

further advancements in automated, AI-powered 

cybersecurity. 
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