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Abstract—The rapid growth of smart cities relies on IoT 

devices for optimizing urban operations. However, IoT 

systems present various cybersecurity challenges due to 

the vast data exchange between devices, cloud 

platforms, and control centers. This paper proposes an 

IoT-based smart city infrastructure enhanced with 

secure communication protocols—MQTT over TLS, 

HTTPS, and guidelines from the OWASP IoT Top 10 

framework—implemented via AWS Cloud. The system 

integrates AWS IoT Core, AWS Lambda, AWS KMS, 

and AWS CloudWatch for end-to-end encryption, 

secure data storage, and real-time monitoring. The 

proposed methodology aims to ensure data integrity, 

confidentiality, and availability, addressing key 

vulnerabilities such as 

unsecured networks and device authentication issues. 

Findings indicate that combining AWS-native security 

services with industry protocols like MQTT and 

HTTPS significantly fortifies smart city infrastructures 

against cyber threats. This solution is 

scalable, secure, and provides reliable data transmission 

across distributed IoT networks. 

 

Index Terms—IoT, Smart City, AWS Cloud, MQTT, 

HTTPS, OWASP, Secure Communication, Data 

Integrity, Cybersecurity. 

 

I. INTRODUCTION 

 

Smart cities deploy interconnected IoT devices for 

functions like smart lighting, traffic control, and 

waste management. However, the increase in 

interconnected devices raises cybersecurity risks, 

especially related to insecure communication 

channels. The evolution of smart cities relies on 

integrating IoT-enabled infrastructures for efficient 

urban management. However, as these interconnected 

systems grow, ensuring data integrity and secure 

communication becomes critical. AWS Cloud offers 

scalable solutions with built-in security frameworks 

like TLS and IAM for IoT applications. By adopting 

MQTT, HTTPS, and OWASP protocols, smart city 

networks can mitigate cyber threats while optimizing 

performance [1]. 

 

Securing data communication between IoT devices 

and cloud platforms is critical. MQTT over TLS and 

HTTPS protocols, when combined with OWASP IoT 

security principles, offer robust protection against 

data tampering, eavesdropping, and unauthorized 

access. The system promotes safer, more efficient 

urban environments with real-time monitoring. It also 

contributes to sustainable development by enabling 

smarter resource management [2]. 

 

The paper focuses on enhancing smart city IoT 

infrastructure security using AWS Cloud services 

combined with MQTT, HTTPS, and OWASP-

recommended best practices for secure, scalable, and 

resilient systems. The system will enable real-time 

acquisition, transmission, and secure storage of 

critical urban data in the cloud. Ultimately, this 

project seeks to enhance data integrity and fortify the 

system against potential cyber vulnerabilities [3]. 

 

Existing systems often depend on basic MQTT or 

HTTP protocols without SSH encryption and lack 

cloud-native security monitoring, leaving smart cities 

vulnerable to attacks such as MITM (Man-In-The-

Middle), spoofing, and unauthorized device access. 

There is a critical need for secure, scalable cloud-

based frameworks that protect sensitive information 

in smart urban environments. This project addresses 

these gaps by integrating AWS cloud security 

features and industry-standard protocols [4]. 
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II. LITERATURE REVIEW 

 

Gupta ML and et al., [5] proposed a modern 

approach to secure IoT communications by 

leveraging the MQTT protocol over TLS. Their study 

focused on the effectiveness of MQTT as a 

lightweight messaging protocol, suitable for 

resource-constrained IoT environments. The 

integration of TLS was shown to significantly 

enhance data confidentiality and integrity without 

introducing substantial communication overhead. 

This makes the solution ideal for applications in 

smart cities where scalability and security are critical. 

The authors emphasized that MQTT over TLS 

maintains low latency and efficient bandwidth usage, 

even under high network loads. Their experiments 

demonstrated improved performance in real-time data 

transmission scenarios. Furthermore, the approach 

supports secure end-to-end communication across 

cloud-based infrastructures. This makes it 

particularly relevant for urban IoT systems, including 

smart grids and intelligent traffic management. 

 

Rao N and et al., [6] conducted an in-depth 

exploration of AWS services tailored for smart city 

implementations. Their study focused on AWS IoT 

Core for device connectivity and data ingestion, 

AWS Lambda for serverless computing, and AWS 

KMS for secure key management. The integration of 

these services provided a robust, scalable, and secure 

architecture for real-time smart city applications. 

They highlighted the use of secure communication 

protocols, including HTTPS and MQTT over TLS, to 

ensure data confidentiality and integrity. The 

approach supports real-time data streaming from 

edge devices to the cloud with minimal latency. AWS 

Lambda enabled automated processing and response 

actions without the need for traditional servers. 

 

Singh R [7] explored the OWASP IoT Top 10 

vulnerabilities in the context of smart city IoT 

environments. The study highlighted critical security 

risks such as weak authentication, insecure interfaces, 

and poor device management. Singh proposed 

targeted mitigation strategies to address these 

vulnerabilities using cloud-native tools. Key 

recommendations included enforcing granular 

access controls through AWS IAM policies to limit 

user and device permissions. Encryption tools were 

emphasized for securing data both in transit and at 

rest. Secure device onboarding was discussed, 

leveraging cloud services to ensure authenticated and 

authorized device registration. 

 

Martin AL and et al., [8] provided valuable insights 

into the cybersecurity challenges faced by IoT 

networks, especially within critical infrastructures 

like smart cities. Their study identified prevalent 

threats such as Distributed Denial of Service (DDoS) 

attacks, IP spoofing, and data eavesdropping. To 

mitigate these risks, the authors recommended 

integrating HTTPS and TLS protocols to establish 

secure communication channels. They emphasized 

that combining these protocols with cloud-native 

security services enhances threat detection and 

response. The use of encryption and authentication 

mechanisms helps in maintaining data confidentiality 

and integrity. Martin also highlighted the role of 

anomaly detection and firewall services in preventing 

unauthorized access. 

 

Mohamed Alif and et al., [9] proposed a decentralized 

security framework for smart cities leveraging 

blockchain technology. Their approach focused on 

enhancing data integrity, transparency, and tamper-

resistance across interconnected IoT devices. 

Blockchain’s distributed ledger ensured that records 

remained immutable and verifiable, promoting trust 

among devices and stakeholders. The authors 

showcased use cases in areas such as smart 

governance and public safety, where data authenticity 

is critical. However, the study revealed limitations in 

terms of scalability and latency, especially when 

applied to large-scale, cloud- integrated IoT 

environments. The framework lacked optimization 

for cloud-native architectures and real-time 

responsiveness. 

 

Sharma and et al., [10] proposed a secure 

communication framework for the Internet of Things 

(IoT) utilizing MQTT over TLS combined with AES-

256 encryption to protect smart city data. Their 

approach integrates the lightweight MQTT protocol 

with TLS to establish a secure transport layer, 

ensuring mutual authentication between IoT devices. 

Additionally, AES-256 encryption is employed to 

safeguard data confidentiality during transmission. 

This framework addresses inherent security 
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vulnerabilities in MQTT, which lacks built-in 

encryption and authentication mechanisms. By 

implementing TLS, the framework enhances data 

integrity and confidentiality, mitigating risks such as 

eavesdropping and unauthorized access. 

 

Patel S and et al., [11] focused on optimizing the use 

of MQTT with TLS in smart healthcare systems 

embedded within urban infrastructures. Their 

research emphasized the need for lightweight, secure 

communication in environments where patient data is 

transmitted in real-time. MQTT was chosen for its 

efficiency in constrained networks, while TLS 

provided the necessary encryption and authentication. 

The study demonstrated that the MQTT-TLS 

combination ensures both low latency and high data 

integrity—critical factors in healthcare applications. 

The authors implemented their solution in scenarios 

such as remote patient monitoring and emergency 

alert systems. 

 

 III. PROPOSED METHODOLOGY 

 

3.1 IoT Devices Initiate Communication 

IoT devices like sensors, cameras, and actuators 

collect real-time data from the environment. These 

devices are the primary sources of information in a 

smart city setup. They send data securely to the cloud 

using AWS IoT Core, which supports secure 

MQTT/TLS communication protocols. 

 

3.2 Secure Communication via AWS IoT Core 

AWS IoT Core acts as a secure communication 

broker. It receives data from IoT devices and ensures 

end-to- end encryption using MQTT/TLS. This layer 

guarantees that the data is protected in transit before 

entering the processing pipeline. 

 

3.3 Data Processing and Security 

The data then flows into the Processing and Security 

Layer. Here, AWS Lambda handles real-time data 

processing and logic execution without managing 

servers. AWS KMS (Key Management Service) 

ensures data encryption and decryption, safeguarding 

sensitive information during processing and storage. 

 

 

 

 

3.4 Storage and Monitoring 

Processed and encrypted data is stored in AWS S3 or 

DynamoDB, depending on the use case (object vs. 

structured storage). Simultaneously, AWS 

CloudWatch monitors system performance and 

security events, triggering alerts for anomalies or 

thresholds. 

 

3.5 Smart City Control Center Integration 

All stored data and monitored metrics are finally 

visualized through a Smart City Control Center 

(dashboard). This control center provides real-time 

analytics and insights for efficient decision-making 

and city management [12]. 

 

 

 

IV. FINDINGS 

 

Collectively demonstrate the successful 

implementation of a web-based control system for an 

LED circuit. It is evident that the LED responds 

accurately to user inputs from the web interface, 

transitioning between illuminated and non-

illuminated states when toggled between "ON" and 

"OFF" commands. The seamless interaction between 

the web application and the hardware confirms that 

the communication between the server and the Wi Fi 

controller is reliable and functional. The project 

effectively integrates frontend web design with 

backend serial communication to achieve remote 

device control. This validates the practical 

application of IoT concepts, where simple devices 

can be efficiently managed via a networked interface 

[13]. 
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Fig 4.1 

   

 
The first and second images show the LED on a 

breadboard lighting up when the web interface's 

button is toggled to "ON", as seen in the web page 

screenshot with the label "DEVICES" and an 

illuminated bulb icon.  

 

 
Fig 4.2 

  

The third and fourth images show the LED turned 

off, matching the web interface which now displays 

the bulb icon in an "OFF" state. 

 

The presence of “localhost” in the URL indicates that 

this dashboard is running locally on the user's 

machine, likely for development or testing purposes. 

This type of user interface is commonly seen in smart 

home or smart city control panels, offering a clean 

and intuitive way to monitor and interact with 

connected devices. The glowing button with a light 

bulb icon provides immediate visual feedback on the 

device's status, simplifying user interaction. Overall, 

it showcases the successful integration of frontend 

control logic with backend processes or 

microcontroller-based hardware, enabling real-time 

device management through a web browser. 

 

The implementation of OWASP IoT Top 10 security 

controls significantly improved the system's 

resilience to cyber threats. Vulnerabilities such as 

insecure communications, insufficient authentication, 

and exposure to DDoS attacks were mitigated using 

AWS native security tools like IAM policies, TLS 

encryption, and AWS Shield. Data integrity was 

preserved through end-to-end encryption in both 

data-in-transit (via MQTT/HTTPS) and data-at-rest 

(via AWS KMS), fulfilling critical security 

requirements for smart city environments. 

The AWS cloud-based system demonstrated high 

availability, automatic scaling, and fault tolerance 

without the need for additional infrastructure 

overhead. The use of serverless computing (AWS 

Lambda) reduced operational costs and allowed real-

time event processing, making the system suitable for 
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handling large volumes of IoT data streams with 

minimal latency and optimal resource utilization. 

 

V. CONCLUSIONS 

 

This project successfully designed and implemented a 

secure and scalable IoT-based Smart City 

Infrastructure using AWS Cloud integrated with 

MQTT, HTTPS, and OWASP security protocols. The 

system efficiently addressed core challenges such as 

secure communication, data integrity, and real-time 

processing for smart city applications. By leveraging 

AWS IoT Core for device management, MQTT over 

SSH for secure message transmission, and HTTPS 

for secure API interactions, the proposed model 

demonstrated improved data protection and network 

efficiency. The use of AWS KMS, IAM, and 

OWASP guidelines further enhanced the overall 

security posture, making the infrastructure resilient 

against cyber threats commonly faced by IoT 

environments. 
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