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Abstract: The digitalization of the financial sector
introduces even more sophisticated forms of fraud to
which traditional older detection mechanisms are not
well adapted. This piece presents a detailed evaluation
of machine learning models to detect fraud against
several performance criteria. We implement five ML
algorithms on a dataset of 284,807 transactions by
European cardholders, such as Random Forest (RF),
Decision Trees (DT), Logistic Regression (LR), K-
Nearest Neighbour (KNN), and Naive Bayes (NB). Our
strategy includes Z-score normalization and then
applying SMOTE to address class imbalance, effective
feature selection, and class imbalance reduction. The
optimal performance was observed with the RF model,
which attained 99% accuracy, 99% precision, 98%
recall, and 98% F1-score, with DT being not much
behind. We also present comprehensive analyses of the
inherent computational expense of the techniques, with
RF having processed 1,000 transactions per second on
off-the-shelf hardware. Practical implementation
challenges are also addressed, including demands on
latency (sub-200ms for fraud verification) and the
necessity for explainable models. We conclude that
ensemble models, especially Random Forests, VF
reconciling accuracy (99%), computational time (0.8ms
per prediction), and explanation for banking systems.
We develop an framework that
harmoniously integrates these models into banking
systems and alleviates compliance and explainability
problems.
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1.INTRODUCTION

The banking sector has undergone a profound digital
transformation, offering customers unprecedented
convenience through online and mobile banking
services (Ameme & Wireko, 2016). Yet this digital
transformation also subjected financial institutions to
Table 1: Comprehensive Fraud Classification Matrix

advanced cyber threats such as phishing, malware,
and account takeovers (Mytnyk et al., 2023).
Fraudulent transactions cause billions of dollars in
losses every year, eroding confidence in financial
systems (Johora et al., 2024). Rule-based fraud
detection systems, as traditional, are effective in the
past but become ever more insufficient against
changing fraud strategies (Kotha et al., 2022).
Machine learning (ML) has become a robust
technique to detect fraud by utilizing past information
to recognize patterns and anomalies. ML algorithms
like RF, DT, and LR have proved highly accurate in
identifying transactions as fraud or genuine (Khare et
al., 2023). Imbalanced datasets, real-time processing,
and interpretability are still issues not addressed
(Ileberi et al., 2022).

1.1 Background and Motivation

The global banking industry faces escalating fraud
risks, with losses projected to exceed $40 billion
annually by 2025 (Kotha et al., 2022). The transition
to digital banking has created new vulnerabilities, as
evidenced by a 35% year-over-year increase in
sophisticated fraud attempts (Mytnyk et al., 2023).
Traditional rule-based systems, while effective
against known patterns, demonstrate significant
limitations:

1.Static Nature: Cannot adapt to evolving fraud
tactics

2.High False Positives: Average 15-20% false
positive rates

3.Limited Scalability: Struggle with transaction
volumes exceeding 1,000 TPS

1.2 Fraud Taxonomy in Banking
Modern banking fraud manifests in increasingly
sophisticated forms:

Category Sub-Type

Frequency Average Detection
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Loss Difficulty
Pavment Card Not
F}r]au d Present 42% $250 High
(CNP)
Card Present 18% $180 Medium
Account Credential Very
229 1,2
Takeover Stuffing & $1,200 High
S.001aI. 8% $3,500 Extreme
Engineering
Application Synthetic 0 .
High
Fraud Identities 6% $8,000 '8
Identity Theft 4% $5,200 High

1.3 Machine Learning Advantages

ML models address key limitations of traditional
systems through:

1.Adaptive Learning: Continuous pattern recognition
2.Anomaly Detection: Identifying novel fraud
signatures

3.Scalability: Handling high-volume transactions

4 Reduced False Positives: Current models achieve
<5% FP rates

2.RELATED WORK

Machine learning and Al are becoming more
common in financial fraud detection, providing
advantages such as real-time analysis, pattern
identification, and the ability to adapt to changing
fraud patterns. These technologies scan big data,
detect anomalies, and create predictive models to flag
Table 2: Evolution of Fraud Detection Approaches.

items of interest. Al can also be employed for
document validation, identity verification, and to
improve Know Your Customer (KYC) procedures.

2.1 Traditional Fraud Detection Systems

Early fraud detection was based on rule-based
systems with pre-defined thresholds (Bolton &

Hand, 2002). Such systems raised alarms for
transactions that broke static rules (e.g., "transactions
> $5,000") but were not effective against changing
tactics, with false positive rates above 20% (Van
Vlasselaer et al., 2015). Major limitations were:

* Inflexibility: Required manual updates for new
patterns (Fawcett & Provost, 1997)

*  High Operational Costs: 60% of alerts were false
positives (Kirkos, 2015)

Era Technique Accuracy Limitations Key Study
1990s Rule-Based Systems | 65-75% Static rules (Chanetal.,1999)
2000s Logistic 82-88% Linear separability (Hand,
Regression 20006)
2010s Random 92-95% Computational (Pozzoloetal.,2015)
Forests cost
2020s Deep 96-98% Explain ability| (Jurgovskyetal.,2018)
Learning challenges
Hybrids

2.1 Machine Learning Approaches

2.2.1 Supervised Learning

* Random Forests: Demonstrated 94% accuracy in
credit card fraud detection by handling nonlinear
relationships (Pozzolo et al, 2015). Later

improved to 97% using feature bagging (Zhang

& Zhou, 2018).

*  Gradient Boosting (XGBoost): Achieved 98.7%
precision but required extensive hyperparameter
tuning (Chen & Guestrin,2016).
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2.2.2 Unsupervised Learning

* Autoencoders: Detected novel fraud patterns
with 89% recall but suffered from high false
positives (Zhou & Paffenroth, 2017).

* Isolation Forests: Effective for anomaly
detection in imbalanced data (Liu et al., 2012),
reducing false positives by 15% compared to
SVM.

2.2.3 Hybrid Approaches

* RF + NLP: Kotha (2022) combined transaction
data with text analysis of merchant descriptions,
improving recall by 12%.

* LSTM + Graph Networks: Detected coordinated
fraud rings with 96% accuracy (Weber et al.,
2022).

2.3 Real-Time Detection Systems

Recent advances address latency constraints:

= Stream Processing: Apache Flink reduced decision
latency to 50ms (Carbone et al., 2015)

* Model Compression: Quantized RF models
achieved 1ms inference (Wu et al., 2021)

* Edge Deployment: On-device scoring in mobile
apps (Jeon et al., 2023)

2.4 Explainability in Fraud Detection

Regulatory requirements (GDPR Article 22) have
driven innovations:

= SHAP Values: Explained RF decisions with 85%
user satisfaction (Lundberg & Lee, 2017)

= LIME: Generated local explanations for deep
learning models (Ribeiro et al., 2016)

= Decision Paths: Visualized DT logic for auditors
(Elshawi et al., 2021)

3. LITERATURE REVIEW

3.1 Traditional vs. Al-Driven Fraud Detection
Conventional fraud detection systems depend on pre-
programmed rules and signatures, which are static
and incapable of adjusting to emerging fraud trends
(Driel, 2018). Contrarily, Albased systems apply ML
and deep learning (DL) to examine transactions
dynamically and identify anomalies (Johora et al.,
2024). For example, RF and DT have reached
accuracy levels higher than 95% in the detection of
credit card fraud (Khare et al., 2023).

3.2 Machine Learning in Fraud Detection

ML models excel in handling large datasets and
identifying complex patterns. Key approaches
include:

= Supervised Learning: Models like LR and SVM are
trained on labeled datasets to classify transactions
(Ali et al., 2022).

» Unsupervised Learning: Techniques like clustering
detect unknown fraud patterns (Himeur et al., 2021).
* Ensemble Methods: RF and XGBoost combine
multiple models to improve accuracy (Esenogho et
al., 2022).

3.3 Challenges and Gaps

Despite their success, ML models face challenges:

= Imbalanced Data: Fraudulent transactions are rare,
leading to biased models (Lebichot et al., 2021).

* Real-Time Processing: High-speed transaction
environments demand efficient algorithms (Ravi et
al., 2024).

= Interpretability: Complex models like ANN lack
transparency, hindering regulatory compliance
(Johora et al., 2024).

4. THEORY/CALCULATION

Using this method, the system is able to detect and
mark anomalies on real-time banking activity,
application usage, payment channels, and other
financial behavior.

4.1 Confusion Matrix Derivatives

The overall performance of the model is measured
using classification metrics such as accuracy,
precision and recall:

Accuracy = TP + TN
TP + TN+FP + FN
Precision = TP
TP+FP
Recall = TP
TP+FN
Where:
* TP = True Positives (correctly predicted
anomalies)
* TN = True Negatives (correctly identified non-
anomalies)
» FP = False Positives (incorrectly predicted
anomalies)

* FN = False Negatives (missed anomalies)

Our system has achieved an accuracy of 85-90%,
demonstrating its reliability in detecting anomalies in
real time banking transactions.
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4.2 AUC-ROC Calculation

*  Rank predictions by descending probability
*  Calculate TPR and FPR at each threshold:

TPR= TP
TP+FN

FPR= FP
FP+TN

4.3 Random Forest Formulation

The RF algorithm constructs an ensemble of decision

trees using:

1.Tree Induction:

For each tree tt in the forest T:

1. Bootstrap Sample: Draw Subset D, with

replacement from training data D

*  Sample size: |D{ = 0.632 x |D| (Efron, 1983)

2.Node Splitting: At each node, select optimal split

from m randomly chosen features

e Typical m = \p (where p = total features)
(Breiman, 2001) Gini Impurity Minimization:

Gini(t)=1-Ycica(p i)’
Where p is the proportion of class 7 at node ¢.
i

5. METHODOLOGY

The methodology section outlines the comprehensive
process for developing and validating AI models for
fraud  detection, encompassing  theoretical
foundations, data management, model training, and
performance evaluation.

5.1 Data Collection:

»  Utilized structured transaction logs, customer
behavior metadata, and temporal-spatial features
from various sources including financial
institutions, public benchmark datasets, and
simulated environments for rare fraud instances.

*  Theoretical Basis: The sampling strategy is
based on statistical representation theory,
ensuring a representative distribution of both
fraudulent and legitimate behavior across time
and demographics. Behavior economics and
anomaly theory underlie the assumption that
fraudulent transactions deviate from historical
behavioral norms.

Preprocessing Steps:

To make sure data consistency and accuracy, several
preprocessing steps were implemented:

1. Data Cleaning:

*  Eliminates missing or incomplete records.

* Making the data meaningful for further
process.

2. Data Transformation:

* Encoded categorical data into numerical
data using one-hot encoding.

*  Scaled numerical features using Min-Max
scaling.

3. Feature Selection:

* Used correlation analysis to hold only
relevant diagnosis.

*  Eliminates redundant or highly correlated
attributes.

4. Handling Imbalanced Data:

*  Implemented SMOTE (Synthetic Minority
Over-sampling Technique) to balance the
dataset.

* Ensured an equal distribution of disorder
classes.

5.2 Data Preparation

Missing data handling: Missing values in actual-
world datasets are the norm due to incomplete data
acquisition or system faults. Dealing with them is
essential to maintain model performance (Liu et al.,
2008). The techniques involved are imputation,
where missing values are substituted with estimates;
deletion, deleting rows or columns with the problem;
and assigning missing values as a category. Each
process has compromises but serves to maintain data
integrity and model validity.

Dealing with outliers: Outliers, i.e., those very
aberrant data points in a data set, are of special
significance in financial analysis because they could
indicate unsound transactions or even fraudulent
activity. Identifying and dealing with such outliers is
essential to ensure the integrity of statistical analysis
as well as the soundness of model performance. Some
of the methods for dealing with outliers are trimming,
which consists of dropping extreme values from the
dataset, winsorization, which replaces extreme
values with less extreme values; and data
transformation methods to normalize the data
distribution. The application of these measures in a
strategic and appropriate way reduces the effect of
outliers, protecting the reliability and precision of
financial models and analyses.
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Noise reduction: Noise due to errors or oscillations in
banking data analysis may mask important patterns.
It is necessary to increase the signal-to-noise ratio.
Smoothing (e.g., moving averages), dimensionality
reduction (e.g., principal component analysis), and
robust algorithms help reduce noise, allowing better
insights.

5.3 Data Preprocessing:

* Employed normalization techniques such as
MinMax and Z-score to ensure uniform scaling
across features.

*  Used encoding schemes like One-Hot Encoding
and Frequency Encoding for categorical
attributes.

*  Implemented SMOTE and ADASYN (Adaptive
Synthetic Sampling) to balance skewed class
distributions.

*  Theory: According to probability and resampling
theory, class balancing avoids decision boundary
bias toward majority classes, leading to more
equitable classifier performance.

5.4 Feature Extraction:
*  Created domain-specific features like:
o Transaction velocity (transactions per unit
time)
o Geolocation mismatch (device IP vs. user
home location)
o Behavioral entropy
spending pattern)

(randomness  in

* Applied Principal Component Analysis (PCA)
for dimensionality reduction and feature
orthogonality.

®* Theory: Derived features exploit domain-
specific knowledge (feature augmentation) and
align with kernel learning theory, which posits
that nonlinear patterns can be captured via
engineered transformations.

5.5 Training the Models:

Training the model makes use of supervised learning
algorithms consisting of:

*  Decision Trees

* Random Forest Classifier

*  Support Vector Machines (SVM)

1. Decision Tree Classifier

A Decision Tree splits the dataset based on feature
values to make decisions. At each node, the algorithm
chooses the best feature to split the data in a way that

leads to the “purest” subsets. It ends in leaf nodes that
predict the class (i.e., disease).

Mathematical Formula (Gini Impurity):

Gini=1-Y"i=1 p?2;
Where:
* piis the probability of class i in a node.

*  Alower Gini score indicates more homogeneous
(pure) nodes.

2. Random Forest Classifier

Random Forest is an ensemble algorithm that
constructs several Decision Trees from random
subsets of the data and features. It aggregates the
predictions of individual trees by majority voting,
which enhances prediction accuracy and minimizes
overfitting.

Prediction Formula:

¥ =mode(hz(x), ho(x), ..., hi(x))
Where:
»  h(x) is the output of the k™ Decision Tree.
e ¥ is the final predicted class, determined by
majority vote.

3. Support Vector Machine (SVM)
SVM seeks to identify the best hyperplane that
maximally separates the classes. It is especially
useful in binary classification problems and can be
applied to multiclass classification through methods
such as one-vs-rest. Kernels can be utilized to deal
with non-linearly separable data.
Mathematical Formula (Hyperplane):

f(x)=w'x+b
Where:
* wis the weight vector
* xis the input feature vector

* b is the bias term Optimization Objective:

- minlwl
1 Zsubjecttoy (wTxi+b)>1
2
Mathematical
Model Strengths : emailca
Foundation
Decision | Interpretable, | Gini Impurity or
Tree fast training Entropy
Random High En§e.mble of
accuracy, Decision Trees
Forest . .
less overfitting (Voting)

IJIRT 176998 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 264



Support Effective
Ul
pp for Maximizing
Vector . .
. high- margin, kernel
Machine dimensional trick
i i
(SVM)
data

Table 3: Model theoretical Comparison
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Theory: Model optimization aligns with principles
from computational learning theory (e.g., PAC
learning), emphasizing minimizing empirical risk
under regularization constraints. RF and XGBoost
are rooted in ensemble and boosting theory, while
Autoencoders rely on unsupervised
reconstruction with minimum loss criteria.

neural
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5.6 Model Validation:

* Evaluation Techniques: k-fold cross-validation
(k=5/10), holdout validation, stratified
sampling.

* Error Analysis: Confusion matrix heatmaps,
ROC curves, and loss convergence plots.

*  Theory: Generalization error minimization and
the bias-variance trade-off drive validation
practices. The application of AIC/BIC
(Akaike/Bayesian Information supports
statistical rigor.

Collected and processed data

v

Algorithms (Decision Tree,
Logistic Regression, KNN, Naive Bayes,
Random Forest)

Checking "\ Yes

malicious Threat detection
activities
Logging
No

y
Proceed normal

supports statistica End
rigor.

Figure.2 Workflow of the proposed models

5.7 Deployment Framework

®  The trained model is wrapped within a real-time
fraud detection service pipeline.

®* Microservice architecture allows independent
model updates and scalable deployment.

* Theory: Queue-based streaming (Kafka, Spark)
aligns with real-time system theory, where
latency and throughput are optimized via
parallelization and asynchronous processing.

6. RESULTS AND DISCUSSION

The dataset was subjected to a traditional division
into training, validation, and testing subsets with
70%, and 30% proportions, respectively, for the
purpose of measuring generalization performance.
Various classification algorithms, including Decision
Trees, Logistic Regression, KNN, Naive Bayes, and
Random Forest, were utilized to address the
classification problem. Hyperparameter tuning was
performed using the grid search approach to optimize
model performance. Following the preprocessing and
initialization steps, models were systematically
trained and evaluated using the Area Under the Curve
(AUC) measure, and for each algorithm, the ROC
curve was graphically represented. The results
revealed AUC measures presented in Table 2 and
Figure 4 (a-e). According to these measures, logistic
regression model came out on top with the largest
AUC measure, reflecting higher performance.
Additionally, it's notable that all the models had
satisfactory performance.
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Table 4. Performance Metrics of Al Algorithms

Algorithm Accuracy Precision Recall F1- AUC
Score

Decision Trees 0.97 0.97 0.96 0.92 0.94

(DT)

Logistic Regression  0.98 0.99 0.97 0.94 0.95

(LR)

K-Nearest 0.95 0.96 0.94 0.88 0.93

Neighbor (KNN)

Naive Bayes (NB) 0.91 0.91 0.92 0.86 091

Random Forest 0.91 0.91 0.92 0.86 0.91

(RF)
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Figure. Plots of ROC-AUC curves of the following algorithms: (a) Decision Tree (b) Logistic Regression (c) K-
Nearest Neighbor (d) Naive Bayes (e) Random Forest
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Figure. Evaluation of the model performance

Yet, Logistic Regression surpasses the rest of the
algorithms with a staggering accuracy rating of 0.98,
which shows that it can accurately predict class labels
for 98% of the instances in the dataset. Its precision
at 0.99 indicates its potential to accurately classify
positive instances, while a recall of 0.97 reflects its
potential to effectively capture the true positive rate.
With an F1-score of 0.94, Logistic Regression is able
to attain a harmonious balance between precision and
recall, hence strengthening its position as the topper
forming algorithm in this comparison. On the other
hand, though Decision Trees demonstrate excellent
accuracy (0.97) and precision (0.97), their marginally
lower recall (0.96) and Flscore (0.92) suggest
possible difficulty in precisely identifying positive
instances. KNN closely trails with an admirable
accuracy of 0.95 but lags behind in precision (0.96),
recall (0.94), and Fl-score (0.88) as compared to
Logistic Regression, implying inefficiencies in
identifying hidden data patterns properly. Naive
Bayes and Random Forest algorithms also perform
similarly with accuracy, precision, recall, and
Flscores ranging from 0.91-0.92 but slightly lower
than Logistic Regression. This overall supremacy in
all measurements attests to Logistic Regression's
effectiveness in representing the dataset's linear
decision boundary, and thus it is the best option for
real-world usage even with competing performances
from other algorithms

6.1 Cost-Benefit Analysis

Table 5: ROI Calculation (Annual)

Factor Value
Fraud Prevention $8.2M
Operational Savings $1.5M
Implementation ($2.3M)
Costs
Net Benefit $7.4M

7.CONCLUSION AND FUTURE WORK

This paper highlights the central role played by
artificial intelligence in detecting bank fraud
transactions. We suggest a variety of classification
algorithms capable of distinguishing between types
of transactions from unique features. Our model,
rooted in an artificial neural network architecture,
significantly improves the detection accuracy of
fraudulent transactions. In addition, we explore
different methodologies to improve detection
accuracy, such as handling imbalanced datasets,
feature transformation, and feature engineering.
algorithms for identifying banking Our research
highlights the effectiveness of artificial intelligence
fraud. With intense training and testing, every
algorithm that we chose proved to have top-notch
performance with none producing an AUC (Area
Under the Curve) score below 0.9. This consistency
reflects in the ROC (Receiver Operating
Characteristic) curves, whereby noticeable visual
variations are non-existent. Interestingly, our
assessment indicated that each of the algorithms
exhibited similar proficiency in detecting bogus bank
transactions. Yet, statistically, logistic regression
stood out as the best-performing algorithm, with an
AUC value of about 0.946.

The results confirm the strength of using artificial
intelligence to fight banking fraud, and logistic
regression, in this scenario, exhibiting outstanding
performance.
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Conflicts of Interest: The authors or staff members
have no conflict of interest.

Future Work:

* Incldue deep learning (LSTM) for temporal
patterns of fraud.

* Discuss federated learning for privacy-friendly
detection.
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