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Abstract— This study presents a hierarchical key 

assignment scheme (HKAS) built on the closest vector 

problem in an inner product space (CVP-IPS). The 

proposed scheme delivers a scalable, flexible, cost-

effective, and high-performance solution. Key features 

include a CVP-IPS-based construction, the use of two 

public keys, a unique basis set assigned to each class, a 

direct access mechanism for enhanced user convenience, 

and a thorough mathematical and algorithmic framework 

detailing all processes. Unlike traditional top-down 

approaches, this scheme avoids hierarchical 

dependencies, ensuring uniform basis set lengths and 

consistent key derivation costs across all classes. This 

design significantly reduces the overhead typically 

incurred by higher classes in conventional structures. 

With its ability to support both vertical and horizontal 

scalability through the use of access graphs, the scheme 

is proven to achieve strong key indistinguishability 

security (S-KI-security). This research marks a 

substantial advancement in HKAS systems, offering 

improved efficiency, robust security, and practical 

benefits for diverse applications. 

 

1. INTRODUCTION 

 

A Unified Hierarchical Key Assignment Scheme is 

designed to enhance the scalability and efficiency of 

secure access control in large-scale systems. 

Traditional key management approaches often 

struggle with increasing computational and storage of 

overhead as the number of users and access levels 

grows. This scheme introduces a structured, 

hierarchical approach where cryptographic keys are 

assigned in a way that optimizes both security and 

resource utilization. By leveraging a unified 

framework, it ensures that users at different levels of 

the hierarchy can efficiently derive the necessary 

keys without  
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Title:  “A Hierarchical Key Assignment Scheme: A 

Unified Approach for Scalability and Efficiency 
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Description:  
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scheme (HKAS) based on the closest vector problem 

in an inner product space (CVP-IPS). The proposed 

scheme aims to enhance scalability and efficiency in 

secure access control systems by leveraging 

mathematical structures to optimize key distribution 
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Publication : IEEE 
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He authors design and analyze hierarchical key 

assignment schemes that are both provably secure 

and efficient. They focus on key indistinguishability, 

ensuring that adversaries cannot derive unauthorized 

keys. The proposed constructions support dynamic 

updates to the hierarchy with localized changes to 

public information, eliminating the need for 

redistributing private information. 
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Scheme for Data Access Control in the Internet of 

Things 
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Publication: IEEE 

 

Description: 

This paper presents a hierarchical key assignment 

scheme based on multilinear maps to address 

multigroup access control in IoT data sharing. The 

scheme aims to provide a flexible and secure method 

for managing data access across multiple groups 

within IoT environments, enhancing both scalability 

and efficiency. 
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Author: J. L. Godwin, 

 

Publication: IEEE 

 

Description:  

This study introduces a hierarchical key assignment 

scheme (HKAS) based on the closest vector problem 

in an inner product space (CVP-IPS). The scheme is 

designed to enhance scalability and efficiency in 

secure access control systems by utilizing 

mathematical structures to optimize key distribution 

and management. 

 

3. RESEARCH METHODOLOGY 

 

3.1 PROBLEM DEFINITION 

 

The scheme integrates advanced encryption 

techniques and access control policies to dynamically 

generate and distribute keys based on predefined 

authorization levels. This approach significantly 

improves scalability, as it reduces the number of keys 

each entity must store, making it ideal for large-scale 

applications such as cloud computing, IoT networks, 

and enterprise security frameworks. 

To further enhance efficiency, the system optimizes 

key derivation mechanisms, ensuring minimal 

computational complexity while maintaining strong 

security guarantees. Additionally, it incorporates 

mechanisms for efficient key revocation and updates, 

preventing unauthorized access when permissions 

change. 

 

ADVANTAGES OF PROPOSED SYSTEMS 

 

flexible, scalable, and secure key management 

framework that adapts to dynamic environments, 

ensuring seamless and efficient access control in 

large and complex systems. 

 

ALGORITHM 

 

Triple DES Algorithm  

In the field of cryptography, Triple DES (3-DES) is a 

symmetric-key block cypher that encrypts each data 

block three times using the Data Encryption Standard 

(DES) encryption algorithm. 

After 1990, users of DES started to feel uneasy about 

the speed of exhaustive key searches against DES. 

Users did not wish to replace DES, however, because 

it is very expensive and time-consuming to update 

widely used encryption algorithms that are built into 

complex security structures. Instead of fully giving 

up on the DES, the realistic approach called for 

changing how it is used. As a result, Triple DES' 

modified schemes were created (sometimes known as 

3DES). 

The 3-key Triple DES (3TDES) and the 2-key Triple 

DES are two different versions of Triple DES 

(2TDES). Although triple DES systems are visibly 

slower than single DES, they are noticeably more 

secure than single DES. 

 

DEPLOYMENT DIAGRAM 

 

Deployment diagram represents the deployment view 

of a system .It is related to the Component diagram. 

Because the components are deployed using the 

deployment diagrams. A deployment diagram 

consists of nodes. Nodes are nothing but physical 

Hardware’s used to deploy the Applications. 
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Deployment Diagram 

   

COLLABORATION DIAGRAM 

A collaboration diagram, also known as a 

communication diagram, is an illustration of the 

relationships and interactions among software 

objects in the Unified Modeling Language (UML). 

These diagrams can be used to portray the dynamic 

behavior of a particular use case and define the role 

of each object.  

 
Collaboration Diagram 

DATA FLOW DIAGRAM (DFD) 

A Data Flow Diagram (DFD) is a traditional way to 

visualize the information flows within a system. A 

neat and clear DFD can depict a good amount of the 

system requirements graphically. It can be manual, 

automated, or a combination of both. It shows how 

information enters and leaves the system, what 

changes the information and where information is 

stored. The purpose of a DFD is to show the scope 

and boundaries of a system as a whole. It may be used 

as a communications tool between a systems analyst 

and any person who plays a part in the system that 

acts as the starting point for redesigning a system. 
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https://searchapparchitecture.techtarget.com/definition/object
https://searchsoftwarequality.techtarget.com/definition/Unified-Modeling-Language
https://searchsoftwarequality.techtarget.com/definition/use-case
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EXPECTED OUTCOMES 

The expected outcome for flexible identity-based 

encryption (IBE) hinging on authorizing and 

confirming key alterations would involve 

advancements in cryptographic techniques that 

provide enhanced security, usability, and flexibility 

in managing encryption keys based on user identities. 

Here are potential outcomes By integrating 

mechanisms for authorizing and confirming key 

alterations, flexible identity-based encryption can 

strengthen security against unauthorized access and 

key tampering. This includes protecting against 

insider threats, unauthorized key revocation, and 

unauthorized key updates. Flexible IBE allows for 

fine-grained access control based on user identities, 

roles, or attributes. By incorporating authorization 

mechanisms for key alterations, organizations can 

exert greater control over who can modify encryption 

keys, ensuring that only authorized personnel can 

make changes. Simplifying the process of authorizing 

and confirming key alterations can enhance the 

usability of identity-based encryption systems, 

reducing the burden on administrators and end-users. 

This includes streamlined workflows for key 

management, efficient key update procedures, and 

user-friendly interfaces for managing encryption 

keys. 
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