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Abstract— This ML GUI project uses attributes such
as variance, skewness, kurtosis, and entropy for
developing a user- friendly Machine Learning GUI to
detect counterfeit banknotes. It combines comparative
analysis of Support Vector Machines (SVM), Decision
Trees (DT), and Multilayer Perceptrons (MLP) to
ensure that the classification is accurate. Its features
include data preprocessing, attribute visualization,
model training, hyperparameter tuning, and
performance evaluation by precision, accuracy, recall,
and Fl-score. Tools like confusion matrices and
feature importance plots enhance the interpretability
of models. Decision Trees are transparent, whereas
SVM performs best when data are linearly separable,
and MLP is more effective with complex, non-linear
patterns. Mainly suited for financial institutions that
need real-time fraud detection and educationalists
interested in machine learning, the platform is built on
Scikit-learn and TensorFlow, ensuring scalability and
adaptability. This project empowers the user with
actionable insights toward data-driven decision-
making and effective fraud prevention by combining
advanced ML techniques with an intuitive interface.

I. INTRODUCTION

This project focuses on developing a user-friendly
Machine Learning Graphical User Interface to
address the critical issue of distinguishing real
banknotes from counterfeit ones. Using key
attributes like variance, skewness, kurtosis, and
entropy, this project bridges the gap between
advanced machine learning techniques and non-
technical users. The intuitive platform attempts to
provide access to artificial intelligence, which
enables individuals from finance, education, or
research domains to adopt solid machine learning
techniques quite comfortably.

Machine learning has thereby proven essential for
the detection of counterfeits. Methods including
SVM, DT, MLP are highly precise while checking
on the legitimacy of a banknote. Decision Trees are
effective in verifying real notes. It works through
learning  simple interpretable  rules  from
characteristics of its data sets, variance, or
skewness.

Since it locates the best hyperplanes, SVM is quite
effective in strongly separable data sets and would be
very good contender in situations with variance and
kurtosis that clearly distinguish the differences
between genuine and counterfeit notes. MLP is a kind
of neural network that captures very complex
relationships and patterns of features such as
skewness and entropy; therefore, this is suited for
scenarios where the data is nonlinearly related.
Comparative analysis should be tuned to specific
characteristics of the dataset. The popularity of
Decision Trees is particularly due to their
interpretability and efficiency, which allows for
understandable predictions from a hierarchical
structure of rules. SVM is also commended for
performance on linearly separable data and the
generalization  capability  without  overfitting,
especially in conjunction with effective feature
selection methods.

The main difference MLP exhibits in that it learns
non-linear mappings although normally requires
more preprocess- ing and computational resources.
The studies observe that these algorithms have
better performance by using feature selection
techniques, namely ConsistencySubsetEval, and
normalization, as they actually decrease the
computational complexity without reduction in
accuracy.

This project is an embedding of the machine
learning workflow into a GUI incorporating these
algorithms, namely SVM, DT, and MLP, which
support features for dataset preprocessing, attribute
visualization, and performance evaluation with
regard to metrics such as precision, accuracy, recall,
and Fl-score. Moreover, tools such as confusion
matrices and feature importance plots improve
interpretability and transparency, empowering the
clients to take data driven decisions with ease.
Financial institutions can use the system to integrate
real-time fraud detection, while educators and
researchers benefit from an interactive platform for
exploring various datasets and algorithms. In
conclusion, the Bank Note Authentication project
uses the machine learning frameworks Scikit-learn
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and TensorFlow to make a scalable and robust
solution for the detection of counterfeit. With such
technical complexity of the GUI, users will be
empowered to harness artificial intelligence, thus
creating avenues for innovation and betterment of
decision-making in domains of critical importance.
The ML-GUI-using-PyQt5 project streamlines
machine learning workflows through an intuitive
interface. The following table depicts its innovative
execution steps, focusing on ease of use,
transparency and adaptability. In order to further
contextualize the relevance and foundation of the
project, the following section discusses the
Literature Survey, discussing prior work and
research in related domains.

Il. LITERATURE SURVEY

The reviewed research papers mentioned below
shows the progression of machine learning
applications across different domains:

- Banknote Authentication: ML algorithms such
as SVM and Decision Trees achieved high
accuracy, but the limitations of the dataset
affected performance.

- Credit Scoring: Performance varied with
different datasets, with Random Forest and
AdaBoost performing well in specific regions.

- Weather Classification: CART and XGBoost
performed very well in classification, but some
of the models overfit.

- GUI Automation: Tools like ReTest and DRL
improved testing efficiency and coverage.

Paper| Year [Findings Limitations

1 2021 KNN  and Dataset limited

Decision Trees to

attained 1372 examples;
100% accuracy. |Lacked real-world
complexity.
2 2020 |Random Forest  [Performance
and heavily
AdaBoostDataset -
performed the best|dependent.
for
credit
scoring in Taiwan
and Japan.
3 2020 [XGBoost and Overfitting

CART performed [observed;

the best Deep learning was
for weather computationally
classification expensive.

tasks.

4 2017 [SVM attained the |Precision varied
highest accuracy |with

for -diabetes- dataset size.
classification.
5 2015 [Random Forest  |Performance
attained 99.63% varied
accuracy for with datasets;
banknote neural networks
authentication. were
computationally
intensive.

6 2019 [Random Forest |KNN was
obtained 99.63% |computationally
accuracy for expensive with
banknote large datasets.
authentication.
Summary of Key Studies (1-6)

Further research has been done into machine
learning applications in healthcare, GUI testing, and
GSM detection:

- Healthcare  Applications: ML  improved
diagnostics but suffered from bias and lack of
privacy.

- GSM Detection: Bayesian compressive sensing
reduced complexity while keeping
performance.

- Event-Based Testing: Event-flow graphs
improved GUI test coverage, addressing
untested sequences.

These results underscore the important requirement

for robust methodologies, scalable tools, and diverse

datasets in ML applications.

Paper| Year [Findings

7 2018|Naive Bayes  [Performance varied

obtained high with other datasets

accuracy in breast jor feature sets.
cancer detection.

Limitations

8 2018 |Logistic
Regression with

Performance was
dependent on

CFSSubsetEval  jttribute selection
performed methods.
best for credit
approval.
9 2018 |Voting model Performance

(GB,  ANN, \varied
KNN) obtained thewith feature
highest  lengineering
F- and
measure score for |parameters.
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Titanic survival
prediction.

10 [2024|Random Forest  |Logistic Regression
obtained the struggled with
highest accuracy [class imbalance.
(68.58%) for
water quality
prediction.
11 |2024|CatBoost Limited to dataset
obtained R2=0.966 |parameters.

for
concrete strength
prediction.
12 |2020|DRL got 6x
exploration
efficiency

for GUI
testing.
Summary of Key Studies (7-12)

Performance varied
with GUI design.

The reviewed research also showed innovative

methodologies for testing and diagnostics:

- ReTest Tool: Improved human-like GUI test
generation by using machine learning.

- Bayesian Sensing: Low Complexity GSM
detection, thus scalable.

These insights pave the way for the development of

advanced, adaptable ML-GUI systems that address

real-world  challenges in  scalability and

performance.

Paper | Year |Findings Limitations

13 2021 [Event-flow Scalability issues

graphs improve with

GUI test coverage. (complex GUIs.

14 2018 ML integrationin  |Dependent on

ReTest improves  [existing

GUI test quality.  training data for

effectiveness.

Challenges with

15 2017 ML enhances

diagnostics anddataset size and
prognostics inbias.
healthcare.

16 2016 [Bayesian Requires
compressive sensing validati
reduces GSM on

detection for real-world
complexity. cases.

Summary of Key Studies (13-16)
1. METHODOLOGY

This chapter explains how the methodology of

developing an ML GUI system works. This method
combines  state-of-the-art ~ machine  learning
techniques with interface design scalable and
friendly to users so that deployment in the system
can be achieved to make it accessible. This
methodology puts much emphasis on modularity,
optimization of models, and intuitive experience
while using the system.

A. Technologies Used

1) Machine Learning Algorithms - Classification

Models: Some of the used are SVM, MLP, DT.
They apply to such different tasks as user
behavior analysis, data categorization and
predictive modeling. In that sense, these datasets
have been utilized in the context of training,
and validation, with proper relevant datasets,
for specific applications such as credit scoring
and bankruptcy prediction. - Deep Learning
Models: Neural networks such as MLPs and
pre-trained transformers like BERT are used
when tasks require high-dimensional data
analysis such as NLP or the generation of real-
time feedback. - Ensemble Methods: AdaBoost
and LogitBoost are two examples of ensemble
methods used for improving the accuracy of the
predictions by combining multiple outputs of
weak classifiers.
Graphical User Interface Development Tools -
Frame- works: Tkinter, PyQt, or web-based
frameworks like React.js can be used to design
dynamic and interactive user interfaces.
Visualization Libraries: The integration of
Matplotlib for real- time visual feedback and
insights to the users.

2) Database Systems - For future SQL-based
systems, like MySQL and PostgreSQL, can be
utilized in  combination with  NoSQL
alternatives, which support storage of both
structured and unstructured data as needed. For
scalable data management, applications can use
AWS, Google Cloud, and Microsoft Azure,
with capabilities for real-time collaboration as
required.

3) Evaluation Mechanisms - Accuracy: Overall
correctness is the ratio of correct predictions to
total predictions (TP + TN). Precision High
precision means a low number of false
positives. Recall or Sensitivity If most of the
positive cases were found, then there is high
recall. F1-Score: The harmonic mean of
precision and recall. High F1 indicates that
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there is balanced precision and recall.
Development Tools and Version Control Visual
Studio Code has been used to develop and test
Python-based scripts. - Version Control: The
use of Git and GitHub for collaborative
development and version management.

Proposed Model

The ML GUI system is an integration of machine
learning algorithms, user-friendly interface, and
robust backend support for seamless functionality.
The architecture consists of:

1)

2)

3)

1)

2)

Core ML Component: - It contains data pre-
processing, training, and making inferences. It
uses ensemble techniques with deep learning
for improved accuracy.

User Interaction Layer: - It has a GUI that
provides user- friendly navigation, interactive
visualization in real-time, and feedback
mechanism. It includes components like form-
based input, drag-drop functionality, and model
output displays.

Backend Management: - Scalable backend can
support any type of database operations, API
calls, and hosting ML models. Cloud services
ensure high availability and reliability

Working of the Model

System Initialization and Configuration: - User
Authentication (optional): The system begins
with a secure login page that uses ML-based
anomaly detection for the potential detection of
security risks. Model Selection: Users can
choose preloaded models or workflows that
meet their project needs.

Data Input and Preprocessing:

Data Collection: Users upload datasets through
a GUI that supports multiple formats such as
CSV, Excel.

Preprocessing: The system takes care of
cleaning, normalization, and feature
engineering of data and provides a preview of
processed data to the user.

A table is available to describe the attributes in use
within the ML-GUI system, including the names,
data types, and their roles.

Variance, Skewness, Curtosis, and Entropy: These
capture the key statistical features that should form
the foundation of proper classification. Class: This
is the target variable that simply lets a note know
whether it's legitimate or not, creating a ground truth
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for the model to train on and test.
TABLE | ATTRIBUTES DESCRIPTION

IAttribute Value
Name

Description
Type

SkewnessiContinuous|To assess the asymmetry.

\Variance [Continuous|To evaluate the variation of

each pixel relative to its
neighboring pixels and
categorize them into distinct
regions.

Entropy |Continuous(To quantify the amount of

information that
needs to be encoded by a
compression algorithm.

Curtosis |Continuous|To determine

if the data
heavy-tailed  or]
behavior|
normal

exhibits
light-tailed
compared to a
distribution.

Class

Integer It comprises two values: 0 to
represent a genuine note and

1 to represent a fake note.

3)

4)

Model Execution and Visualization: - Model
Training: The chosen algorithm will be trained
on the given input dataset, and all the
performance metrics will be displayed in real-
time. Result Visualization: The given input
dataset will be trained upon the chosen
algorithm, and performance metrics such as
precision, accuracy, recall, and F1-score will be
computed and displayed in real time.

The chosen algorithm will be trained on the
given input dataset, and all the performance
metrics will be displayed in real-time. Result
Visualization: The given input dataset will be
trained upon the chosen algorithm, and
performance metrics such as precision,
accuracy, recall, and F1-score will be computed
and displayed in real time.

TABLE Il CONFUSION MATRIX

5)

6)

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY

IActual Value Predicted Value
Positive Negative
Positive | False Negative | True positive
Negative | True Negative | False Positive

Model Evaluation: Precision, accuracy, recall,
and F1- score can be used to measure the
performance of the model. Graphical Results: A
confusion matrix and feature importance plot
will also be presented to help the reader better
understand what the model is predicting.

Feature Optimization: Hyperparameter Tuning:
The GUI allows for hyperparameter tuning with
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options to optimize model performance using
techniques such as grid search or random
search. Feature Selection Tools: Users can fine-
tune the input features to enhance the efficiency
of the model and reduce overfitting.

D. Implementation Flow

FLOW OF EXECUTION: ML-GUI-USING-

PYQT5

1. Start the Application

- Launch GUI: The user initiates the PyQt5-based
graphical interface.

1) Welcome Screen: The GUI shows an
introductory or main menu screen with options for
different functionalities.
2. Dataset Input
- Upload Dataset:
— Users select and upload datasets through
the GUI.
— Supports format include CSV, JSON or
Excel
A summary table is available below to outline the
dataset with key attributes such as Variance,
Skewness, Curtosis, Entropy, and target "Class.”
Each row represents a data point; values represent
statistical attributes of the data helpful to train the
model and perform classification. This summary
shall give an overview of the dataset in building and
evaluation of the machine learning model.
TABLE IIl DATASET SUMMARY TABLE
Variance | Skewness | Curtosis | Entropy | Class
3.621 8.666 -2.807 | -04469 | O
4.545 8.167 -2.458 | -1.462
3.866 -2.638 1.924 | 0.1064
3.456 9.522 -4.011 | -3.594
0.329 -4.455 4571 | -0.988
4.368 9.671 -3.960 | -3.162
3.501 3.012 0.728 | 0.5642
2.092 -6.81 8.463 | -0.6021
3.203 5758 | -0.7534 | -0.6125
1.535 9.177 -2.271 | -0.7353

O|O0O|O|O|O|Oo|O| oo

3. Data Preprocessing
- Data Cleaning:
— Deal with missing values (for example
imputation or deletion).
— Remove duplicates (if there are any)
- Feature Scaling:
- Normalize and standardize numerical
attributes.
- Feature Selection:

— Select and choose specific features for the
application of machine learning.
- Visual Preview:
—  Preview the preprocessed data set.
4.  Model Selection
- Algorithm Selection:
— The user will select a given machine
learning algorithm from this list:

* Decision Tree

* Support Vector Machine (SVM)
%

5

Multilayer Perceptron (MLP)
Model Training
- Run Training:

* The chosen algorithm is trained on the training
dataset.
—  Progress Updates:

* Real-time updates or a progress bar is displayed
during training.

6. Model Evaluation

— Metrics Calculation:

* Accuracy serves as a measure to estimate the
total correctness of the model. It is defined as the
number of correct predictions class that includes the
sum of the true positives and true negatives divided
by the total number of predictions class. Equation
(4) calculates using TP, where TP = true positive,
similarly TN=true negative, FP= false positive and
FN= false negative.

7. Visualization and Results Interpretation —
Interactive Plots:

* Users can interact with graphs and plots (zooming,
etc. highlighting important metrics).
— Export Options:

* Results can be exported as images or reports for
further analysis.

A table is available to reflect the performance of
various types of machine learning techniques and
algorithms, which include the following: K-NN,
SVM, Decision Tree (DT), and MLP. Key metrics
such as accuracy, precision, recall, and R?, are
emphasized on each respective technique.
Comparison allows to clearly evaluate which model
fares better under given conditions but particularly
the ones that exhibit the best models for one metric
over the other.

Accuracy = TP + TN (@)

TP+FP+ TN +FN
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* Precision is the measure of how accurately a
model can make good predictions when we fit
different models. In equation (5), we are dividing
the total number of positive predictions class by
the sum of true positive and false
Precision = TP

TP+ FP 2

* As per the following, Recall, in equation (6), is
defined as the ratio of true positives (TP) to the sum
of true positives and false negatives (FN) in the
model. Recall captures all actual positive classes in
the model and is also known as sensitivity. The
higher the value of recall, the better it indicates that
the model was successful in identifying most positive
cases.

TP
Recall = 3)

TP + FN

* The F1 score gives the model performance as a
combination of precision and recall statistics. From
TABLE V: Performance Measure of ML Techniques

the following in equation (7), it uses the harmonic
mean of precision, as defined in equation (6). The F1
score always lies in the range of 0 to 1. It is inferred
that if there is a poor fitting precision and recall, then
lower F1 values will represent it. Further, for a
higher value of F1 scores, it proves that model
performance is excellent in comparison with other
models.
2 X Precision X Recall

Fl-score = .
Precision + Recall @

* The trained model is evaluated on the test dataset.

+ Performance metrics like accuracy, precision,

recall, F1- score, and confusion matrix are

computed.

—  Visual Feedback:

* Results are shown graphically:

»  Confusion Matrix

» Feature Importance (if supported by the
algorithm)

positive predictions class. False positive predictions

will be very rare when precision is very high.

Classification K-NN SVM DT MLP
NoP All & Top 5 All & Top 5 All & Top 5 52&72
Accuracy 94.4 & 90.6 93.9 & 92.7 100* & 96.9 90.9 & 97.7
Precision 100% 97.21% 100% 99.2%
Recall 95.11% 96.67% 97.22% 97.85%
7.R2Close ApplidczBtion 0.7 1.0 0.8
— Exit GUI: learning capabilities for complex non-linear

* Users close the application, and all temporary files
or logs are cleaned up.

The Methodology describes an intuitively designed
ML GUI system structured to combine modular
design with advanced model optimization along
with user-centric interface design.

IV. CONCLUSION

This step of incorporating machine learning
techniques into the proposed GUI framework is a
significant advancement toward making ML tools
accessible and effective for various applications.
This way, the system, which could be based on
models including SVM, MLP, and Decision Tree,
would provide good versatility and accuracy,
coupled with simplicity in its interaction for end-
users.

The comparative study of these models brings out
their strengths in different contexts. SVM is
excellent in handling high-dimensional datasets with
small sample sizes, whereas MLP uses deep

relationships. Decision Tree, with its interpretable
structure, provides a straightforward approach to
classification tasks. This strategic selection of models
caters to a wide array of predictive analytics use cases
within the GUI

The user-friendly interface has integrated real-time
visualization tools and model feedback mechanisms,
which allow users to interact intuitively with the
underlying ML processes. Besides, the system has
robust evaluation methods and is scalable with
modular design and backend cloud integration.
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