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Abstract—Metadata plays a crucial role in digital
forensics, cybersecurity, and data integrity verification,
as it contains essential file properties such as timestamps,
author details, and embedded information However,
metadata can be manipulated, hidden, or altered, posing
security risks in data authenticity and forensic
investigation. The primary challenge in metadata
analysis lies in detecting anomalies and inconsistencies
caused by unauthorized modifications. Traditional rule-
based approaches often generate false positives, making
it difficult to differentiate between legitimate and
suspicious metadata alteration. To address this, we
developed Meta Data Analyzer (MDA), a MERN stack-
based web application that allows users to upload files,
extract metadata, and detect anomalies using machine
learning algorithms. Our system integrates One-Class
SVM and Isolation Forest models to enhance detection
accuracy. These models are particularly well-suited for
unsupervised anomaly detection in high-dimensional
data, such as file metadata, where labeled examples of
tampered files are scarce. Findings from our
implementation show that ML-based anomaly detection
significantly reduces false positives and improves file
integrity verification. The system also provides a user-
friendly interface for real-time metadata analysis,
making it a valuable tool for forensic experts and security
analysts. Future enhancements include deep learning-
based anomaly detection and real-time monitoring for
enterprise-level security applications, which would
further improve the scalability and robustness of the
system.

Index Terms—MERN | UI | API | JSON | DF | PST | EXIF
| CSV | PDF | SQL

I. INTRODUCTION

Metadata, the underlying descriptive data embedded
within digital files, plays a critical role in digital
forensics, cybersecurity, and data authenticity [1]. It
provides key details such as timestamps, author
information, and modification history, which are
essential for forensic investigations and compliance
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with security policies. However, metadata can also be
manipulated to conceal unauthorized activities,
leading to challenges in file integrity verification and
anomaly detection [2]. Addressing these concerns
requires efficient metadata extraction and validation
mechanisms to detect inconsistencies and prevent data
tampering.

The significance of metadata analysis lies in its ability
to identify hidden risks and prevent cyber threats [3].
Altered metadata can be used in fraudulent activities,
digital forgeries, and cybercrimes, making its
detection vital for law enforcement agencies, security
analysts, and forensic experts. Traditional rule-based
techniques struggle to differentiate between legitimate
modifications and potential anomalies, resulting in
false positives that hinder effective decision-making.
This highlights the need for machine learning-driven
approaches to enhance accuracy and reliability [4].

For this study, we employed a MERN stack-based web
application as our implementation framework. The
system integrates machine learning models for
anomaly detection and visualization, offering an
interactive and scalable solution [5]. Moreover,
metadata  analysis  supports  chain-of-custody
verification, which is fundamental in forensic
reporting. Automated systems improve efficiency
while minimizing human error during evidence
processing. Real-time metadata monitoring can help
detect and respond to security breaches swiftly.
Scalable metadata analysis platforms are becoming
crucial due to the exponential growth in digital data.
Future research may focus on Al-driven adaptive
systems for proactive metadata anomaly detection.
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II. LITERATURE REVIEW

Garfinkel et al. [6] examined the evolution of digital
forensic techniques, emphasizing the increasing role
of metadata in investigations. Their study
demonstrated how advanced forensic tools leverage
metadata for tracing cybercrime activities, ensuring
secure digital evidence collection. They proposed an
Al-assisted forensic framework to enhance metadata
integrity verification and anomaly detection.

Chen et al. [7] explored the use of machine learning
models for anomaly detection in metadata logs. Their
research introduced a hybrid ML approach combining
supervised and unsupervised learning to identify
metadata inconsistencies in network storage and file
systems. The findings highlighted that ML-based
detection methods reduce false positives compared to
rule-based approaches, improving cybersecurity
monitoring.

Xiang et al. [8] proposed a blockchain-based metadata
verification framework, ensuring tamper-proof storage
and authentication of digital records. Their system
utilized a decentralized ledger to track metadata
modifications, preventing unauthorized alterations.
The study demonstrated how blockchain enhances
metadata integrity, particularly in digital forensics and
secure cloud environments.

Liao et al. [9] introduced a deep learning-driven
anomaly detection system for metadata security,
utilizing convolutional neural networks (CNNs) and
recurrent neural networks (RNNs). Their experiments
on large datasets proved that deep learning models
outperform traditional rule-based systems in detecting
subtle anomalies within file metadata structures,
enhancing cyber defense mechanisms.

Wright et al. [10] proposed a graph-based metadata
anomaly detection system, leveraging network graph
models to analyze hidden relationships within
metadata logs. Their study demonstrated that graph-
based detection techniques improve cybersecurity
event monitoring, enabling real-time identification of
suspicious activities across distributed systems and
enterprise networks.

Kim et al. [11] analyzed cloud storage metadata
vulnerabilities, showing how unauthorized access to
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metadata can lead to data leaks and privacy breaches.
They introduced a metadata encryption framework,
ensuring that sensitive metadata attributes remain
protected from external threats. However, the study
also highlighted performance overhead challenges
associated with encryption-based security
mechanisms.

Harvey et al. [12] explored forensic applications of
metadata  analysis in  detecting timestamp
manipulations and file access anomalies. Their
findings demonstrated how advanced metadata
verification tools could identify discrepancies in
access logs, ensuring better cybercrime investigation
accuracy. The study also emphasized the need for Al-
powered forensic techniques to automate metadata
validation.

III. PROPOSED METHODOLOGY

This proposed model is designed to implement a web-
based software system for metadata analysis using the
MERN (MongoDB, Express.js, React.js, and Node.js)
technology stack [13]. The core objective of this
project is to analyze, extract, and classify metadata
from various file types such as documents, images,
and PDFs [14]. The system integrates both frontend
and backend components to provide an interactive,
real-time metadata inspection and reporting tool. The
overall architecture of the Metadata Analyzer adheres
to the MERN stack structure, where the frontend is
developed using React.js for a dynamic user interface,
the backend utilizes Node.js and Express.js to handle
logic and API requests, and MongoDB serves as the
database for storing extracted metadata [15].
Middleware components are responsible for managing
file uploads and initiating metadata extraction [16].

The flow of operations begins when a user uploads a
file through the React.js interface. This request is
transmitted to the backend via RESTful APIs, where
the file is processed and its metadata is extracted using
tools like ExifTool or custom parsers [4]. The resulting
metadata is stored in the MongoDB database and
subsequently retrieved to be displayed in an organized
format on the frontend, offering users a seamless and
efficient experience.
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The frontend of the Meta Data Analyzer is developed
using React.js, offering a dynamic and responsive
interface that enhances user interaction. It features an
intuitive file upload component with drag-and-drop
functionality, accompanied by a progress bar that
visualizes the upload status. Once a file is uploaded,
metadata is displayed in an organized manner through
tabbed views, allowing users to explore attributes such
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as timestamps, geolocation, and author details with
ease. The interface also supports real-time search and
filtering, enabling users to quickly locate and sort
specific metadata fields based on type or category.
Additionally, users can generate and download
comprehensive metadata reports in formats such as
JSON or CSV, further aiding in data analysis and
forensic documentation.
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Fig: 3.2 Flow chart

The backend is powered by Node.js and Express.js,
responsible for managing the application’s core
business logic and API services. It uses Multer
middleware for secure and efficient file uploads, with
validation mechanisms in place to prevent the
handling of malicious content. Metadata extraction is
conducted using robust libraries such as ExifTool and
Mongoose, supporting a wide range of file formats
including images, documents, and email files. The
backend provides structured API endpoints for
uploading files, retrieving metadata by file ID, and
generating downloadable reports, ensuring seamless
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communication between frontend and backend
modules. The application relies on MongoDB as its
primary database for storing both metadata and user-
related information. The database schema consists of
a Users collection, which holds fields like username,
hashed password, and user role (admin or regular
user), and a Files collection, which maintains a unique
file ID, the original file name, extracted metadata, and
an upload timestamp. To optimize performance,
particularly for metadata retrieval operations, the file
ID is indexed. User interface design focuses on
simplicity, accessibility, and ease of use. A dashboard
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presents a clear overview of uploaded files and their
associated metadata. Visual cues such as color-coded
indicators are used to enhance metadata interpretation,
and the interface is designed to be mobile-responsive,
ensuring accessibility across devices ranging from
desktops to smartphones. In terms of deployment, the
system is structured for scalability and security. It is
containerized using Docker, allowing consistent
deployment across various environments. Cloud
hosting is supported on platforms such as AWS, Azure,
and Heroku, providing flexible and reliable
infrastructure. For handling increased traffic and
ensuring high availability, NGINX is integrated for
load balancing, enabling efficient distribution of
requests and optimal system performance.

Problem Statement

Metadata plays a crucial role in file integrity
verification. However, manipulation of metadata is a
common tactic in cybercrime, fraud, and digital
forensics evasion. The Meta Data Analyzer aims to
detect suspicious metadata alterations using automated
analysis techniques.Secure encryption and decryption
using state-of-the-art cryptographic methods.
Objectives

The primary objective of this research was to develop
a system capable of extracting and visualizing
metadata from various file types, including images,

PDFs, and documents. Metadata served as an essential
component in understanding file properties, such as
creation dates, modification timestamps, file types,
and embedded attributes. The system was designed to
support multiple file formats, ensuring flexibility and
wide applicability. By accurately retrieving metadata
details, the system enabled users to gain insights into
file characteristics and assess their integrity
effectively. Another crucial objective was the
implementation of anomaly detection models to
identify irregular metadata attributes. The system
employed machine learning algorithms to analyze
metadata patterns and detect inconsistencies that could
indicate file tampering, corruption, or security risks.
Various anomaly detection techniques were explored
to enhance accuracy and minimize false positives. The
integration of these models allowed for automated
identification of wunusual metadata attributes,
improving the reliability of metadata analysis and
strengthening security measures.

Research Approach

The research follows a quantitative approach, relying
on structured datasets of metadata attributes collected
from sample files. We apply statistical methods,
machine learning models, and visualization techniques
to draw conclusions from the metadata patterns.
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Data Collection:

Data collection involved gathering metadata from a
wide range of file formats to ensure comprehensive
analysis and anomaly detection. The system was
designed to extract metadata from text-based files,
including .txt, .docx, and .pdf formats. These files
contained essential attributes such as document
creation dates, modification timestamps, author
details, and embedded metadata, which were crucial
for forensic investigations and data integrity
verification. The extracted metadata provided insights
into the document's history and potential alterations
over time. Additionally, metadata from image files
such as .jpg, .png, .bmp, and .tiff was collected. These
file types contained Exchangeable Image File Format
(EXIF) data, including camera model, geolocation,
resolution, and timestamp information. The system
retrieved and analyzed these attributes to detect
inconsistencies that could indicate digital tampering or
metadata manipulation. This was particularly useful in
verifying the authenticity of multimedia content and
preventing misinformation. The system also collected
metadata from audio and video files, including .mp3,
.mp4, .wav, and .avi formats. These file types
contained embedded metadata such as codec details,
duration, bitrate, and file origin. By analyzing these
attributes, the system identified any anomalies that
might indicate unauthorized modifications or
corruption during file transfer. The inclusion of
multimedia metadata analysis allowed for broader
applications in digital forensics and media
verification.

Metadata Extraction Techniques:

Python libraries were used for metadata extraction.
The os and pathlib modules fetched basic file
attributes like size, name, and timestamps. Image
metadata, including EXIF data such as camera settings
and geolocation, was extracted using Pillow (PIL) and
OpenCV. Document metadata, such as author and
modification date, was retrieved with PyPDF2 and
pdfminer. Audio metadata, including bitrate and artist
information, was extracted using Mutagen. All
collected metadata was stored in structured CSV or
JSON formats for further analysis.

Data Preprocessing:

To ensure accurate metadata analysis, preprocessing
was performed. Missing values were handled by
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filling gaps with default timestamps. Date-time
formats were standardized to maintain consistency
across different file types. Duplicate metadata entries
were removed to eliminate redundancy and improve
analysis efficiency.

Metadata Anomaly Classification:

Anomalies were classified into three types. Time-
based anomalies involved manipulated file
timestamps, making modifications appear earlier or
later than the actual change. Content-based anomalies
occurred when metadata fields were missing or
inconsistent with the file content. Access-based
anomalies were detected when unauthorized access
attempts altered metadata. Each metadata sample was
labeled using supervised learning to train an anomaly
detection model.

Architecture Design:

The system architecture comprised four main layers.
The User Interface Layer provided a frontend interface
built with React for file selection and metadata
visualization. The Processing Layer handled metadata
extraction and preprocessing to ensure data
consistency. The Analysis Layer utilized machine
learning models to detect anomalies in metadata
attributes. Finally, the Visualization & Reporting
Layer presented metadata insights and anomaly
detection results to users in an interactive format.
System Workflow:

The system workflow consisted of several key
operations. First, the user uploaded a file through the
React-based interface and selected an encryption or
signature technique from a dropdown menu. Next, the
system extracted metadata using appropriate Node.js
libraries and verified if the stored signature matched
the computed hash. Preprocessing functions then
standardized metadata attributes to ensure consistency.
Machine learning models analyzed the extracted
metadata for anomalies, identifying any irregularities.
Finally, the results were visualized through interactive
graphs, highlighting flagged issues for user review.
The models were trained and tested using metadata
datasets obtained from both legitimate and tampered
files.
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Machine Learning Model for Anomaly Detection:

A hybrid anomaly detection approach was
implemented to enhance the accuracy of identifying
metadata  irregularities. Unsupervised learning
techniques, such as Isolation Forest and One-Class
SVM, were employed to detect outliers without
requiring labeled data. Supervised learning models,
including Random Forest and Decision Trees, were
used to classify metadata anomalies based on pre-
labeled training data. Additionally, deep learning
methods, such as Autoencoders and LSTMs, were
incorporated to recognize subtle deviations in
metadata patterns, improving the system’s ability to
detect complex anomalies.

Visualization & Reporting:

Metadata insights were presented using an interactive
dashboard within the MERN-based system. Graphs
were generated using libraries such as Chart.js and
D3.js to provide a visual representation of metadata
attributes. The user interface displayed essential file
details, including name, type, size, and timestamps.
Additionally, graphical representations of metadata
fields allowed users to analyze patterns and detect
anomalies more effectively. Anomaly detection alerts
and classification results were highlighted to help
users identify irregular metadata attributes, ensuring
efficient.

IV. FINDINGS

The Meta Data Analyzer project presents an
innovative approach to metadata extraction, anomaly
detection, and visualization using Python Tkinter and
machine learning techniques. Through extensive
analysis, this study identifies metadata inconsistencies
and ensures data integrity across diverse file formats.
This section provides interpretations of the results, a
comparative analysis with previous studies, and an
overview of the final findings.

Interpretations

The extracted metadata served as the foundation for
anomaly detection, uncovering hidden patterns,
inconsistencies, and potential manipulations. Different
file formats stored metadata in unique structures, with
images such as JPEG, PNG, and TIFF containing
EXIF data, while documents like PDFs and DOCX
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files stored information related to authors,
modification timestamps, and access history. This
variability in metadata structures highlighted the need
for a flexible extraction and analysis approach. Files
modified using external editors often exhibited
inconsistencies  between  their creation and
modification timestamps. Such discrepancies were
frequently detected in manually edited images and
altered PDF documents, reinforcing the concern that
metadata tampering is a significant issue. The analysis
further demonstrated that timestamp anomalies were
among the most common irregularities observed
across different file types. The anomaly detection
models showed varying degrees of accuracy.
Supervised learning models such as Random Forest
and Decision Trees achieved high accuracy rates of
85-95% in detecting anomalies, making them reliable
for metadata-based anomaly detection. Unsupervised
methods like Isolation Forest and One-Class SVM
effectively identified unknown anomalies but required
extensive fine-tuning to minimize false positives. This
balance between supervised and unsupervised
approaches ensured comprehensive anomaly detection
while improving detection reliability.

The Tkinter-based GUI played a crucial role in
presenting metadata in an intuitive manner, allowing
users to easily identify irregularities. Graph-based
visualizations, including histograms and scatter plots,
provided clear insights into normal versus abnormal
metadata distributions. These visualizations enabled
better decision-making by helping users distinguish
between genuine metadata variations and potential
tampering attempts. This study introduced several key
improvements over previous research. Unlike earlier
works by Smith et al. (2018) and Kim et al. (2019),
which focused primarily on images and PDFs, this
approach expanded metadata analysis to audio and
video files, enhancing the system’s applicability.
Additionally, prior studies primarily relied on rule-
based detection, whereas this research integrated
machine learning algorithms, significantly improving
anomaly detection accuracy. Moreover, while most
research focused on backend analysis, this study
introduced a real-time, user-friendly Tkinter-based
GUI, making metadata visualization and anomaly
detection accessible to non-technical users.
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V. RESULTS

The final results demonstrated the effectiveness of
metadata analysis and anomaly detection using Python
and Tkinter. The system successfully extracted
metadata, identified anomalies, and visualized
findings in a user-friendly interface. The accuracy of
file metadata extraction was evaluated by measuring
encryption, decryption, and verification times across
different file sizes and algorithms, ensuring the
system's reliability in handling various metadata
attributes. The primary objective of this research was
to develop a comprehensive metadata analysis system
using a full-stack MERN framework. The study
focused on efficient metadata parsing for diverse file
formats, including images, PDFs, audio, and video
files. Additionally, machine learning-based anomaly
detection was implemented to identify inconsistencies

IJIRT 178307

in metadata attributes, while real-time metadata
comparison and visualization were integrated into the
frontend to enhance user accessibility and decision-
making. The research adopted a hybrid approach to
achieve these objectives. Systematic metadata
extraction was carried out using Node.js-based parsing
techniques, leveraging relevant NPM packages for
handling different file formats. Machine learning
models, including Random Forest and Logistic
Regression, were employed to detect anomalies and
classify irregularities in metadata. To ensure optimal
performance, various backend optimizations were
implemented, such as enhancing MongoDB indexing,
incorporating API caching with Redis, and utilizing
asynchronous processing. These improvements
contributed to the system's efficiency in handling
metadata analysis and anomaly detection tasks at
scale.
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VI. CONCLUSION

This research successfully implemented a MERN-
based metadata analysis system with anomaly
detection, allowing users to upload files and efficiently
extract metadata. By leveraging MongoDB,
Express.js, React.js, and Node.js, the system processes
and visualizes metadata while identifying anomalies to
enhance security and data integrity. The combination
of machine learningbased anomaly detection and real-
time visualization ensures accurate metadata insights,
making the system highly effective for various
applications. The findings of this research hold
significant implications across multiple domains.
Metadata analysis plays a crucial role in data security
and compliance by detecting anomalies that may
indicate security threats, unauthorized modifications,
or corruption, thus improving adherence to regulations
such as GDPR and HIPAA. Traditional methods often
struggle with largescale metadata extraction, but the
integration of NoSQL MongoDB in our system
enhances speed and scalability, making it suitable for
handling extensive datasets efficiently. Unlike
standalone software, this web-based metadata analysis
tool allows users to access metadata insights from any
device, improving usability across industries such as
forensics, cybersecurity, and  digital  asset
management. Furthermore, the MERN stack ensures
seamless integration with modern cloud environments,
supporting realtime processing and enabling
scalability to adapt to future technological
advancements. This study provides a foundation for
further enhancements, including Al-powered anomaly
detection to improve accuracy and efficiency. Future
research will focus on real-time metadata tracking for
streaming and live data sources, expanding the
application scope in cybersecurity and cloud data
monitoring.
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