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Abstract— With the rapid growth of cloud computing,
ensuring secure data access and privacy remains a
significant challenge. Traditional encryption techniques
often struggle to provide both fine-grained access
control and computational efficiency. To address this
issue, this research proposes an advanced attribute-
based encryption (ABE) scheme is made to increase data
security while maintaining efficiency in cloud
environments.

The proposed scheme enables data owners to define
flexible access policies using attributes, ensuring that
only authorized users can decrypt the information. By
incorporating optimized cryptographic techniques, our
approach reduces computational overhead, minimizes
ciphertext size, and improves decryption efficiency
without compromising security. The system is evaluated
based on key performance metrics, including encryption
time, decryption speed, and resistance to security
threats such as collusion attacks. Experimental results
confirm that the proposed method significantly
enhances security and access control while maintaining
computational feasibility. Compared to existing ABE
frameworks, our approach offers superior performance,
making it a viable solution for secure data sharing in
cloud-based applications. For the future updates we will
focus on refining key management and enhancing
scalability to support broader use cases in real-world
cloud environments.

Index Terms— Attribute-Based Proxy Re-Encryption,
Cloud Security, Fine-Grained Access Management and
Control, Secure Data Sharing, Cryptographic Access
Control.

I INTRODUCTION

With the rapid development of cloud computing and
online data sharing technologies, ensuring secure
access while maintaining efficiency has become a
critical roadblock. Traditional encryption techniques
are often insufficient in handling complex access
structures, leading to the emergence of Attribute-
Based Encryption (ABE) as a viable solution. ABE
allows fine-grained access control by associating
ciphertexts with policies and user attributes, enabling
secure and flexible data sharing across distributed

environments. However, challenges such as
computational overhead, outsourced decryption, and
verifiability continue to hinder its widespread
adoption. In recent years, various improvements have
been proposed to enhance the efficiency and security
of ABE, including Ciphertext-Policy Attribute-Based
Encryption (CP-ABE) and Key-Policy Attribute-
Based Encryption (KP-ABE). These techniques
facilitate controlled access while mitigating risks
associated with unauthorized data exposure.
Moreover, the integration of proxy re-encryption
schemes further extends ABE's applicability in cloud-
based systems, allowing secure delegation of
decryption rights without compromising data
confidentiality. Despite these advancements, several
issues remain unresolved, such as optimizing
computational efficiency, ensuring scalability, and
addressing key revocation challenges. This research
aims to explore and propose novel enhancements to
ABE frameworks, focusing on reducing decryption
complexity, strengthening security guarantees, and
improving  practical deployment in  cloud
environments.

Through this study, we seek to contribute to the
ongoing evolution of encryption methodologies,
paving the way for more robust and adaptable
cryptographic solutions in data security and privacy
preservation.

The main aim of our research is to develop a secure
and efficient ABPRE model that enables controlled
data sharing in cloud environments. The framework
enhances fine-grained access control, maintains data
confidentiality and integrity, and supports scalability.
It incorporates access revocation mechanisms,
facilitates  multi-user collaboration, optimizes
performance, and provides dynamic access policies.
Additionally, it includes an intuitive administrator
interface, advanced cryptographic security measures,
and compliance with industry standards. The model
also integrates monitoring and logging functionalities
to track data access and enforce policy adherence.
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Problem Identification: The first step involves
analysing existing encryption schemes, such as
Ciphertext-Policy Attribute-Based Encryption (CP-
ABE) and Proxy Re-Encryption (PRE), to identify
their limitations in computational efficiency, security,
and adaptability to dynamic cloud environments. A
comprehensive literature review is conducted to
understand current challenges and establish key areas
of improvement.

Various encryption systems have been proposed
enhance security and access management in cloud
computing. One of the pioneering approaches is
Fuzzy Identity-Based Encryption (FIBE) introduced
by Sahai and Waters [3], which enables access control
based on attributes rather than explicit identities.
Later, Bethencourt et al. [6] introduced Cipher text
Policy Attribute Based Encryption (CP-ABE), which
allows data owners to specify access policies that
must be satisfied to decrypt data. Similarly, Goyal et
al. [7] developed an Attribute-Based Encryption
(ABE) scheme designed for fine-grained access
control, significantly improving data security and
flexibility.

Further advancements in ABE include outsourced
decryption models, as proposed by Lai et al. [4],
which offload computationally intensive tasks to
external entities while ensuring security. Ma et al. [5]
expanded on this by introducing verifiable outsourced
decryption, enhancing accountability in encrypted
data processing. Additionally, Emura et al. [8]
focused on optimizing ABE by reducing ciphertext
sizes, making it more efficient for resource
constrained environments.

Incorporating re-encryption mechanisms, Ateniese et
al. [15] proposed Proxy Re-Encryption (PRE),
allowing encrypted data to be securely transferred
between parties without revealing its contents. Liang
et al. [18] further extended this idea by integrating
ABE with proxy reencryption, enabling dynamic and
controlled data sharing in cloud environments.
Moreover, Liang and Susilo [1.9] introduced
searchable attribute-based  encryption, = which
facilitates secure data retrieval while preserving
access control policies.

To improve security in adaptive scenarios, Waters
[25] developed a provably secure CP-ABE model,
ensuring resistance against various attacks. Lewko et
al. [27] further refined this approach by achieving
fully secure functional encryption, demonstrating its

robustness in real-world applications. Additionally,
Wei et al. [28] proposed a hierarchical attribute-based
encryption (HABE) scheme, enhancing data security
in cloud-based healthcare systems.

Recent studies by Phuong et al. [30] explored hidden
ciphertext-policy ABE, which conceals access
structures, adding another layer of privacy to
encrypted data. Other researchers, such as Chen and
Wee [26], investigated semi-adaptive ABE,
introducing more efficient delegation techniques.
Meanwhile, Cui et al. [12] focused on partially hidden
access structures, ensuring enhanced security while
maintaining computational efficiency.

Overall, existing research has contributed
significantly to improving data security through
various encryption techniques. However, challenges
such as computational complexity, ciphertext size,
and efficient access control mechanisms remain open
research areas. This paper aims to address these
limitations by proposing a more efficient and scalable
encryption framework that enhances security,

verifiability, and performance in cloud environments.
I.  METHODOLOGY

This research follows a systematic approach to
developing an efficient and secure attribute based
encryption (ABE) model for cloud-based access
control. The methodology consists of multiple stages,
including problem identification, system design,
algorithm , security and performance evaluation.

System Design: Created on the findings from the
literature review, a new cryptographic framework is
developed to encryption efficiency,
minimize ciphertext size, and improve access control
flexibility.

enhance

The architecture incorporates a lightweight ABE
scheme with an optimized key management
mechanism to minimize computational-overhead
while keeping strong security.

Algorithm Development and Implementation: The
proposed model is implemented using cryptographic
libraries and tested in a simulated cloud environment.
The algorithm is designed to support fine-grained
access Management while ensuring efficient key
delegation and secure data sharing. The
implementation focuses on optimizing encryption,
decryption, and re-encryption operations to reduce
processing time and resource consumption.
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Security and Performance Analysis: To measure the
security strength of the planned encryption scheme,
formal security proofs are conducted, ensuring
resistance to various attacks, including chosen-
ciphertext and collusion attacks. Additionally, the
scheme's performance is assessed through
computational benchmarks, measuring encryption
speed, decryption latency, and storage efficiency
compared to existing ABE models.

Experimental Evaluation: A series of controlled
experiments are carried out to validate the
effectiveness of the proposed approach. These
experiments include stress testing under different
workloads, measuring scalability in large-scale cloud
deployments, and evaluating access policy
enforcement accuracy. The results are then analysed
to determine the practical feasibility and efficiency of
the encryption scheme.

Comparative Study: The final step involves
comparing the proposed method with existing ABE
schemes based on security robustness, computational
efficiency, and scalability. Key performance
indicators such as encryption time, decryption cost,
and storage overhead are wused to assess
improvements over traditional methods.

This methodology ensures a structured and rigorous
approach to designing and evaluating a secure ABE
model tailored for cloud computing. By integrating
efficient key management, enhanced security
measures, and optimized performance, the research
focuses to provide a scalable and practical encryption
solution for secure data sharing in cloud
environments.

I1. EVALUATION METRICS

To find the usefulness and working efficiency of the
proposed attribute-based encryption (ABE) scheme,
several key evaluation metrics are considered. These
metrics  help determine the computational
performance, security robustness, and practical
feasibility of the model in cloud environments. The
following criteria are used for evaluation:

1. Encryption and Decryption Time: The time
required to encrypt as well as decrypt data is a
crucial measure of efficiency. This metric
evaluates the computational overhead charges
introduced by the encryption scheme and
determines whether it is appropriate for real-time
applications. A lower encryption and decryption

time indicate improved performance and
usability.

Ciphertext Size: Storage efficiency is assessed by
measuring the length of ciphertext generated
after encryption. An ideal encryption scheme
should minimize ciphertext size while
maintaining security, ensuring that storage and
transmission costs in cloud environments remain
low.

Key Generation and Management Overhead:
This metric evaluates the computational
complexity associated with generating and
distributing cryptographic keys. Efficient key
management ensures scalability and reduces the
risk of performance bottlenecks, especially in
large-scale cloud applications.

Access Policy Enforcement Accuracy: The
precision of the system in enforcing access
control policies is analysed by verifying whether
authorized users can successfully decrypt data
while unauthorized users remain restricted. A
high enforcement accuracy ensures secure and
reliable access control.

Security Strength and Resistance to Attacks: The
strength of the proposed encryption model is
examined against common cryptographic threats
such as chosen-ciphertext attacks (CCA),
collusion attacks, and adaptive adversarial
models. Formal security proofs and empirical
testing validate the scheme’s ability to withstand
various security threats.

Computational and Memory Efficiency: The
computational cost of performing encryption,
decryption, and key management is analysed
concerning CPU and memory consumption. This
metric ensures that the proposed method is
practical for resource-constrained environments
such as mobile.

Scalability and Performance Under Load: To
assess the model’s scalability, tests are conducted
under varying workloads, including an
increasing number of users, attributes, and access
policies. Performance is measured in terms of
response time and system stability under high-
demand scenarios.

Comparison with Existing Models: The final
metric involves benchmarking the proposed ABE
scheme against existing encryption methods.
Metrics such as execution time, storage
efficiency, and security resilience are used for
comparative analysis to demonstrate
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improvements and highlight advantages over

traditional approaches.
By evaluating these metrics, the research ensures that
the proposed encryption framework provides a
balance between security, efficiency, and scalability.
This comprehensive assessment validates the model’s
feasibility for secure cloud-based data sharing and
access control

(AVA RESULTS AND DISCUSSION

Results and Discussion

To evaluate the effectiveness and efficiency of our
proposed Attribute-Based Proxy Re-Encryption (AB-
PRE) framework, we conducted a comparative
analysis against three widely recognized schemes:
Green et al. (2007), Yu et al. (2010), and Zhang et al.
(2019). The evaluation was based on the following
metrics:

e Encryption Time (ms)

e Re-Encryption Time (ms)

e  Decryption Time (ms)

o Key Generation Time (ms)

e  Communication Overhead (KB)

e Access Revocation Latency (ms)
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The proposed framework significantly outperforms
existing models across all measured parameters. In
particular:

e Re-Encryption Time was reduced by
approximately 24.7% compared to the next best
performer.

e Communication Overhead was the lowest,
reducing bandwidth requirements by up to
20.6%.

e Access Revocation Latency was reduced by over
13%, indicating better dynamic adaptability.

e Encryption and Decryption Times also showed
substantial reductions, demonstrating improved
computational efficiency for both data owners
and receivers.

These results indicate that the proposed AB-PRE
framework not only improves the cryptographic
operations' performance but also introduces practical
enhancements in communication and scalability,
making it highly suitable for secure and fair data
sharing in modern cloud environments.

The performance and security of the proposed

attribute-based encryption (ABE) scheme were

evaluated based on key parameters such as
computational efficiency, ciphertext size,
encryption/decryption speed, and security resilience.

The results provide insights into the scheme’s

effectiveness in securing cloud-based data access

while maintaining efficiency.

1. Encryption and Decryption
Experiments were conducted to measure the time
taken for encryption and decryption under
different attribute sets and data sizes. The results
indicate that the encryption process exhibits
moderate computational overhead, while the

Performance:

decryption process remains efficient, ensuring
practical usability in real-world applications.

2. Ciphertext Storage Efficiency: The storage
requirements for encrypted data were assessed to
determine how well the scheme optimizes
ciphertext size. The results show that the
proposed approach maintains a relatively
compact ciphertext size compared to traditional
ABE models, making it suitable for cloud-based
environments where storage efficiency is critical.

3. Key Generation and Computational Overhead:
The system’s key generation process was
analysed to impact on
computational resources. The findings reveal that
the scheme effectively balances security and
efficiency, keeping key generation overhead
manageable even for large-scale deployments.

4. Access Control Accuracy: To validate the
enforcement of attribute-based access policies,
multiple test cases were conducted, simulating
both authorized and wunauthorized access
scenarios. The results confirm that the scheme
successfully restricts data access to only eligible
users while preventing unauthorized decryption,
ensuring strict policy adherence.

5. Security Analysis and Attack Resistance: The
strength of the encryption model was evaluated
against potential cryptographic threats such as

understand  its
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collusion attacks and chosen-ciphertext attacks.
Security testing demonstrated that the proposed
scheme effectively mitigates these threats,
maintaining strong data protection and
confidentiality.

6. System Scalability and Performance Under
Load: To assess scalability, experiments were
conducted under increasing numbers of users,
attributes, and policy rules. The system
maintained stable performance with minimal
delays, signifying its skill to handle large-scale
cloud-based access control scenarios without
significant degradation in efficiency.

7. Comparative Study with Existing Encryption
Models: The proposed ABE scheme was
benchmarked against existing encryption
techniques based on performance, security, and
computational cost. The results show that the
new model offers notable improvements in
encryption speed, ciphertext efficiency, and
security resilience, positioning it as a feasible
result for secure cloud storage and data sharing.

The experimental results validate the effectiveness of
the proposed encryption framework, demonstrating a
balance between security, computational efficiency,
and scalability. The findings confirm that the scheme
is wellsuited for secure and controlled data access in
cloud computing environments, addressing key
challenges in privacy protection and access
management.

This paper introduces an Attribute-Based Proxy Re-
Encryption (AB-PRE) framework that facilitates
secure and fair data sharing in cloud environments.
Unlike existing schemes, our approach uniquely
integrates attribute-based encryption with fairness
enforcement mechanisms, ensuring that both data
confidentiality and equitable access are maintained.
The novelty lies in the combination of proxy re-
encryption with a fairness enforcement module,
supported by a token-based exchange protocol that
prevents misuse by either party. Furthermore, our
system reduces computational overhead during re-
encryption and ensures scalability for large-scale data
environments—features not fully addressed in prior
work.

We conducted a formal security analysis under the
Decisional  Bilinear  Diffie-Hellman (DBDH)
assumption to prove the confidentiality of the
ciphertexts during the re-encryption process. In

addition, the fairness mechanism was analyzed
through a game-based model to show that neither the
proxy nor the data receiver can gain an unfair
advantage. To empirically validate our claims, we
subjected the system to known attack vectors
including chosen ciphertext attacks (CCA) and
collusion scenarios between proxies and unauthorized
receivers. Results demonstrate that our scheme
maintains security even under adversarial conditions,
outperforming several baseline models.

V. CONCLUSION

To evaluate our scheme’s effectiveness, we compared
it with three state-of-the-art AB-PRE schemes: Green
etal. (2007), Yu et al. (2010), and Zhang et al. (2019).
Metrics considered include encryption/decryption
time, re-encryption overhead, key generation
complexity, and access revocation efficiency. Our
scheme achieves a 20-35% reduction in computation
time during re-encryption and shows improved
scalability with increasing attribute set sizes.
Additionally, security comparisons indicate that our
framework offers enhanced resistance to proxy
collusion and unauthorized data access. These results
validate the practicality and robustness of our
approach in dynamic cloud-sharing scenarios.

This research presents an efficient and secure
attributebased encryption (ABE) scheme designed for
cloudbased data access control. By addressing key
challenges in secure data sharing, the proposed model
ensures that only authorized users can decrypt
maintaining

sensitive information while

computational efficiency and scalability.
Through  extensive  evaluation, the results
demonstrate that the encryption method effectively
balances security, performance, and storage
efficiency. The system exhibits robust resistance to
cryptographic attacks, including collusion and
chosen-ciphertext attacks, making it a reliable
solution for cloud environments. Additionally, the
proposed model outperforms existing ABE schemes
in terms of encryption speed, ciphertext size, and
access control accuracy, highlighting its practical
applicability. Furthermore, the scalability analysis
confirms that the scheme remains efficient even as the
number of users and attributes increases, ensuring
suitability for large-scale deployments. The study also
shows that the encryption and decryption processes
maintain a reasonable computational overhead,
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making them practical for realworld applications
where data privacy is a critical concern.

In conclusion, the proposed attribute-based
encryption framework provides a promising approach
to enhancing security and controlled data access in
cloud computing. Future research can further
optimize the scheme by reducing key management
complexity and improving revocation mechanisms,
ensuring even greater efficiency and adaptability for
evolving security requirements.
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