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Abstract—With the rapid growth of cloud computing
technology and the explosion of unstructured data, cloud
storage has gained significant attention and seen
continuous improvement.  Traditionally, privacy
protection in cloud environments has relied heavily on
encryption techniques. Although various methods exist
to safeguard data in the cloud, challenges remain. In this
work, we propose a three-layer storage framework based
on fog computing, which effectively combines the
advantages of cloud storage with enhanced data privacy
protection. In our approach, the Hash-Solomon coding
algorithm is used to split data into multiple parts,
increasing security—although the loss of any single part
can impact data recovery. To address this, a bucket-
based algorithm is introduced to securely organize and
protect data, ensuring both security and efficiency.
Furthermore, leveraging computational intelligence, our
framework dynamically determines the optimal
distribution of data across the cloud, fog nodes, and local
machines. Additionally, we explore the Software as a
Service (SAAS) model, where clients deploy applications
on a hosted environment accessible over a network
without managing the underlying infrastructure—
except for some user-specific configuration options.
Popular examples of SAAS platforms include Google
Apps and Microsoft Office 365. This discussion
emphasizes the balance between leveraging cloud
advantages and ensuring data privacy.

Index Terms—cloud Computing, layer storage,
algorithm, computational intelligence

I. INTRODUCTION

The rapid advancement of cloud computing has
transformed how data is stored, managed, and
accessed, offering users flexibility and cost-effective
solutions. However, with the exponential growth of
unstructured data, ensuring robust data security and
protecting user privacy have become major concerns.
Traditional encryption methods provide a foundation,
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but evolving cyber threats demand more sophisticated
strategies. This study explores innovative approaches
to strengthen data security and privacy within cloud
environments. A three-layer storage framework
leveraging fog computing is proposed, combining
cloud, fog, and local resources to balance security,
efficiency, and accessibility. The use of Hash-
Solomon coding further enhances data protection by
intelligently partitioning data, minimizing the risk of
information  loss.  Additionally,  bucket-based
algorithms are implemented to optimize data storage
and retrieval securely. By integrating computational
intelligence, the system dynamically allocates data
across different layers based on security needs. Cloud
technologies offer significant potential for improving
data security and confidentiality, primarily through
advanced encryption techniques, identity-based
encryption, and confidential computing. These
methods address the challenges of protecting sensitive
data in cloud environments, ensuring both security and
usability. The integration of these technologies into
cloud systems can significantly enhance data
protection, mitigate risks, and maintain user trust.

Cloud computing has transformed data storage and
access by offering scalable, flexible, and cost-effective
solutions. However, with its rapid adoption, concerns
regarding data security and confidentiality have
become significant.

Encryption remains a fundamental method to
safeguard cloud data. Techniques like homomorphic
encryption allow computations on encrypted data
without decryption, enhancing security without
compromising  functionality ~ (Gentry,  2009).
Additionally, attribute-based encryption (ABE)
ensures that only users with specific attributes can
access the data (Sahai & Waters, 2005).
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Role-Based Access Control (RBAC) and Attribute-
Based Access Control (ABAC) mechanisms are
widely implemented to regulate user access. These
models ensure that data is accessed only by authorized
personnel based on roles or defined attributes (Hu,
Kuhn, & Ferraiolo, 2015).

Fragmenting and distributing data across multiple
servers (often across different locations) reduce the
risk of a complete data breach if one server is
compromised (Santos et al., 2009). Techniques like
Shamir’s ~ Secret  Sharing  further  enhance
confidentiality.

Newer architectures like fog computing propose
decentralizing storage and computation closer to data
sources, reducing latency and enhancing security
(Chiang & Zhang, 2016). By processing sensitive data
locally, exposure to the broader cloud environment is
minimized.

Blockchain offers an immutable, decentralized ledger,
enhancing trust and transparency in cloud
environments. It is particularly beneficial for
managing data access logs and authentication
processes securely (Zhang, Xue, & Liu, 2018).

Service providers like Google Apps and Microsoft
Office 365 integrate encryption, strong authentication,
and regular security audits. However, users must still
be cautious with configurations and understand shared
responsibility models (Subashini & Kavitha, 2011).

Acrtificial intelligence (Al) and machine learning (ML)
models are now applied to detect anomalies, potential
intrusions, and vulnerabilities proactively, offering an
intelligent layer of security in cloud systems (Popa et
al., 2011).

Idayat Olaide Abdulkareem et al. 2024 proposes a
hybrid encryption algorithm combining symmetric
and asymmetric encryption to enhance data security in
cloud computing, offering superior security and
acceptable performance, mitigating risks of data
breaches and unauthorized access.

Subash Sasidharan et al. 20243, enhancing data

security in cloud computing through revocable storage
and identity-based encryption significantly reduces
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unauthorized access risks, particularly in sectors with
high data privacy concerns.

Il. SCOPE & OBJECTIVE

A. Scope:

The scope of this study is to explore and
analyze various technologies, frameworks,
and strategies that enhance data security and
confidentiality within cloud environments. It
covers encryption techniques, access control
models, data fragmentation, fog computing
integration, blockchain-based solutions, and
the application of artificial intelligence in
cloud security. The research considers
different service models like SaaS, PaaS, and
laaS, and evaluates their associated risks and
mitigation approaches. Both private and
public cloud deployments are included, with
emphasis on current challenges and emerging
trends in cloud data protection.

B. Objective

e To study and evaluate existing methods for
ensuring data security and confidentiality in cloud
computing.

e To identify key threats and wvulnerabilities
associated with cloud data storage and
transmission.

e To explore advanced encryption technologies,
including homomorphic encryption and attribute-
based encryption.

e To investigate the wuse of access control
mechanisms such as RBAC and ABAC for
regulating cloud data access.

e To assess the role of fog computing and data
fragmentation in minimizing data exposure risks.

e To explore the integration of blockchain
technology for improving trust and transparency
in cloud services.
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e To examine how Al and ML can be used for real-
time threat detection and data protection in cloud
environments.

e To recommend best practices and future research
directions for enhancing security and
confidentiality in cloud computing systems.

I1l. METHODOLOGY & ALGORITHMS

EXISTING SYSTEM

Data has been segmented and stored across three
storage servers utilizing the hash-Solomon code
algorithm in the current system: a cloud server, a fog
server, and a local server.

The fact that a third party remains unaware of our data
segmentation is crucial. The Cloud server holds 80%
of the critical information, the Fog server contains
15% of the essential data, and the Local server retains
5% of the valuable information.

If a fraudster exploits any vulnerabilities within these
layers, they could either modify or erase information.
Consequently, the user risks losing that data. This
represents the most significant drawback.

PROPOSED SYSTEM

To protect and preserve the missing data, we will use
bucket system. Bucket is similar to a mirror within this
any data the user enters is saved automatically in the
bucket system. Introduced a multi-BCH code
algorithm for data comparison, with synchronized data
preserved in a bucket.

ADVANTAGES:

e In our system, we employ a bucket concept to
minimize data wastage and reduce processing
time. We use the BCH (Bose—Chaudhuri-
Hocquenghem) coding algorithm, which offers
high flexibility. BCH codes are widely used in
communication applications due to their low
redundancy and  strong  error-correcting
capabilities.

Methodology
e Problem ldentification
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Identify the major security and confidentiality risks in
cloud environments (e.g., data breaches, unauthorized
access, data loss). Review different cloud service
models (SaaS, PaaS, laaS) and their specific
vulnerabilities.

e Literature Survey

Conduct a detailed review of current techniques like
encryption, key management, access controls, and
cloud security frameworks.

Study related works on integrating fog computing,
blockchain, and computational intelligence for cloud
security.

e  Framework Design

Propose a multi-layered security framework that uses:
Encryption (e.g., AES, RSA), Data fragmentation
(Hash-Solomon Codes), Fog computing for local data
processing, Bucket-based storage allocation for
resilience

e  Algorithm Selection and Developmen

Choose a combination of Hash-Solomon Coding for
secure data fragmentation and redundancy, Implement
Access Control mechanisms using Role-Based Access
Control (RBAC) or Attribute-Based Access Control
(ABAC). Integrate computational intelligence to
optimize resource distribution among cloud, fog, and
local servers.

e Implementatio

Simulate the framework in a cloud test environment
(like AWS, Azure, or OpenStack)., Test data
encryption, distribution, and retrieval processes using
the designed system.,Use sample datasets to validate
the effectiveness in securing information.

e Evaluation

Evaluate the system on key metrics: Security Strength
Response  Time, Data Retrieval Accuracy,
Computational Overhead, Compare with traditional
cloud-only storage security.

e Result Analysis and Optimization
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Analyze experimental results. ldentify performance
bottlenecks and optimize the framework accordingly.

Algorithm (Simplified Outline)
Step 1: Input Data — Apply Hash-Solomon Coding —
Split into multiple secure parts.
Step 2: Encrypt each part individually (AES/RSA
Encryption).
Step 3: Allocate parts across Cloud, Fog, and Local
Storage based on resource availability and sensitivity
level.
Step  4: Implement Access Control Rules
(RBAC/ABAC) for each storage node.
Step 5: For data access:
Authenticate user credentials.
Retrieve encrypted parts from different storage
locations.
Decrypt and reassemble data securely.
Step 6: Continuously monitor the system for intrusion
or unauthorized access using Al anomaly detection.

IV. SYSTEM ARCHITECTURE
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Fig. 1 System Architecture

Restore lost data

V. DATA FLOW DIAGRAM

A Data Flow Diagram (DFD) is a visual tool that
shows how information moves through a system and
how it’s processed along the way. It maps out each
source of data and illustrates how different data points
interact to produce specific outputs.

To create a DFD, you first need to identify all the
external inputs and outputs. Then, you should
determine how these inputs and outputs are connected
to each other. Finally, you represent these
relationships graphically, showing how data travels
and transforms within the system.

One of the key strengths of a DFD is that it focuses on
what processes are performed rather than how they are
done. This makes it easy for both technical
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(programmers) and non-technical (business users,
analysts) audiences to understand the system's flow of
information.
In addition, a physical DFD highlights where the data
moves within the system and who is responsible for
handling or processing the data at different stages.
A physical Data Flow Diagram (DFD) illustrates
where data moves within a system and identifies
who processes it.
It allows analysts to focus on specific areas within
an organization by examining the incoming data
and observing how it changes as it exits each
process.
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Upload the Fie Cloud provider  o— Ky Genenate

Fig. 2 Data Flow Diagram

A. Modules Description
MODULE DESCRIPTION MODULES
Login

° Registration

° Storage Scheme
° Recovery Scheme
Login Module

This module enables users to access the website via
their authorized account and a valid pin. He or she
would not be permitted to log in if he or she is not a
legitimate user. The website can only be accessed and
is used by authorized individuals.

Registration Module

The user registers their account identification using
this module by giving the absolute necessities of
details. Users must only include minimum necessary
of details, such as their email address, title, contact
details, and pin, that would be used for subsequent
logins.In order for them to be able to access the
website.

Storage Module
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Users can store their files in three separate cloud
servers using this module.Cloud server, fog server,
and local server are the storage centers.We place 80%
of our information on a central server. We store 15%
of crucial information on the fog server. We hold 5%
of the details on the local computer.

Recovery Module

Users can retrieve documents from three separate
cloud server using this module. If data fits these three
volumes of information, it is preserved in the bucket
by using BCH method. The person can simply recover
data from bin if its been hacked in any of the levels.

SOFTWARE TESTING

Software testing is the process of evaluating and
verifying that a software application or system works
as intended. It ensures the software is reliable, secure,
and meets the defined requirements before it is
released to users.

The main goals of software testing are:
e To identify bugs and errors early
e To ensure the software meets user expectations

e To improve the quality and performance of the
product

e Tovalidate and verify that the software does what
it is supposed to do

Types of Software Testing

Manual Testing: Testers execute test cases manually
without using any automation tools. It's useful for
exploratory, usability, and ad-hoc testing.

Automated Testing: Test cases are executed with the
help of automation tools like Selenium, JUnit, or
TestNG. It's efficient for large projects needing
repeated testing.

Levels of Software Testing: Unit Testing: Testing
individual components or functions.
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Integration Testing: Testing the interaction between
integrated units/modules.

System Testing: Testing the complete and integrated
software application.

Acceptance Testing: Ensuring the system meets
business requirements and is ready for delivery.

Software Testing Methods

Black Box Testing: Focuses on input and output
without knowing internal code structure.

White Box Testing: Involves testing internal structures
or workings of an application.

Gray Box Testing: Combination of both black and
white box testing.

Importance of Software Testing
Quality Assurance: Ensures the final product is free of
defects and reliable.

User Satisfaction: A well-tested application provides a
better user experience.

Cost-Effective: Early detection of bugs saves the cost
of fixing problems later.

Security: Identifies wvulnerabilities that could be
exploited.

VII. CONCLUSION

With the rapid expansion of cloud technologies,
ensuring data security and confidentiality has become
a critical concern for users and organizations alike.
This paper highlights the challenges associated with
cloud-based data storage and transmission and
presents various strategies and frameworks aimed at
strengthening security measures.

By integrating advanced encryption techniques, multi-
layered  storage  architectures,  computational
intelligence, and emerging models like fog computing,
cloud systems can now offer more reliable and private
environments for sensitive data. Additionally,
algorithms such as Hash-Solomon coding and bucket-
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based data management enhance the resilience and
protection of cloud-stored information.

As cloud adoption continues to rise, there is an urgent
need for continuous innovation in security protocols,
dynamic data management, and robust privacy-
preserving mechanisms. Future developments must
focus on creating more adaptive, intelligent, and user-
centric security solutions to safeguard information in
an increasingly interconnected digital world.
Ultimately, the effective implementation of these
technologies will not only improve trust in cloud
services but also empower businesses, governments,
and individuals to harness the full potential of cloud
computing without compromising their data security
and confidentiality.

REFERENCES

[1] Gentry, C. (2009). Fully homomorphic encryption
using ideal lattices. Proceedings of the 41st
Annual ACM Symposium on Theory of
Computing (STOC).

[2] Sahai, A., & Waters, B. (2005). Fuzzy identity-
based encryption. Advances in Cryptology —
EUROCRYPT 2005.

[3] Hu,V.C. Kuhn, D.R., & Ferraiolo, D. F. (2015).
Attribute-based access control. Computer, 48(2),
85-88.

[4] Santos, N., Gummadi, K. P., & Rodrigues, R.
(2009). Towards trusted cloud computing.
Proceedings of the 2009 Conference on Hot
Topics in Cloud Computing (HotCloud).

[5] Chiang, M., & Zhang, T. (2016). Fog and lIoT: An
overview of research opportunities. IEEE Internet
of Things Journal, 3(6), 854-864.

[6] Zhang, Y., Xue, Y., & Liu, X. (2018). Security
and privacy on blockchain. ACM Computing
Surveys (CSUR), 52(3), 1-34.

[7] Subashini, S., & Kavitha, V. (2011). A survey on
security issues in service delivery models of cloud
computing. Journal of Network and Computer
Applications, 34(1), 1-11.

[8] Popa, R. A., Redfield, C., Zeldovich, N., &
Balakrishnan, H. (2011). CryptDB: Protecting
confidentiality with encrypted query processing.
Proceedings of the Twenty-Third ACM
Symposium on Operating Systems Principles
(SOSP).

IJIRT 178668

[9] Abdulkareem, I. O., & Idjighere, O. S. (2024).
Improving Data Security in Cloud Computing
through the Implementation of a Hybrid
Encryption  Algorithm. Deleted  Journal, 1(3),
213-228.
https://doi.org/10.58578/mjaei.v1i3.4034

[10] Sasidharan, S., Devi, D., & Priya, D. K. D. (2024).
Enhancing data security in cloud computing
through the implementation of revocable storage
and identity-based  encryption. International
Journal  of  Research  Publication and
Reviews, 5(5), 6762-6766.
https://doi.org/10.55248/gengpi.5.0524.1290

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 4467


https://doi.org/10.58578/mjaei.v1i3.4034

