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Abstract-- The Deepfake technology poses a growing 

threat to digital security, media integrity, and the fight 

against misinformation. This study presents a deepfake 

detection framework built on Convolutional Neural 

Networks (CNNs) and trained using the Celeb-DF 

dataset. The model is designed to analyze facial features 

and detect subtle inconsistencies caused by deepfake 

manipulation. A structured preprocessing pipeline, 

including face detection, alignment, and normalization, 

enhances feature extraction for improved accuracy. The 

CNN-based model efficiently captures spatial patterns 

and artifacts that distinguish fake content from real 

images. Performance evaluations confirm the model’s 

effectiveness in accurately classifying deepfake and 

authentic faces. The study underscores the potential of 

CNNs in deepfake detection while paving the way for 

future advancements, such as incorporating multi-modal 

analysis and real-time detection systems. This project is 

seek to elevate digital trust and addressing the growing 

concerns surrounding synthetic media. 
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I. INTRODUCTION 

With the rapid advancement of artificial intelligence, 

deepfake technology has become a major concern in 

digital security, media authenticity, and 

misinformation prevention [1][2]. Deepfake videos 

utilize AI-based models to manipulate facial 

expressions and voices, resulting in reduced ability to 

differentiate real content from synthetic media [3][4]. 

To address this issue, deepfake detection systems 

leveraging (CNNs) Neural networks are increasingly 

recognized for their ability to analyze facial features 

and identify inconsistencies caused by deepfake 

generation techniques [5][6]. This study employs the 

Celeb-DF dataset to train a CNN-based detection 

framework capable of accurately differentiating 

between real and manipulated videos [7][8]. 

A structured preprocessing pipeline including face 

detection, alignment, enhances feature a major 

concern in digital security, media authenticity, and 

misinformation prevention [1][2]. Deepfake videos 

utilize AI-based models to manipulate facial 

expressions and voices, resulting in reduced ability to 

differentiate real content from synthetic media [3][4]. 

To address this issue, deepfake detection systems 

leveraging (CNNs) Neural networks are increasingly 

recognized for their ability to analyze facial features 

and identify inconsistencies caused by deepfake 

generation techniques [5][6]. This study employs the 

Celeb-DF dataset to train a CNN-based detection 

framework capable of accurately differentiating 

between real and manipulated videos [7][8].  

A structured preprocessing pipeline, including face 

detection, alignment, enhances feature extraction and 

improves classification accuracy [9][10]. 

Performance evaluations confirm the model’s 

robustness in detecting deepfakes, ensuring reliability 

across various deepfake generation methods [11][12]. 

   
Fig.1 Real Vs Fake prediction 
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Real-time monitoring capabilities enable dynamic 

tracking of detection outcomes, allowing proactive 

mitigation of misinformation risks [13][14]. By 

leveraging AI-driven analysis, this research 

contributes to safeguarding digital trust and addressing 

the issues presented by AI-driven content [15][16]. 

II. RELATED WORKS 

This article introduces a deepfake detection 

mechanism for videos that is efficient, robust against 

adversarial attacks, and computationally optimized. A 

deep learning-strategy employing CNN-based 

architecture is implemented to classify real and fake 

videos with high accuracy. [1] 

This study explores a novel CNN-based model for 

detection of AI generated video that focuses on 

extracting fine-grained facial artifacts. A overview of 

modern strategies for detecting synthetic media is 

provided with an in-depth analysis of recent 

developments in convolutional architectures and 

optimization strategies. [2] 

This paper addresses the challenge of detecting 

deepfake videos in low-resolution formats by 

designing a multi-scale CNN model. The model 

improves feature extraction and enhances 

classification accuracy by incorporating spatial 

attention mechanisms. [3] 

This article is focused on to develop a lightweight 

deepfake recognition platform by designing and 

training a CNN-based architecture. After 

preprocessing face regions from video frames, the 

model identifies and uses key facial regions to extract 

features [2], which are then classified using deep 

learning. [6] 

This paper presents an evaluation of the future 

developments in deepfake detection and AI-driven 

forgery methods. A hybrid CNN-ViT model is 

proposed to enhance robustness, leveraging 

transformer networks to complement convolutional 

feature extraction. [8] 

The research focuses on combining deepfake detection 

techniques with cloud AI infrastructures for 

widespread implementation. A CNN-based detection 

framework is proposed, utilizing ensemble learning 

techniques to improve performance across multiple 

datasets. [11] 

III.  PROPOSED SYSTEM 

 
Fig.2 Block diagram 

The block diagram representation illustrates the 

interaction among various components of a deepfake 

detection system using CNN. 

The Preprocessing Module extracts face regions from 

input videos using MTCNN, ensuring proper 

alignment and normalization. The Feature Extraction 

Module employs a convolutional neural network 

(CNN) to capture spatial artifacts and inconsistencies 

within the detected faces. The Classification Module 

processes extracted features through multiple layers to 

distinguish real and fake faces with high accuracy. The 

Decision Module applies majority voting or 

thresholding techniques to generate the final deepfake 

prediction. A Post-processing Module visualizes 

detection results, displaying the classification label 

and confidence score. 

A. ALGORITHMS USED 

1) ResNet Algorithm – Residual Learning for Feature 

Extraction: Preprocess input image (resize, 

normalize). Apply convolutional layers with residual 

connections. Fully connected layers classify as real or 

fake. 

2) Xception Algorithm – Depthwise Separable 

Convolutions: Preprocess and normalize the input 

image. Extract features using depthwise separable 

convolutions. Apply batch normalization and pooling. 

Classify image using fully connected layers. 

3) VGG16 Algorithm – Hierarchical Feature 

Learning: Process input image through stacked 

convolution layers. Use max pooling to retain 

important features. Flatten and pass through dense 
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layers. Classify as real or fake using softmax 

activation. 

4) EfficientNet Algorithm – Optimized CNN for Speed 

& Accuracy: Normalize and preprocess input image. 

Extract features with lightweight convolutions. Apply 

squeeze-and-excitation blocks for enhancement. 

Classify using fully connected layers. 

5) DenseNet Algorithm – Densely Connected CNN: 

Preprocess image for uniform scaling. Extract features 

using densely connected layers. Reduce feature size 

with transition layers. Classify using dense fully 

connected layers. 

B. SYSTEM WORKFLOW  

 
Fig .3 Shows the system workflow. 

1) Face Detection & Preprocessing: Detecting Face 

Regions: The system uses MTCNN to identify and 

extract faces from input images or video frames. 

Facial Landmark Detection: Key facial points (eyes, 

nose, and mouth) are mapped for alignment and 

normalization. 

2) Feature Extraction & Classification: CNN-Based 

Feature Extraction: A deep CNN model analyzes 

facial patterns, capturing artifacts and inconsistencies. 

Classification of Real vs. Fake Faces: The CNN 

processes extracted features through multiple layers to 

distinguish deepfake and real faces. 

3) Decision Making & Output Visualization: Majority 

Voting Mechanism: In the case of videos, multiple 

frames are analyzed, and a final decision is made based 

on majority voting. 

Confidence Score Calculation: The model outputs a 

probability score indicating the likelihood of a 

deepfake. 

Visualization & Result Storage: The detected deepfake 

probability and classification label are displayed. Logs 

of detection, the outcomes are saved for subsequent 

evaluation. 

Convolutional Neural Networks are used in deepfake 

detection through supervised learning aimed at 

distinguishing between two classes. XceptionNet 

detects subtle inconsistencies using depthwise 

separable convolutions. ResNet improves feature 

learning with skip connections. VGG16 extracts 

hierarchical features to identify manipulations. 

MobileNet enhances efficiency while maintaining 

accuracy. DenseNet strengthens feature propagation 

for better classification. 

IV. RESULTS AND DISCUSSION 

 

 
Fig. 4 Interface Design 

The Deepfake Detection Application is a user-friendly 

tool that enables video uploads and automated 

deepfake analysis. Using a convolutional neural 

network (CNN)-based detection pipeline, it accurately 

classifies media as Real or Fake. The app ensures 

efficient processing through majority voting 

mechanisms and real-time evaluation. It provides 

confidence scores for predictions and supports hybrid 

datasets like DFDC subsets. The application 

prioritizes accuracy, speed, and performance in 

detecting manipulated content effectively. 
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The model is trained on diverse datasets to enhance its 

ability to detect subtle facial inconsistencies. 

Advanced preprocessing techniques help in feature 

extraction, improving classification precision. The 

interface is designed for simplicity, ensuring 

accessibility for both researchers and general users. 

The system will evolve to include more resilient 

deepfake identification strategies, ensuring greater 

security. 

 

 
Fig.5  Uploading of Video file 

The figure above illustrates the process of 

selecting a single video file for deepfake detection, 

allowing only one file to be uploaded and analyzed 

for authenticity.  

 

Fig.6 Prediction of Real Video 

The figure above displays the outcome of a 

deepfake detection system, where the uploaded video 

has been analyzed and classified as real with high 

confidence. 

 
Fig.7 Prediction of Fake Video 

The figure above displays the outcome of a 

deepfake detection system, where the uploaded video 

has been analyzed and classified as fake with high 

confidence. 

 

Fig.8 The figure above provides a graphical 

representation of model accuracy and model loss 

over epochs mentioning training and validation 

accuracy.  

 

Fig.9 The figure above provides a graphical 

representation of models used and their accuracy and 

ensembled model used for detection of deepfakes. 
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V. CONCLUSION 

Employing CNNs for deepfake recognition has 

emerged as a powerful technique for spotting 

tampered content. By leveraging deep learning, 

CNNs can extract and analyze spatial inconsistencies, 

subtle facial distortions, and unnatural artifacts that 

indicate forgery. Advanced architectures such as 

Xception, ResNet, and EfficientNet enhance 

detection accuracy by learning hierarchical features 

key to telling apart real and synthetic media. The 

ability of CNNs to adapt to various datasets and 

evolving deepfake generation techniques makes them 

a reliable solution in digital forensics and media 

authentication. 

Moreover, integrating CNN-based detection systems 

with real-time video processing frameworks enables 

more effective monitoring and intervention in social 

media moderation, cybersecurity, and misinformation 

control. However, as deepfake creation methods 

become increasingly sophisticated, continuous 

improvements in detection algorithms are necessary. 

Future research should emphasize making CNN 

models more resilient to adversarial attacks, 

improving cross-dataset generalization, and 

incorporating multimodal detection strategies that 

analyze both visual and auditory inconsistencies. The 

evolution of CNN-driven deepfake detection, 

combined with advanced techniques like Vision 

Transformers and hybrid deep learning models, will 

be vital in supporting in staying ahead of emerging 

AI-generated forgery techniques. 
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