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Abstract—In Traditional OS is not sufficient suitable for 

IoT. because it is so many library constraints with its 

operations. But lake of constraint in IoT like windows, 

Linux and MAC OS all are having general- purpose OS 

In traditionally. this is power consuming and tight time 

constrain in IoT. In traditional OS not enough constrain 

in IoT device or machines. The IoT means IT+OT= IoT. 

IT means information technology; OT means 

operational technology are combined with create 

‘internet of things ‘(IoT). without intervention of 

human. because data transfer, process all are doing by 

constrain .so special OS needed to IoT with special 

constrain of the OS in traditional OS consider general – 

purpose OS, because lake of constrain in its. We will 

discuss about it. 

 

Index Terms—OS, IT, OT, IoT, 

 

I. INTRODUCTION 

 

In traditional OS like these used in desk top and 

server are designed to run as powerful hardware and 

required significand memory and processing power. 

but IoT particularly low-end. Often have the limited 

resources in  

 

IoT have the battery power simple task often 

performance by IoT devices. these are all process. of 

operating systems while all are having the connect of 

the devices or gadgets. In general purpose OS are so 

many libraries function (built-in) constraints. But not 

suitable for IoT gadgets in traditional OS are not 

ideal for the IoT device. These traditional OS are not 

generally optimized for the strict time requirements 

of many IoT applications. In IoT OS are designed to 

be light weight and required minimal resources. 

Many IoT as real-time features handling the to 

regards quickly to event and data streams, because it 

making them earn to display and manage resource 

constraint devices. So, we will discuss special OS for 

IoT (real-time OS)-RTOS or bare metal. 

RTOS (real-time operating system): 

It is popular open-source real – time operating 

systems used in wide range of IoT application .it 

design for small micro controller and used in various 

enable systems so many field RTOS used now 

autonomous medical and industrial application. 

because it is safety platform known it is for real-time 

performance. 

Application of RTOS it is used in -aircraft control 

systems, autonomous driving system, medical 

decision, robotics, industrial autonomous and 

defense. 

MICRO CONTROLLER: 

That is integrated circuit. that circuit microprocessor 

along with memory and associated with the circuit 

and control. That all of the function of electronic 

device for specific task to control the particular 

systems. micro controller generally doesn’t with 

operating systems but run with bootloader. that 

program lives in the put of the controller. bootloader 

is a firmware. 

FIRMWARE: 

The form of micro code embedded in to hardware 

devices to help them operating efficiency like 

camera, printer, router, scanner, television remote.it 

built in their memory function.  

 Firmware is the fundamental software that either 

device of function, communication and interact with 

the broader ecosystem. Its operation collecting and 

transmitting data. Firmware is layer between 

hardware and software system that control and 

monitoring IoT devices. 

AN EMBEDDED SYSTEM IN IoT: 
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This is specialized computing systems that is power 

allow to the interact with the internet of each other. It 

is brain of IoT device functionality to sensor, actuator 

and connect. 

 

II. MICRO PROCESSOR 

 

That means small unit of computer that contain all 

the function of the control processing unit .it is also 

brain of the computer or electronic devices.it is small 

integrated circuit (a Chip). that performs all 

functionality task by following instruction .it think of 

it is a tiny computer on a chip. that control all process 

of the computer it connects of only central processing 

unit (CPU). 

BARE METAL: 

The bare metal is the programmable that is real time-

operating system and traditional os represent different 

approaches to software development on embedded 

system bare metal it is real time scheduling 

capabilities. ideal for the high resources constraints 

devices and application with strict real-time 

requirements. Were directly hardware control in 

memory. The traditional os often broader range of 

features but with more activated. It is writing code 

run on directly on the hardware without os layer in 

between.  

TRADITIONAL OS: 

like as WINDOWS AND LINUX are designed for 

general -purpose computing it is wide range of 

features and capability it has many foot print 

significant proving overhead and showing response 

then less efficient resource utilization. 

It has not designed for distributing level for balancing 

p [potentially carrying up predictable res [ponce time 

.it is application with complex requirement a need for 

a wide range of features and when real time 

performance is not permanent. 

It is not a primary close, especially for resources-

constraint device. IoT is particularly low-end one. 

Rely need real-time os (RTOS). because it is light 

weight OS. but traditional os is designed such a 

constraint and can be resource inedible. making them 

unsuitable for these devices. 

ALTRANATE FOR THE TRADITIONAL OS: 

 Light weight OS: RIOT<tiny and Contiki are light 

weight OS and low end IoT devices focus of minimal 

resource usages. 

Embedded Linux: like ubuntu care and android things 

are also popular clear for specific IoT application and 

platforms more processing power. 

OTHER OPTION.: 

MICRO PYTHON, M bed and android things while 

Linux other traditional os are not absence for the IoT 

land scape then are often over shad over specialized 

as and RTOS designed unique requirement of the 

device the Chaice of as depends on specific 

application and constrain of the shareware. 

 
IoT divided in to 4 different layers 

1.Sensing layer: 

2.Network layer 

3.Data processing layer 

4.Applicatiom layer 

1. collecting data from different resources. Its 

inclusive sensor actuators, wired and wireless 

communication protocol connect these devices to the 

network layers  

2.it is responsible for the processing communication 

and connecting devices and the IoT devices. 

3.it refer the hardware and software components that 

are responsible for collecting, analyzing and 

integrating data from IoT devices. receive the raw 

data from the devices processing it further analyzing 

action, machine learning. 

4. it is end-user for user friendly information’s and 

functionality enable used to across control the IoT 

devices. because it is data visualization tool. 

For instants the traditional OS to manage it sever 

network connecting and communication with the 

general server. it collects the data communication 

with the network and allow user control routing via 

the application. 

What is different to use RTOS:  

It is used to real time task management it making 

systems to mention, implements and design. it is 
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lower end program and higher hardware interaction 

might increase the complexity. because it is easy 

target to the cyber-attack, Leake sub tense inputs. 

Hacker can control the device remotely dependence 

and internet connection automation can replace the 

manual job. Reshaping the word renewable way, 

offering in parallel communication efficiency and 

innovations. 

 

III. USE TRADITIONAL OS IN IoT 

 

While possible to use traditional operating system 

like windows or mac OS in an IoT device it generally 

not the most of efficient or suitable approach for the 

most IoT application. IoT devices low end-once, 

limited resources (memory, power, processing) and 

unique requirements like low energy connection and 

real time processing traditional or often not optimized 

for these constraints resource and can be resource 

intensive. resource constraints eminent with the 

limited memory, processing power and battery life. In 

traditional general-purpose computing can be too 

large and resources intensive to in efficient and then 

device. 

 

WHY SPECIAL IoT OS ARE PREPARED: 

1.optimized resource constrain 

2.real-time capability 

3.security 

An IoT OS allows to with communicate with cloud 

services across the global networks. Today connected 

world IoT. It transferring various industries, it refers 

vast network connected devices and sensors that 

shares, process and analysis data to enable smooth 

connected and automation. 

Seamless connecting and verbal exchange of IoT 

gadgets in traditional OS and iOS have been not 

designed for the unique need and skill of IoT gadgets 

lake of memory constrains for low energy intakes 

separate working device specially design for IoT 

devices allowed for optimum performance and 

optimization. 

When it comes IoT connecting to most important 

factor to consider without communication between 

the various components of IoT ecosystem (sensor, 

computing engine, data hub….) no proper process 

can be executed IoT device are connected through 

radio waves, blue tooth, and WIFI, we can use 

various protocol of internet connectivity across IoT 

eco system and industries… 

Data used to important business insight and drive the 

important business decision. we develop machine 

learning, /deep learning data to obtained valuable 

insights. 

 

IV. CONCLUSION 

 

will discuss about why need to special OS for IoT. 

Because already so many traditional OS each and 

every OS separately field decision made by human 

which this paper, we field id is which OS is best fit. 

but in IoT without human intervention of devices is 

not human-to-human or human-to-machine because 

IoT means machine-to-machine specially allow to 

execute some specific OS. That OS are optimized of 

device eco systems all are combined with the 

traditional OS but lake of constraints so needs to 

special for IoT.in traditional OS vast purpose and not 

especially one .so many library constraints -even 

though not sufficient to the IoT eco systems. 
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