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Abstract—Digital communications have been
revolutionized by the deployment of 5G networks,
which offer incredibly fast speeds, low latency, and the
capacity to link a large number of devices. These
enhancements do, however, also introduce additional
security threats, particularly those associated with
Distributed Denial of Service (DDoS) and Denial of
Service (DoS) attacks. Both conventional and modern
techniques for detecting DoS attacks in 5G
environments are thoroughly examined in this paper. It
examines the aspects of DoS attacks that are specific to
5G, such as the abuse of big bandwidth, widespread
exposure of 10T, and protocol flaws.

The study compares several detection strategies, such as
rule-based, machine learning, and deep learning
methods, highlighting the advantages of Al-driven
solutions in terms of accuracy and flexibility. The
potential for context-aware detection through network
slicing is also explored. In order to address the growing
complexity and dangers associated with 5G networks,
the results emphasize the need for resource-efficient,
scalable, and intelligent solutions.

Index Terms—5g, DoS attacks, machine learning,
artificial learning etc.

l. INTRODUCTION

The development of 5G technology, the most recent
generation of mobile networks, has provided notable
improvements over earlier generations such as 2G,
3G, and 4G/LTE-A. Faster routing speeds during
upstream and downstream services, reduced latency,
increased bandwidth size, enabling new applications
such as the Internet of Things (loT), and enhanced
reliability are a few of the enhancements [1].
Nevertheless, there are other problems that still pose
a risk to 5G networks' overall quality of service.
There are numerous challenges that 5G networks
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must overcome today in order to deliver high-quality
service. Network congestion, interference, security
vulnerabilities, and high deployment costs are a few
of these Issues that lead to poor coverage, low
routing speeds, decreased dependability, low
throughput, vulnerable to cyber-attacks, and general
performance degradation that affects user experience
[2]. The paradigm transition from traditional physical
network resources to dynamic virtualization,
software-defined networking, and cloud computing
has been brought about by 5G's software-dependent
characteristics, which has also given
cybercriminals/cyber threats numerous
options[3].Networks have grown significantly in
recent years, mostly due to the extensive use of
Internet of Things (loT) devices [4]. These gadgets
frequently manage sensitive data, such as real-time
photos, location data, and financial information,
despite typically having minimal processing
capability. This feature makes loT devices easy
targets for assaults because successful breaches result
in high-value data, which raises the number of cyber
security incidents significantly [5]. Numerous
businesses and organizations are battling this illegal
behaviour, creating new methods to stop attacks, and
publishing papers, evaluations, studies, and articles to
expose hacker flaws in an attempt to lessen their
tactics [6]. Additionally, legislative actions are part of
the commitment to cyber security. By taking
advantage of weaknesses, digital bandits have also
demonstrated their ability to breach even the most
protected and encrypted networks. Data theft, cyber-
attacks, infrastructure damage, ransom demands,
blackmail, interruption of vital services, dangers to
democracy, and fatalities are all consequences of
such vulnerabilities that are frequently covered by
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breaking news. Consequently, there is a greater need
to invest in techniques that facilitate safer and more
secure communications through open user policies,
trust models, and End-to-End (E2E) visibility.
Furthermore, the idea of dedicated network resources
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1. DOS ATTACK

This type of attack overloads the target (host or
network) by impairing the services it provides, either
temporarily or permanently, rendering it unavailable
to its intended users. When a hacker successfully uses
up all of the system's resources or network
bandwidth, the server may crash or perform worse
[8].

Because it prevents authorized users from accessing
the system, the hack disrupts regular operations and
costs the company money. Attacks of this type can
take many different forms, from flooding a server
with too many requests to slow it down,
making requests using fake [IP addresses or
overloading a server with a large amount of incorrect
data [9].

DoS assaults often fall into one of four main
categories, each with unique traits

* Volumetric: These are flood-based assaults that
overwhelm the target with asymmetric data flows by
flooding it with a large volume of packets.

» Computational: The goal of these attacks is to

deplete computational resources by using up CPU
and memory resources.
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« Vulnerability-based: It involves taking advantage of
software systems' flaws. These attacks aim to weaken
the target's security posture by focusing on known
flaws.

When a host or network is subjected to a denial-of-
service attack, the attack can show up as a number of
symptoms, including: poor victim performance,
network  connectivity  issues, low  network
communication, high CPU usage, a large volume of
packets flooding the network, and slowed
accessibility, unresponsiveness, or total server
shutdown [10].

The assault method is referred to as DoS when it is
carried out by a single source. However, the attack is
referred to as a Distributed Denial of Service (DDoS)
when several different sources work together to carry
it out. Using a network of devices that the attacker
controls remotely, known as a "botnet,” DDoS
attacks use a number of devices to transmit harmful
traffic in the direction of their target [11]. More
advanced tactics must be used to counteract this kind
of attack because blocking a single source is usually
ineffective because there are so many sources
involved.

Typical DoS Attack Features in 5G Networks:
In a 5G network, a denial of service (DoS) attack
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aims to overload or interfere with network functions,
rendering them inaccessible to authorized users.
The main features of DoS attacks in the context of
5G are as follows:

1. High Bandwidth Exploitation: Attackers can use
5G's huge bandwidth and lightning-fast speeds to
execute high-volume attacks, which rapidly deplete
the network's available resources.
2. Massive Connectivity Target: 5G enables millions
of linked devices per square kilometer (Massive 10T),
raising the number of possible targets, particularly
low-power loT devices with inadequate protection.

3. Exploitation of Protocols 5G brings new service-
based architecture (SBA), network slicing, and
virtualization (NFV).
* These intricate systems have flaws that hackers can
take advantage of to interfere with services.

4. Risk of Denial of Service (DDoS) Exposure
Large-scale DDoS assaults might cause more damage
because of the large number of endpoints that are
linked.

* Botnets composed of compromised Internet of
Things devices, similar to those in 4G, are
considerably more potent in 5G.

5. Attacks Targeting Control and User Planes:
Attacks may target either the user plane (data
floods, for example) or the control plane (signaling
storms).

* Control plane DoS can interfere with crucial
network administration tasks.

6. Patterns of Smart Attacks:
the ability of Al-driven attacks to dynamically alter
behavior to evade conventional detection techniques
makes them more difficult to anticipate and stop.
More  difficult to identify and prevent
* The window for detection is shortened by 5G's low
latency and rapid speed; conventional defenses might
not be able to keep up. [12]

1. ATTACK ARCHITECTURE

Architecture of Attack DDoS assaults are planned
using a set of procedures that call for particular roles
and equipment. They are frequently planned using
amplification methods or device-based botnets.
Attackers can readily use these devices, which
frequently lack strong security measures, to produce
large volumes of traffic data. A DDoS attack is
demonstrated in Figure 2, where the attacker controls
several agents using handlers.

Once compromised, the victim is directed to receive
attack traffic from these agents [13]:

 Handler: This is the host that is executing the tool
that the attacker uses to initiate and manage a DDoS
assault. In order to manage compromised agents and
plan the attack, the handler acts as the attacker's main
command center.

Agent: The agent is a hacked host that is in charge of
executing a daemon process that carries out the
handler's directives. Because malicious software has
been installed on these compromised hosts, the
attacker can take control of them from a distance.
They use a daemon process to receive and carry out
handler tasks. DDoS attacks are launched against the
victim site using this daemon process.

Comprehensive Types of DDoS Attacks

—
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Figure3. Denial of service attack classification
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IV. LITERATURE REVIEW

Fang, et al. [15] conducted a comprehensive survey
of 5G wireless network security, highlighted how
advanced features of 5G introduced new security
requirements and challenges compared to traditional
cellular networks. The review began by outlining the
unique characteristics and motivations behind 5G
securities, then summarized potential attacks and
required security services-such as authentication,
availability, data confidentiality, key management,
and privacy-within the context of new 5G use cases.
It also assessed recent developments and existing
Security schemes, particularly in relation to emerging
technologies like heterogeneous networks, device-to-
device communications, massive MIMO, software-
defined networking, and the Internet of Things. The
authors proposed new security architecture for 5G,
analyzed identity management and flexible
authentication, and illustrated the benefits through a
handover case study. The review concluded by
identifying ongoing challenges and future research
directions, emphasized the need for robust, adaptive
security solutions in the evolving 5G landscape.

Park et al. [16] reviewed the evolution of mobile
communication security from 2G to 5G, emphasized
the increased complexity and new security challenges
introduced by 5G’s architecture and services. The
literature highlighted that while 5G offered ultra-fast
speeds, low latency, and supported massive device
connectivity, these advances also expanded the attack
surface and introduced vulnerabilities not present in
previous generations. The authors discussed how
traditional security approaches were insufficient for
5G due to its use of software-defined networking
(SDN), decentralized core networks, and dedicated
protocols like NGAP and GTP. Prior studies
identified that the non-standalone (NSA) 5G
architecture, which integrated LTE and 5G
components, inherited security weaknesses from both
networks. However, most existing research focused
on theoretical or simulated environments rather than
real-world deployments. The author addressed this
gap by assessing actual 5G NSA networks, identified
and validated vulnerabilities, and proposed practical
countermeasures. Their review underscored the
urgent need for ongoing security assessments and the
development of dedicated 5G security technologies to
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protect user privacy and network integrity in real-
world scenarios.

Dolente, et al. [17]. Reviewed on 5G network
security increasingly focused on the unique
challenges introduced by the adoption of open-source
platforms and network function virtualization. Prior
studies highlighted that while 5G standards, such as
those set by 3GPP, introduced stronger security
constraints  than  previous  generations, the
responsibility for effective implementation fell on
vendors and mobile network operators (MNOs).
Researchers assessed vulnerabilities in 5G core
architectures, especially in service-based interfaces
(SBIs) and network functions like AMF and
NRF/NEF, and showed that traditional security
mechanisms were inadequate for these new
paradigms. Formal verification and fuzz testing
uncovered protocol flaws in open-source 5G
frameworks, such as Open5GS and OAI, but most
work focused on simulated or controlled
environments rather than real-world deployments.
Pascale et al. [18] developed an embedded Intrusion
Detection System (IDS) for the automobile sector. It
analyzed CAN bus traffic to detect potential hacks.
The authors concentrated on the deployment and
effectiveness of their suggested IDS, but did not
provide a complete analysis of the cyber security
landscape or how to integrate developing standards
and laws.

Ahmad et al. [19] have monitored advancements in
network intrusion detection systems (NIDS) with
particular focus on ML and DL techniques. Their
research showed that while ML and DL approaches
were achieving better accuracy and adaptability,
conventional IDS systems were struggling with
recognizing new attempts at intrusion while
maintaining low false alarm rates. The authors
performed a critical analysis of recent research
publications (2017-2020) and provided taxonomy of
techniques based on ML and DL used in NIDS along
with discussion of their methodology, pros, and cons
the study also compared available datasets and
evaluation metrics that are commonly used in the
industry. The authors noted that there is significant
progress made, but some gaps still need to be
resolved, such as more accurate detection of zero-day
attacks, reduction of false positives, and development
of dependable, scalable, real-time NIDS. The
conclusion of the study proposed new directions of
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research to address these gaps and improve NIDS
with Al capabilities.

Pascale et al. [20] proposed an automotive cyber
security increasingly addressed the growing risks
associated with the connectivity of modern vehicles,
especially as they became integral parts of the
Internet of Things (IoT) and smart city ecosystems.
Researchers highlighted that traditional automotive
network, such as the CAN-Bus, were vulnerable to a
range of cyber-attacks due to their lack of encryption
and increasing exposure through new communication
interfaces. Previous approaches to securing in-vehicle
networks included redesigning hardware and
software or implementing intrusion detection systems
(IDS), but many solutions faced challenges related to
computational constraints and real-time performance.
In this context, the author proposed an embedded IDS
for connected vehicles that used a two-step
algorithm-combining spatial-temporal analysis and
Bayesian networks-to detect anomalies in CAN-Bus
traffic. Their work built on existing research by
providing efficient, experimentally validated IDS that
demonstrated promising results against common
automotive cyber-attacks, while also acknowledging
the need for ongoing adaptation to evolving threats
and standards in the automotive domain.

Chaganti et al. [21] reviewed on block-chain security
increasingly addressed the growing threat of Denial
of Service (DoS) attacks within block-chain
ecosystems, especially as block-chain technology
was adopted across diverse sectors such as finance,
healthcare, and supply chain management. While
block-chain’s decentralized and cryptographically
secured architecture offered inherent security
advantages, researchers highlighted that it remained
vulnerable to various attacks, including DoS, eclipse,
double-spending, and 51% attacks Prior studies
primarily focused on leveraging block-chain to
mitigate DoS threats in conventional networks, but
comprehensive surveys specifically addressing DoS
attacks targeting block-chain systems were limited.
Author addressed this gap by systematically analyzed
and categorized state-of-the-art DoS attack methods,
detection strategies, and mitigation solutions within
block-chain peer-to-peer networks and crypto
exchanges. Their review also discussed the
application of machine learning and deep learning
techniques for attack detection, and identified open
challenges and future research directions, emphasized
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the urgent need for robust, adaptive security
mechanisms to protect the evolving block-chain
infrastructure.

Aslam et al. [22] provided on securing Internet of
Things (loT) networks increasingly explored the
integration of Software Defined Networking (SDN)
and machine learning to address the growing threat of
Distributed  Denial-of-Service (DDoS) attacks.
Traditional network security solutions often proved
too costly and lacked scalability for loT
environments, which were highly vulnerable due to
numerous resource-constrained devices. Prior studies
proposed SDN-based frameworks and machine
learning-driven intrusion detection systems to
enhance network protection, but many existing
solutions either relied on single classifiers, lacked
adaptiveness, or did not efficiently mitigate diverse
DDoS attack types. The author addressed these gaps
by introducing an Adaptive Machine Learning based
SDN-enabled DDoS Detection and Mitigation
(AMLSDM) framework. Their approach leveraged a
multilayered ensemble of machine learning classifiers
and real-time traffic analysis to improve detection
accuracy and reduce false alarms. Experimental
results demonstrated that the AMLSDM framework
outperformed existing methods, offering a more
robust and adaptive solution for safeguarding SDN-
enabled loT networks against evolving DDoS threats.
Amponis et al. [23] provided an in-depth
examination of security vulnerabilities in 5G core
networks, with a particular focus on the risks posed
by Denial of Service (DoS) attacks targeting the
Packet Forwarding Control Protocol (PFCP). The
authors reviewed the landscape of 5G security,
highlighted how the increased complexity and
modularity of 5G core architecture, while enabling
advanced features and new loT and industrial use
cases, also introduced new attack surfaces and
protocol-specific weaknesses. Prior research largely
concentrated on threats at the radio access network
(NG-RAN) level or on use-case-specific
vulnerabilities, whereas this study differentiated itself
by experimentally demonstrated and analyzed five
distinct PFCP-based DoS attacks within the 5G core,
including unauthorized session deletion and
modification, session establishment flooding,
misconfiguration of forwarding rules, and user traffic
eavesdropping. The paper not only evaluated the
impact of these attacks-showing that they could
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disrupt UAV communications without affecting radio
connectivity-but also discussed potential mitigation
strategies and the need for robust intrusion detection
datasets to support Al-driven security solutions. This
work advanced the literature by shifting focus to
core-level vulnerabilities and provided practical
insights for enhancing the resilience of 5G-enabled
UAYV and loT applications.

Kumari and Mrunalini [23] provided on Distributed
Denial of Service (DDoS) attacks highlighted their
growing sophistication and the significant threat they
posed to networked systems, particularly in terms of
resource exhaustion and service disruption. Early
studies  developed detection methods using
classification trees, deep neural networks, and
autonomous infrastructures  like ~ SDN-based
frameworks to counter DDoS threats. Machine
learning approaches-including  Support  Vector
Machines, Artificial Neural Networks, Decision
Trees, and Naive Bayes-were widely investigated for
their effectiveness in distinguishing between normal
and attack traffic, with several works demonstrating
improved detection accuracy and reduced false alarm
rates. Other studies explored Botnets detection, flow-
table sharing in SDN to prevent overload, and
domain-based anomaly detection. Kumari and
Mrunalini (2022) contributed to this body of work by
proposing a mathematical model for bandwidth
depletion and throughput analysis, and by applying
machine learning algorithms such as Logistic
Regression and Naive Bayes to the CAIDA 2007
dataset. Their results, implemented using the Weka
platform, were compared with existing methods,
demonstrating the continued relevance and
advancement of machine learning techniques in
mitigating DDoS attacks.

Fang, et al. [24] provided a comprehensive overview
of security challenges and solutions for 5G mobile
wireless networks. The paper began by outlining the
unique features and advanced service requirements of
5G, such as ultra-low latency, massive device
connectivity, and support for 10T, which introduced
new security challenges compared to previous
generations. The authors summarized potential
attacks and necessary security services-including
authentication, confidentiality, key management, and
privacy-while they reviewed recent developments
and existing security schemes. The study further
discussed  security implications of enabling
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technologies like heterogeneous networks, device-
to-device communication, massive MIMO, software-
defined networking, and network slicing. Motivated
by current research, the authors proposed a flexible
5G security architecture and analyzed its
effectiveness in  identity = management and
authentication through a handover case study. They
concluded by highlighting ongoing challenges and
future research directions for robust 5G security.
Kifor and Popescu [25] present in depth the picture
of present day automotive cyber security. We see that
modern cars are getting to be more complex and
connected which in turn presents them with new
security and vulnerability issues which is what the
research reports. Through extensive literature review
and bibliometric analysis, the authors identified forth
the4 main study areas which are -- frameworks and
technologies, standards and regulations, monitoring
and vulnerability management, and testing and
validation. They also went into how automotive
cyber security standards which include SAE J3061,
UN Regulation No. 155, and ISO/SAE 20434 have
grown over time and also he issues Oems and
engineers have in- incorporation cyber security into
the full vehicle life cycle. In order to provide more
realistic and efficient cyber security solutions for the
automobile sector, the evaluation also identified
research gaps and recommended future approaches.

Benlloch-Caballero et al. [26] addressed the growing
challenge of safeguarding massive 5G and 6G loT
networks from DDoS attacks. Recognizing that
manual management isn’t practical at such scale, they
introduced an innovative, distributed, dual-layer self-
defense system that operates autonomously. This
system empowers both digital service providers and
infrastructure providers to detect and counter DDoS
attacks quickly and efficiently, even across different
administrative domains. Their experiments showed
the system was over 78% effective and responded to
attacks more than three times faster than traditional
methods. The study highlights how automation,
collaboration, and distributed defenses are essential
for keeping future 10T infrastructures resilient.

Akhtar et al. [27] developed a smart detection and
mitigation approach using a deep learning model
called ACGRU, fine-tuned with a novel optimization
algorithm. Their method not only improved the

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 6296



© May 2025 | JIRT | Volume 11 Issue 12 | ISSN: 2349-6002

security and reliability of data in 5G-loT networks
but also delivered faster and more accurate DDoS
detection. The results outperformed several existing
techniques, underscoring the value of combining
advanced Al and optimization methods to strengthen
10T network defenses as technology evolves.

Cetinkaya et al. [28] took a broad look at DoS attacks
in networked control systems, such as those found in
industrial and critical infrastructure. Their review
covered how these attacks disrupt feedback control,
state estimation, and coordination among multiple
agents. They discussed different ways to model and
understand attack strategies, from probabilistic to
game-theoretic approaches, and reviewed recent
progress in designing communication and control
protocols that can withstand attacks. Their work is
notable for bridging the gap between cyber security
and control theory, offering a comprehensive guide
for securing both industrial and social systems.

Salim et al. [29] provided an in-depth overview of
DDosS attacks in the 10T world, especially as insecure
devices like webcams and smart appliances become
more common. These devices are easy targets for
attackers, who use them to build massive botnets
capable of launching powerful DDoS attacks on
cloud and IoT services. The authors explored why
IoT devices are targeted, how attack tactics are
evolving, and what tools and techniques are being
used. They also reviewed detection and mitigation
strategies, presenting a well-rounded taxonomy of
DDos threats and countermeasures. Their work calls
for robust, multi-layered defenses as 10T adoption
and attack sophistication continue to rise.

Kumari and Mrunalini [30] focused on how machine
learning can help detect DDoS attacks more
accurately. Their research showed that approaches
like classification trees, deep neural networks, and
logistic regression are much better at distinguishing
between legitimate and malicious traffic compared to
older methods. By testing these algorithms on real-
world data, they demonstrated significant
improvements in detection accuracy and reliability,
supporting the ongoing move toward Al-driven cyber
security solutions.
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Syed et al. [31] addressed the growing threat of
Denial of Service (DoS) attacks in Internet of Things
(IoT) environments, focusing on the widely used
MQTT protocol. Their study highlighted that as
MQTT adoption increased for 10T communications,
so did its security vulnerabilities, particularly to
application-layer DoS attacks that could disrupt
critical services. The authors reviewed prior research,
noting that most existing works either focused on
performance evaluation or offered only limited
security analysis for MQTT, often lacked real-world
attack datasets. To bridge this gap, they proposed a
machine  learning-based  detection  framework
specifically for MQTT DoS attacks, identified
protocol-specific features that improved detection
accuracy and reduced false positives. Their
experimental results, conducted on physical loT
deployments, demonstrated that the proposed
framework effectively detected DoS attacks, even
when attackers attempted to mimic legitimate traffic.
This research advanced the field by providing a
practical, protocol-aware approach to securing loT
infrastructures against evolving DoS threats.

Haider, et al. [32] provided a comprehensive review
of the opportunities and challenges of applying
artificial intelligence (Al) and machine learning (ML)
in 5G network securities. The paper highlighted how
the rapid evolution of 5G-driven by softwareization,
virtualization, and cloudification-increased both
performance and security risks across all network
domains, from end devices to the core. The authors
discussed a wide range of threats and vulnerabilities
in 5G, including device-level attacks, edge and radio
access network threats, and core network risks such
as DoS and DDoS attacks. They emphasized that
traditional security methods were insufficient for the
dynamic and data-intensive environment of 5G, and
demonstrated how Al and ML enabled real-time
threat detection, anomaly classification, and adaptive
security protocol design. The article also reviewed
the taxonomy of AI/ML technologies, their use cases
in 5G security, and outlined future research
directions, such as the development of autonomous,
fully automated security mechanisms for next-
generation networks.

Ala Mughaid et al. [33] reviewed on highlighted the
growing threat of cyber-attacks in 5G wireless
networks, particularly due to the expanded attack
surface introduced by new technologies like Non-
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Orthogonal Multiple Access (NOMA). Prior studies
focused on simulating 5G environments and
evaluated the effectiveness of various intrusion
detection systems (IDS) using both traditional and
machine learning-based approaches. Simulation
platforms such as OMNeT++ were widely used to
model wireless DoS attacks and assessed IDS
performance, while deep learning models, including
multilayer neural networks, demonstrated high
accuracy in detecting network threats-though often
on outdated datasets like KDD99. Other researchers
explored machine learning-based authentication and
anomaly detection, leveraged both supervised and
unsupervised learning to enhance 5G security.
Despite these advances, the literature noted a lack of
up-to-date datasets and the need for robust, adaptive
detection methods tailored to the unique
characteristics of 5G and NOMA. The reviewed
paper built on this foundation by proposing and
evaluating a range of machine learning and deep
learning techniques-including Decision Trees, KNN,
Decision Forests, and Neural Networks-for detecting
dropping attacks in simulated 5G NOMA
environments, and demonstrated superior accuracy
compared to previous methods.

Alashhab et al. [35] provided a comprehensive
overview of Distributed Denial of Service (DDoS)
attacks within cloud computing environments. The
authors surveyed the evolution of DDoS attack
techniques, highlighted how the scalability, multi-
tenancy, and resource-sharing features of cloud
platforms made them attractive and vulnerable
targets. They examined existing research on DDoS
attack vectors, tools, and methodologies used to
compromise cloud services, as well as the unique
challenges posed by the dynamic and distributed
nature of cloud infrastructure. The review also
covered various detection, prevention, and mitigation
strategies proposed in the literature, identified gaps
such as the need for more adaptive and intelligent
defense mechanisms tailored to cloud-specific
architectures. By synthesizing prior work, the authors
laid the groundwork for their own taxonomy and
emphasized unresolved Issues and emerging trends in
cloud DDoS research.

Mikail Mohammed Salim et al. [36] distributed
denial of service attacks and its defenses in loT: a
survey" surveyed the evolution of DDoS attacks in
loT environments and highlighted the proliferation of
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insecure 10T devices that made them prime targets
for attackers. The authors reviewed how attackers
exploited the constant connectivity and weak security
of 10T devices to form large-scale botnets, which
launched sophisticated multi-vector and volumetric
DDoS attacks against both l1oT and cloud platforms.
They examined various attack motivations, tools, and
infection methods used in the loT context, and
analyzed state-of-the-art detection, prevention, and
mitigation strategies. The review compared prior
surveys, identified the unique vulnerabilities of IoT
systems, and emphasized the urgent need for robust,
multi-layered defenses as DDoS attack sophistication
increased with 10T adoption.

V. OPTIMIZATION TECHNIQUES

When it comes to optimizing Denial of Service (DoS)
detection, traditional methods like rule-based
systems, signature-based detection, and anomaly
detection with set thresholds are the go-to strategies.
They’re quick and straightforward, but they often
struggle to adapt to new or evolving attack patterns.
In contrast, machine learning techniques such as
Support Vector Machines (SVM), Random Forests,
and Neural Networks offer a more flexible approach
by learning from traffic patterns, which helps in
identifying more sophisticated DoS attacks. On the
cutting edge, advanced artificial intelligence (Al) and
deep learning (DL) methods, especially Convolution
Neural Networks (CNNs) and Long Short-Term
Memory (LSTM) networks, take detection accuracy
to the next level through automatic feature extraction
and scalability. Plus, with 5G’s network slicing, we
can achieve context-aware detection by isolating
virtual network slices and applying analytics specific
to each slice. When these techniques are combined
with Al-driven methods, they can effectively pinpoint
and mitigate attacks in the intricate 5G landscape.

VI. COMPARATIVE ANALYSIS

the reviewed techniques based on criteria such as
detection accuracy, computational efficiency,
scalability, and adaptability. Al and ML-based
methods generally outperform traditional techniques
but require significant computational resources and
training data.
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VIl. PROBLEM STATEMENT

5G networks, like the expansion of, have witnessed
rapid development because they enable wireless
high-speed communication. Attacks on 5G networks
are also on the rise. DDoS attacks decrease the
availability of network resources. Furthermore, these
assaults have the potential to degrade CPU
performance. Inefficient data transmission channels
waste time and energy. As a result, numerous
researchers developed algorithms for detecting DDoS
attacks. Nonetheless, current techniques face fewer
difficulties, as seen below:

1) DDoS impact: Because of the shared virtualized
architecture, DDoS assaults on 5G networks can
target several resources at the same time,
reducing overall network performance.

2) Evolving Attacks: Traditional security solutions
struggle to keep up with the increasing
sophistication and variety of DDoS attack
strategies, necessitating a more advanced
detection mechanism.

3) Emergence of 5G Networks: The rollout of 5G
networks has introduced ultra-fast speeds, low
latency, and massive device connectivity, but
these advancements have also created new and
significant security vulnerabilities.

4) Increased Attack Surface: The extensive use of
loT devices in 5G, many of which have minimal
security, has expanded the potential targets for
cyber-attacks, especially DoS and DDoS attacks.

5) Complex Network Architecture: 5G’s reliance on
dynamic virtualization, software-defined
networking, and cloudification has increased the
complexity of network management and
introduced new opportunities for attackers.

6) Advanced DoS/DDoS Attack Techniques:
Attackers exploit 5G’s high bandwidth, protocol
vulnerabilities, and massive device connectivity
to launch more powerful and sophisticated
DoS/DDosS attacks.

7) Limitations of Traditional Detection Methods:
Existing  rule-based and  signature-based
detection mechanisms are often inadequate for
the high speed, low latency, and adaptive nature
of 5G networks.

8) Need for Intelligent Solutions: There is a critical
need for intelligent, scalable, and resource-
efficient detection and mitigation solutions, such
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as those based on Al, machine learning, and
context-aware mechanisms.

9) Real-Time Detection Challenge: The rapid data
flow and low-latency requirements of 5G
networks make real-time detection and response
to DoS/DDoS attacks more challenging.

10) Evolving Attack Patterns: Attackers increasingly
use Al-driven and adaptive strategies, making
attacks harder to predict, detect, and block with
conventional methods.

11) Impact on Service and Security: Successful
DoS/DDoS attacks can lead to service outages,
financial loss, data breaches, infrastructure
damage, and threats to critical services and user
privacy.

12) Urgent Research Need: There is an urgent need
for ongoing research and development of
advanced, adaptive, and area.

VIIl. CONCLUSION

The review highlights that while 5G networks bring
transformative advances in speed, connectivity, and
flexibility, they also introduce new and significant
security challenges-particularly in the form of DoS
and DDoS attacks. The unique features of 5G, such
as massive loT connectivity, network slicing, and
virtualization, create a broader attack surface and
more complex vulnerabilities than previous
generations. Traditional detection and mitigation
strategies are often inadequate for the dynamic, high-
speed, and low-latency environment of 5G. The
comparative  analysis of detection methods
demonstrates that Al-driven and context-aware
approaches, especially those leveraging machine
learning and deep learning, offer superior adaptability
and accuracy for identifying and mitigating DoS
attacks in 5G settings. However, the ongoing
evolution of attack techniques and the increasing
complexity of network architectures underscore the
urgent need for intelligent, scalable, and resource-
efficient security solutions. Continued research and
innovation are essential to ensure robust, real-time
protection for 5G networks against ever-evolving
cyber threats.
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