
© May 2025| IJIRT | Volume 11 Issue 12 | ISSN: 2349-6002 

 

IJIRT 179618     INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 8692 

Enhancing Deepfake Detection with Diversified Self-

Blending Images and Residuals 
 

 

R.Ramya ME, Jeesmon S J, Jeevanandham N 
1Assistant Professor, ECE Department, Chennai Institute of Technology Chennai, India 

2Student, Department of ECE Chennai Institute of Technology, Chennai, India 
3Student, Department of ECE Chennai Institute of Technology, Chennai, India 

 

Abstract-Deep technology based on advanced artificial 

intelligence and deep learning has transformed 

manipulation of media by rendering the possibility of 

generating extremely realistic but inauthentic images 

and videos that are quite indistinguishable from the 

actual content. On the positive side, it is going to help 

entertain the and educating sectors, but on the negative 

side, it is giving big challenges in digital security and 

personal privacy and spreading of the wrong 

information. Malicious applications in this sense include 

identity theft fraud and false news that makes people 

lack the trust to use digital media for their convenience. 

To discuss each one of these apprehensions, this paper 

discusses a novel approach to the detection of deepfakes 

that incorporates diversified self-blending images with 

residual learning. Real combined with manipulated 

content into the same image - A self-blending technique 

tends to bring forward minor inconsistency and artifacts 

related to that image. In contrast, residual learning 

identifies faint anomalies that often go unnoticed by 

other traditional detection techniques. The suggested 

system is designed based on a hybrid framework, CNN 

for spatial feature extraction and ResNet for anomaly 

detection. That design allows for the full examination 

and robust detection of deepfakes under any datasets and 

manipulation types. Training with augmentation data 

improves its robustness and generalization capacity, 

allowing it to outperform the most existing methods in 

the task of detecting high-quality deepfakes created by 

recent GAN-based advanced generators. This work 

proves that this system is the best in terms of accuracy, 

recall, and precision. The given system can add to the 

level of digital security and ensure a protected privacy 

for everyone. This paper is one more step towards 

having a secure, trustworthy digital atmosphere and a 

springboard for developing further innovations of 

detection technologies of deepfakes. 
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I. INTRODUCTION 

So, deepfakes are the double-edged sword of the 

digital age: innovation in application in 

entertainment, education, and media production, on 

one hand, and digital security, privacy, and public 

trust danger, on the other hand. Deepfakes 

manipulate and fabricate digital content by creating 

hyper-realistic yet deceitful media with applied deep 

learning techniques to accomplish malicious 

activities such as misinformation, identity theft, and 

fraud. 

Despite their high sophistication, the current 

deepfake detection methods have many challenges. 

Most of the approaches existing currently fail to 

detect high-quality deepfakes or rely heavily on large 

labeled datasets, or they lack robustness against new 

manipulation techniques. Moreover, as the 

generative models like GANs are improving, it has 

become highly challenging to distinguish between 

real and forged content, thus requiring new 

approaches for detection. 

It presents a hybrid approach that improves the 

accuracy and robustness of deepfake detection. The 

system is able to detect minor artifacts and 

inconsistencies through diversified self-blending 

images, residual learning. This work combines the 

efficiency and power of CNNs and ResNets with a 

comprehensive adaptation to manipulation 

techniques and datasets. 
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This research aims to take the advancement of digital 

security further, to protect the individual's privacy, 

and to verify the authenticity of information online. 

With this new method, it fills in the gap of the present 

methods and, at the same time, gives a foundation for 

future enhancements of deepfake detection 

technology. 

II. PROJECT OVERVIEW 

 

Though deepfakes open up avenues of creativity, 

their malicious use of creating false media is a big 

threat to digital security, privacy, and public trust. 

This project aims at developing advanced deepfake 

detection through diversified self-blending images 

and residual learning to achieve better accuracy as 

well as robustness. 

It means the proposed system exploits the combined 

extraction of spatial features through CNNs and 

detection of subtle inconsistencies and anomalies 

within manipulated content by ResNets. Self-blended 

hybrid method, that uses combining of the original 

and altered content for artifacts of interest frequently 

missed by the traditional methods, further enhances 

artifacts otherwise hard to capture through traditional 

methods. 

Since the system is trained on fully diverse data with 

transformations augmented to improve its 

generalization, the project will therefore contribute 

toward enhancing deepfake detection, thus toward 

stronger digital security and more reliable online 

media. 

 

III. INTRODUCTION TO ENHANCED 

DEEPFAKE DETECTION USING 

DIVERSIFIED SELF-BLENDING 

IMAGES 

 

The most crucial contribution has been the advance in 

deep learning and generative models. The one hand, 

this deepfake technology has created multiple 

opportunities for use in the areas of media, education, 

and entertainment, among others. However, it poses a 

grave threat to digital security, personal privacy, and 

social trust on the other hand due to the potential 

misuse of such technology. Beyond the detection 

method, these challenges call for innovation. 

The objective of this project is the design of an 

advanced deepfake detection system, which utilizes 

diversified self-blending images and residual 

learning. The presented approach develops a hybrid 

framework for the detection of subtle inconsistencies 

and artifacts in manipulated media by combining 

CNNs and ResNets. 

 

Important Features of the Proposed System 

1. Self-Blending Images: 

It is a novel data augmentation method where self- 

blended images are created by combining original and 

manipulated content in one image, emphasizing the 

mismatch that deepfake generators cannot smooth 

out. 

 

2. Residual Learning: 

The system uses residual analysis to detect anomalies 

in both the pixel intensity and frequency domains, 

which are important in distinguishing a deepfake from 

a real image. 

3. Hybrid Model Design: 

This is the utilization of CNNs for spatial feature 

extraction and of ResNets for deeper residual learning 

that focuses on higher accuracy and robustness in the 

detection of high-quality deepfakes. 

 

4. Dataset Diversification: 

The system will be trained on a diverse dataset with 

many transformations such as rotations, scale changes, 

and color adjustments to mimic real-world settings to 

make it improve better on generalization. 

 

Objectives 

Improve the reliability and strength of deepfake 

detection mechanisms. 

Design of an end-to-end detection framework that 

identifies high-quality deepfakes with high accuracy 

on multiple benchmark datasets. Open source novel 

deepfake detection techniques along with extensive 

analysis and experiments. 

Finally, this would lead to enhancing digital security, 

preventing identity fraud, and curbing the spread of 

misinformation that can pave the way for better and 

reliable online communication. 

 

 

IV. LITERATURE REVIEW 
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Deepfakes detection has been one of the most active 

areas of study in the last couple of years with many 

methods and techniques proposed to address this 

growing concern over digital content's authenticity. 

This section reviews important studies in the field, 

discussing their contribution, limitation, and 

information that steers development towards our 

proposed system. 

1. Enhancing Deepfake Detection with Diversified 

Self Blending Images and Residuals (2021) 

Authors: Tanmay Kumar, Sudhanshu Shekhar, 

M.P.S. Bhatia. 

This paper underlines the issue of deepfake detection 

and captures the need to come up with novel modes 

for that. The authors mention self-blending images 

with residual networks may also help improve the 

detection accuracy as discussed in this project. The 

study concluded that the minute artifacts would be 

unveiled through blending the original and the 

manipulated content of the images. 

Which are missing in the traditional approach and are 

filled by deepfakes. 

2. Deepfake Survey: Detection Techniques and 

Prospective Future Research Directions (2021) By 

A. Jaiswal, S. Srivastava, A. Kumar, S. Khare, S. 

Gupta 

This survey scans extensively on time-bound 

detection methodologies and highpoints the need to 

integrate spatial and temporal feature extraction 

capabilities. 

 

3. Robust Deep Fake Identification using 

SelfBlending Techniques with Residual Anomaly 

Detection (2020) Authors: Agarwal, H. Farid, O. 

Fried, M. Agrawala This hybrid deepfake detection 

combines CNNs with RNNs as a method proposed 

by the authors, though their temporal features are a 

major focus for this approach; however, the 

introduction of our spatial feature analysis residual 

learning shows how well combining both may 

improve results further. 

 

4. Improving the Efficiency of Deepfake Detection 

by Novel Self-Blending and Residual Methods(2020) 

Pranjal Choudhury, Gopal Krishna Nayak  

This paper proposes that the integration of attention 

mechanisms with CNNs for the detection of deepfake. 

In the model, the efficiency of detection is amplified 

by paying attention to the most important parts within 

an image. Attention mechanisms prove to be helpful, 

but our methodology is the self-blending of images 

and residual learning that brings out subtle 

inconsistencies attention mechanisms alone will not. 

 

5. DeepFake Detection Using Advanced Self-

Blending and Residual Learning Techniques (2021) 

Authors: Abhishek Sharma, Neha Jain, Varun Gupta 

This paper surveys various approaches to deepfake 

detection and puts emphasis on residual learning 

and self-blending to identify high-quality deepfakes. 

They note some weaknesses of the current 

approaches: reliance on large datasets and 

generalization toward various types of deepfakes. 

Our approach addresses such knowledge by 

integrating self-blending with strong residual 

network architectures to beat the said 

weaknesses. 

 

Observations from Existing Methods: 

Some of the existing methods work quite 

inconsistently when applied to these various types or 

datasets of deepfakes. 

The traditional methods are easily broken by good 

quality deepfakes or pretty realistically fake videos 

Existing methods rely on very extensive labeled 

training dataset and do very little generalizing to new 

yet unseen data. 

- Spatial Feature Focus: The spatial features focus of 

the CNNs is good, but this method looks at capturing 

anomalies in residual information often missed by 

them. 

Conclusion With the present research, significant 

contributions have been done toward deepfake 

detection, though there is a gap in solving high-quality 

deepfakes as well as enhancement in the robustness 

over various datasets. Our approach focuses on 

combining diversified self-blending images with 

residual learning to overcome such challenges and to 

enhance the reliability of deepfake detection systems. 

V. SYSTEM BLOCK DIAGRAM 

It is, therefore, the block diagram that explains in 

detail the detection mechanism of deepfake images. It 

has been developed through a sample of synthetic 

forgery, and the medium is further furnished with a 
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mechanism that makes sense by the implementation 

of a two- branch scheme in sensing deepfakes. The 

structure that is implemented in the system 

specifically detects visual anomalies along with slight 

residual artefacts while classifying an image in high 

quality. Process description: 

1. Input Transformation Module 

The system first starts with the original image. The 

major input to the system is this input image 

transformed for richer variability and more substantial 

training data. Transformations indeed are very crucial 

because they upgrade the robustness of the model, and 

it does improve its ability to detect deepfakes under 

different scenarios. Major transformations include the 

following: 

Hue Variation: The color hue is varied to allow the 

system to identify anomalies in unnatural hues, 

which are very common in forgery. 

Saturation Variation: The saturation of the colors is 

varied to introduce anomalies in the picture, making 

it possible for the system to identify even the most 

saturated or desaturated images. 

Brightness variation: The transformation gives the 

model an insensitivity to most of the variations in 

lighting by balancing the brightness of the image. 

Value Adjustment: The change in the transformation 

changes the levels of intensity in the image and 

hence makes it easier to distinguish introduced 

abnormalities in forging more easily. 

Synthetic Variants: This is achieved through the 

development of such variant forms of the image, 

which in turn ensures that the transformation 

module has a large dataset representing a high 

number of possible deep fakes. 

2. Synthetic Forgery Sample Generation 

These images, altered by this step, are put into use to 

create synthetic forgery samples; this is an important 

step toward ensuring that the detection model can 

identify the forgeries that exist in its content. The 

module consists of two sub-components: 

 

Mask Generator: 

The output face mask generator can detect and 

differentiate particular areas of the image that should 

be tampered with. The regions may include the central 

facial parts like eyes, mouth, or boundary areas that are 

highly prone to alteration. These regions are 

differentiated to ensure that the process of alteration 

hits the most vulnerable areas. 

 

Fake Blender: 

This creates a latent blender that takes the altered 

content and the authentic image as inputs to produce 

the fake forgeries using the masks. These are similar 

processes to the general deepfake production 

process, which might involve face region 

combination or even facial expression alteration. 

The artificial forgery samples are used within the 

Forging Image Group when training the detection 

model. 

The process of generating synthetic forgery samples 

makes the system generalize over several kinds of 

deepfakes, including complexly generated 

deepfakes. 

 

3. Dual-Branch Detection Mechanism 

The detection framework is based on the input images 

in relation to the architecture of the dual-branch 

structure. It employs both visual evidence as well as 

minute residual traces to mark the correct 

classification. The two branches are as follows: 

 

a) Forgery Detection Branch 

This is the division that focuses its mission on 

identification of apparent forgery signals working at 

work within the input image. This follows the 

sequence: 

It inputs the inference image into the Convolutional 

Neural Network to further help in features extracted. 

Visual inconsistencies, such as distorted boundaries 

and unnatural lighting and other visible anomalies. 

The classifier classifies the image as "Real" or "Fake" 

through visual evidence. The strong detection of 

deepfakes with obvious manipulation indicators like 

mismatched facial features or unnatural textures is 

achieved in the branch. 

 

b) Residual Detection Path 

The other one is, as a matter of fact, a 

complementary one of forgery detection with an 

emphasis on residual traces created during the 

process of generating the deepfakes. Indeed, 

residual traces are very subtle, almost imperceptible 

by the human naked eye. Steps are as follows: 

The inference image is super-resolved (SR 4×) in order 

to introduce the richness of subtle details, which in turn 

will help and further enhance fine-grained 
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inconsistencies. 

A residual map is generated in a reconstructed format 

that represents difference signatures of the original 

content and the manipulated regions. This residual map 

is an evidence of low-level pixel and texture 

differences. 

This residual map is passed through another 

independent CNN, which captures features 

corresponding to residual signatures 

The second classifier will classify residual features to 

take a decision about whether the image is "Real" or 

"Fake". 

This will make even the most sophisticated deepfakes 

masking inconsistency very well leave traceable 

residual signatures. 

 

4. Integration and Decision-Making 

The outputs of both the forgery detection branch and 

the residual detection branch are merged for the final 

classification. This way, it ensures that the system 

covers both visual mismatches and residual traces. 

This, in turn, produces a more reliable and robust 

mechanism for detection. The decision process places 

the input image into one of the following categories: 

Genuine: Without any significant mismatch or residual 

trace. 

- Synthetic: In case any of the two branches recognize 

forgery anomaly-related features. 

This two-branch design increases the system 

performance because it obliterates all the 

disadvantages found in the detection technique with 

one single branch. It ensures the model is proof 

against simple deepfakes as well as state-of-the-art 

advanced deepfakes. 

 

5 Benefits of the System 

The suggested framework holds some key advantages. 

• Advanced Deepfakes Resistiveness: Combining 

the analysis of visual and residual elements, the system 

performs well even against high-quality forgeries. 

-Generalization Capability: Synthetic forgery samples 

with diversified transformations ensure that the model 

generalizes well across different deepfake techniques. 

The two-branch structure minimizes the possibility of 

false positives and negatives while maximizing the 

possibility of correct classifications. 

Scalability: The system can be implemented for 

handling large-scale datasets and various input images. 

FIGURE 1. Proposed framework for deep forgery 

detection; it is mainly divided into the training and the 

inference phases. During training, the architecture 

comprises two modules: the Transformation Module, 

which creates various forms of facial forgeries, and the 

Detection Module, which contains two branches: the 

forgery detection branch, where a CNN is trained to 

classify the forgeries, and the residual detection 

branch, where an image reconstruction process is 

learned such that the authentic images can be 

recovered along with a CNN distinguishing between 

normal and abnormal residual maps originating from 

authentic and forged images. It accepts an image input 

from 'inference image' position in the inference phase. 

The outputs of the branch are added to perform forgery 

detection. 

VI. RELATED WORK 

Techniques for deepfake identification can broadly 

be categorized into three. The first category deals 

with the detection of forgery indicators and visual 

differences that exist in the manipulated content. The 

second category involves data-driven approaches to 

detection, and the third one includes some new 

strategies like re- generators and identity 

consistency-based detection. Traditionally, deepfake 

detection methods heavily rely on physical 

abnormalities and visual inconsistency in the 

modified content or the remnants left over during the 

modification process. Techniques of physical 

features involve facial X-rays, residuals, among other 

techniques developed to extract information at the 

physical level from the image. For instance, some of 

them used facial X-rays to find unusual borders in 

distorted faces and other applied residuals for the 

detection of images created by GANs. Inconsistency 

detection mostly focuses on finding unusual 

behavior, which include iris color change, pupil 

shape alteration, tooth reflection, head angle, 

blinking frequency, and the shape of the mouth. For 
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example, an image inconsistency detection method 

was proposed and mouth shape abnormality was also 

taken as one feature. However, since deepfake 

techniques are evolving, and visual anomalies are no 

longer easily noticeable, consistency detection alone 

is insufficient to meet the demands for detection of 

forgeries at present. 

 

This data-dependent methods focus more on 

generating more complex network designs for training 

and classification purposes, based on time-domain 

and frequency-domain data acquired from forgery 

indicators. Other researchers have designed a two- 

branch network where the network learns subtle 

details about face segments and the difference 

between facial and background regions, which can 

detect very complex forged faces at a variety of 

compression rates and resolution levels. Another 

approach is a capsule network for the purpose of 

deepfake detection, showing that using capsules 

benefits over using plain CNNs for spatial relationship 

feature detection. The other methods used attention 

mechanisms for further improving feature maps in 

face forgery classification to achieve a maximum 

balance of accuracy and the spatial locations of 

manipulations. Other strategies are data-driven as 

they depend on specific fingerprintable high-

frequency fingerprints in the original images for 

improving the classification results. Detection of 

forgery through the frequency domain has become a 

data-driven technique and is quite prevalent. 

Recently, learning modules that are weakly 

supervised have been suggested to enhance the 

generalization capability of CNN-based face forgery 

detectors by locating local anomalies. Others also 

came up and are designed for enhancing forgery 

detection by the reconstruction of a genuine image 

into a reconstructed version in the classifier with a 

greater capability of detecting unknown patterns of 

forgery. Novel approaches include deepfakes' 

identification based on three streams, depth, 

foreground-background inconsistency, and local-

global disparities. 

The latest innovative techniques include a technique 

based on identity consistency converters, which rely 

on high-level semantic extraction using identity 

information to discover forgery potential by detecting 

inconsistencies between the internal and external 

facial regions. Other researchers have also developed 

a speech-face matching technique to determine the 

agreement between these two modalities. In addition, 

deepfake detection has achieved outstanding 

performance in identifying forgeries on earlier 

datasets with self-supervised training. Methods that 

use re- generators to reproduce more profound 

forgeries and improved the ability of the classifier 

have also been explored. Other approaches exploit 

intrinsic links between the visual and audio parts of 

real videos by learning densely temporally video 

representations in self-supervised cross-modal 

manners, which allows the detection of deepfake 

content. Another method combines self-supervised 

learning with adversarial examples to get improved 

deepfake detection results. 

 

VII. METHODS 

 

The methods used in this project are intended to 

improve deepfake detection through advanced 

techniques for analyzing both visual inconsistencies 

and residual artifacts in digital images. This 

approach is divided into clearly defined steps that 

play a significant role in enhancing the accuracy of 

detection and making it more robust against 

sophisticated techniques of deepfake generation. 

 

1. Data Preparation and Transformation 

The model would be trained perfectly if the input 

data is subjected to a number of preprocessing and 

transformation steps such as: 

Input Images: It is taken from the input images, which 

will be further used for transformation. The images 

are either real samples or deepfake samples. 

Image Transformation Module: 

This module increases the dataset's diversity by 

making several transformations. The transformations 

have been designed simulating real scenarios and 

variation, like: 

Adjusting hue, saturation, and brightness to simulate 

changes in lighting or environmental conditions. 

Value and contrast adjustment to introduce 

variations in the input images. 

Synthetic variants that simulate possible 

manipulations seen in deepfakes. 

These transformations enrich the training data, so 

that the model can learn features invariant to common 
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variations in image properties. 

2. Synthetic Forgery Sample Generation 

For training the model so that it effectively becomes 

sensitive to deepfakes, the synthetic forgery samples 

are developed by using the following techniques 

• Mask: 

For this technique, masks are developed for the face 

or the image region in which specific parts will be 

forged. Then, it is assured that these areas will be 

specifically targeted while manipulating the forged 

parts in simulating real-world behavior. 

The artificial data generation produces fake images 

through techniques of blending, which mess up the 

masked regions. Changes such as changes in facial 

features, expression modifications, or regional 

blending anomalies introduce realistic changes to 

form the Forgery Image Group. 

The model will be exposed to different forgery 

patterns during this artificial data generation process, 

which increases the model's capability to detect 

manipulations. 

 

3. Dual-Branch Detection Framework  

In order to deeply grasp the nature of the input images, 

the detection mechanism is designed as a dual-branch 

framework. One thing that each branch will focus 

upon is one different aspect of forgery detection: 

a) Forgery Detection Branch: This branch 

identifies forgery through apparent inconsistencies in 

the image. 

• A CNN will extract features such as 

texture, boundary irregularities, and color mismatches. 

• The extracted features are passed to a 

classifier, which classifies whether the content of the 

image is manipulated or not. 

• Output: It gives a binary classification as 

either "Real" or "Fake." 

This particular branch is found to be pretty effective in 

classifying clear cases of manipulation by unnatural 

boundaries and mismatched facial features. 

 

b) Residual Detection Branch 

This wing detects forgery by observing the residual 

artifacts which are feeble imprints of the artifacts 

while making the deepfake. 

• SR 4×: it enhances the resolution of the 

input image. In this process, finer details of the input 

image can be caught. 

• It produces a residual map which locates 

the anomalies of the original and manipulated parts. 

The residual map focuses on the low- level pixel 

anomalies and textural variations. 

• Residual map is forwarded to another 

CNN to extract forgery traces-relevant features 

• A secondary classifier then declares 

whether the artifacts appearing in residuals represent 

forgery. 

It thus further improves the deepfake detecting 

system's potential since the mask is applied that covers 

the visible visual inconsistency and the residual may 

contain artifacts indicating forgery 

4. Classification and Decision Fusion 

The two branch outputs are used to generate a final 

classification: that of the forgery detector output along 

with that of the residual detector 

• The Forgery Detection Branch 

determines apparent anomalies in the input image. 

• The Residual Detection Branch deals 

with residual artifacts detection. 

• Both of them eventually lead to an overall 

decision which can classify the input image as either: 

Real: No considerable anomalies or residual traces 

were detected. 

Fake: There exist visual inconsistencies and residual 

traces. 

This amalgamation ensures that there is an overall 

strong mechanism of classification and thus decreases 

the chances of false positives and negatives. 

 

5. Evaluation Metrics and Model Optimization 

In order to determine whether the suggested methods 

are efficient or not, these steps are followed: 

• Dataset Evaluation: This model is 

trained and tested on a dataset that contains real and 

deepfake images including those produced through 

sophisticated forgery techniques. 

• Performance Metrics: Precision, 

recall, accuracy, and F1-score are used for evaluating 

the detection model. 

• Optimization Techniques: 

Techniques include hyperparameter tuning, 

advanced loss functions, and data augmentation in 

order to improve the detecting capability of the 

model. 
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6. Self-Blending for 

Diversification Implementation 

A new self-blending method is proposed to enhance 

generalization. 

• This approach reconstructs the 

input image by interpolating authentic and forged 

content in controlled proportions. 

• It produces a range of training 

samples, thereby making the model learn from a 

wide range of forgery patterns. 

 

7. Generalization to Unknown 

Deepfake Techniques 

The model generalizes to novel, unseen deepfake 

techniques by the following: 

• The model learns the forgery 

patterns under weakly supervised learning so it does 

not necessarily require explicit labels for every kind 

of manipulation. 

• The technique uses facial 

identity consistency detection to check the 

inconsistency in feature points related to identity, for 

example, alignment of eyes or symmetry of facial 

parts both at interior and exterior regions of the face. 

VIII. METHODOLOGY 

The methodology to improve deepfake detection 

includes data preparation, synthetic forgery 

generation, a dual-branch detection system, and 

advanced classification techniques. This approach 

systematically identifies and exploits both visual 

inconsistencies and residual artifacts in forged 

images for the effective detection of deepfakes. The 

detailed breakdown of the methodology is given 

below:  

 

 

• 1. Pre-data Preparation 

• Preprocessing and augmenting input data for all 

different real-world conditions, including the 

collection of all real images, set of deepfakes, and 

various datasets of manipulated images and 

videos of forgery, is taken care of in order to 

ensure the robustness of the system. The 

Transformation module transforms input images 

by modification of parameters such as hue, 

saturation, brightness, and contrast in order to 

emulate possible environmental changes, such as 

different light intensities. 

• o These transformations train the model to learn 

to recognize deepfakes under different scenarios. 

• Mask Generation: Masks are created to segment 

specific parts of images, focusing on the most 

vulnerable parts in the creation of deepfakes, like 

faces. 

 

2. Synthetically Creating Forgery Samples 

• To better enable the model to recognize 

deepfakes, synthetically generated forgery 

samples are created: 

• Fake Blending: 

• Masked portions of the image are merged into 

forgeries by using high-quality methods of 

blurring them. 

• Control changes through these processes provide 

diversity in creating diverse training samples that 

are close to real images 

• \\tForgery Image Group: All of the above 

combined images were given labels whether real 

or fake during the process of training. 

 

3. Detection System in the Dual-Branch 

• The proposed system uses a dual-branch 

detection mechanism, which is designed to 

analyze images from different angles. This 

includes both visible forgery features and 

residual traces. 

a) Forgery Detection Branch 

• Focuses on identifying visual anomalies that exist 

in the image. 

• it uses the basic element of Convolutional Neural 

Network (CNN) to obtain high-level features 

including inconsistencies from texture and 

boundaries. 

• A classifier then acts on said feature and classify 

image as real or fake by recognizing visible 

inconsistencies of the fabricated one. 
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b) Residual Detection Branch 

• Examines residual artifacts- the subtle aftermath 

of the process of fabrication 

• Super-Resolutions (SRs) are assigned to the 

information of the details of the images so that 

abnormalities become noticeable. 

• Images the residual map that has inconsistencies 

in its authentic regions, compared to fabricated 

ones. 

• \\tPasses the residual map through another CNN 

that detects forgery traces by analyzing low-

level pixel anomalies. 

• \\tOutputs a classification based on the presence 

of residual artifacts. 

 

4. Integration and Decision Fusion 

• \\tFuses the outputs from both branches, Forgery 

Detection and Residual Detection in order to 

enhance accuracy of detection. 

• \\tThe fusion guarantees a strong classification 

mechanism, combining the visible features and 

subtle residual traces in order to reduce false 

positives and false negatives. 

 

5. Training the Detection Model 

• \\tTraining: Train the system from a labeled 

dataset with real and deepfake images 

• \\tLoss Functions: Specialized loss functions are 

used on the classification errors minimized 

during training. 

• \\tOptimization Techniques: Data augmentation, 

hyperparameter tuning, early stopping, are used 

to fine-tune performance. 

• \\tEvaluation metrics: Accuracy, Precision, 

Recall, and F1 score are calculated 

 

6. Self-blending and Re-Generation 

• Used to improve model generalization ability. 

• Self-blending mechanism which merges 

original and forged content to generate various 

samples 

• Generating novel deepfakes with unknown 

forgery patterns not found in the training data 

set. 

 

7. Generalization to Unknown Forgery Methods 

• The model leverages novel methods to extend 

its ability to detect unknown forgery methods 

not trained within the data set: 

Identity Consistency Analysis: 

a. Ensures that the facial features such as eyes are 

not spatially misaligned, and not symmetrical or 

proportionate. 

Weakly Supervised Learning:  

This facilitates the model learning forgery patterns 

from either partially labelled or even unlabelled data 

sets. In this way, it enhances its adaptability toward 

new manipulation techniques. 

 

8. Experimental Validation 

• Tests are performed on benchmark datasets 

comprising different types of deepfakes. 

• Cross-validation is done to judge the robustness 

in real-world applications. 

• The state-of-the-art deepfake detection systems 

are surpassed by this approach through 

comparative analysis. 

 

XI. RESULTS AND DISCUSSION 

 

The system designed for deepfake detection could 

produce highly robust and accurate results. From the 

outputs presented, it shows that the effectiveness of the 

designed system is successful in detecting both real 

and manipulated content. Outcomes Face Detection and 

Cropping 

The system could then process the input video by 

breaking it into frames. Face detection is applied to 

each frame, and the facial regions were cropped in 

detail. This preprocessing ensures that the system only 

looks at facial attributes, which enhances the accuracy 

of detection. The outputs clearly depict cropped facial 

frames derived from the original video, showing the 

precision of the system in isolating relevant features. 
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Deepfake Detection Accuracy 

The analysis classified the provided input as "Real" 

with a confidence score of 100%. This result certainly 

refers to the aptness of the detection branches of the 

system in evaluating authenticity well. The following 

processes added up to arrive at the result. 

1. Forgery Detection Branch: Synthetic 

forgery samples prepared using transformations were 

compared to infer visual and behavioral consistency. 

2. Residual Detection Branch: It was 

designed to identify the small inconsistencies by 

residual maps, which means it verifies the originality 

of the input. 

 

Frame-Level Analysis 

The result displays the evaluation frame by frame, 

indicating that the system will not make a mistake 

during the video sequence. Each frame was 

separately processed to detect tampering so that 

nothing was left out. 

 

System Performance 

The image results confirm the capacity of the system 

to identify authentic and fake videos: 

• Visual Feedback: Results are clearly 

marked with a visible indicator ("REAL") along with 

the confidence score. 

• User-Friendliness: The "Play to see 

Result" functionality allows the interface to be more 

interactive by producing live outputs together 

withvideoplay. 

 
 

 
 

DISCUSSION 

 

The system was successful in incorporating image 

preprocessing, CNN-based feature extraction, and 

advanced classification in the right manner so that 

correct output was produced. Its video-processing 

facility along with the confidence scores enhances 

the authenticity of the output. However, the 

updates may need to be done as frequently as the 

changing times and deepfake technologies. 

Observations: 

• Steps for Frame Splitting and Face cropping were 

enough for the system to hone in on facial regions. 

• Classification Model showed excellent 

consistency in its classification that identifies the 

video as original. 

• The use of Residual Maps and Data Augmentation 

enhanced the model's generalization capability, 

bringing it to be robust against different deepfake 

strategies. 
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