© May 2025 | JIRT | Volume 11 Issue 12 | ISSN: 2349-6002

Malware Detection Using Machine Learning

Dr. M. Rajeshwar!, T.Anish?, Ch. Sowmya?®, Ch. Pruthvinath reddy*, D.Praneetha®
! Associate Professor, Hyderabad Institute of Technology and management, Gowdavelli village,
Medchal, Hyderabad, India
2345 UG Student, Computer Science in Artificial Intelligence & Machine Learning Hyderabad
Institute of Technology and management, Gowdavelli Village, Medchal, Hyderabad, India.

Abstract- Intrusion detection is one of the significant
security issues in the current cyber world. A large number
of methods have been created which are machine
learning based. So for detecting the intrusion we have
created the machine learning algorithms. Using the
algorithm we detect intrusion and we can detect the
attacker’s information also. IDS are primarily two types:
Host based and Network based. One host or device is
monitored by a host-based intrusion detection system
(HIDS), which alerts the user to any unusual activity,
such as altering or removing a system file, making
unnecessary system calls, or making unwelcome
configuration changes.

A Network based Intrusion Detection System (NIDS) is
typically installed at network points like a gateway and
routers to scan for intrusions in the network traffic. In
this paper, KDD cup IDS dataset was downloaded from
dataset repository. Then, we are required to implement the
pre-processing methods. Then, we are required to
implement the various machine and deep learning
algorithms  like Logistic regression (LR) and
Convolutional Neural Network (CNN). The experimental
results indicate that the accuracy of above mentioned
algorithms. Then, we can deploy the project in web
application using FLASK.
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I INTRODUCTION

In the past couple of years, technological progress has
been unfortunately matched by a rapid rise in
malware attacks that resulted in severe security
breaches worldwide. For instance, there has been the
2007 DDos attack against Estonian sites, or the 2008
Amazon outage when a sudden influx of
authenticated requests overwhelmed the service. And
then, of course, there was the DDoS attack on
Dropbox in 2013 that resulted in worldwide service
disruption for more than 15 hours. Facebook was not
immune either; in 2014, it was the target of a
suspected DDoS attack.

And these instances are all indicative of a troubling
pattern: network scanning tends to progress to
roughly half of all cyberattacks.

Malware like viruses, worms, and Trojans typically
spread by taking advantage of vulnerabilities in
software, causing irreparable damage to sensitive
data. To avert this, organizations employ a variety of
security mechanisms such as Intrusion Detection
Systems (IDS), antivirus software, and firewalls.
Firewalls control network traffic by enforcing
preconfigured policies, while IDSs monitor system
activity to detect malicious behavior and alert
administrators of potential security breaches.
Firewalls regulate network traffic by applying pre-
established rules, whereas IDSs watch system
activity for indications of malicious action and notify
administrators of possible security violations.

These mechanisms employ various detection
techniques. Misuse detection is based on signatures,
looking for recognized attack signatures, while
anomaly detection tries to detect rare usage patterns.
Some systems even use both at the same time. But
although signature-based techniques are effective
against recognized threats, they are ineffective in
handling new or variant attacks. The current methods
for identifying Al-generated content can be easily
fooled by cleverly crafted text, which means that
more advanced detection tools are urgently needed to
accurately distinguish between human-written and
machine-produced content.

Machine learning can be a possible field for
enhancement because it can learn patterns in data to
detect anomalies and malicious behavior more
effectively. Databases KDD'99 and UNSW-NB are
necessary for training these systems so that they can
classify all types of attacks, from Denial of Service
(DoS) to Remote to Local (R2L), and User to Root
(U2R), optimally. With enhanced detection capacity,
organizations are better positioned to strengthen their
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cybersecurity stance in a more mature threat context.
Over the last few years, technological development
has been regretfully accompanied by a sharp increase
in malware attacks that have led to serious security
violations globally. For example, there has been the
2007 DDos attack on Estonian websites, or the 2008
Amazon outage when an unexpected surge of
authenticated requests flooded the service. And then,
of course, there was the 2013 DDoS attack on
Dropbox that caused global service outages for over
15 hours. These examples all point to a disturbing
trend: network scans often lead up to about half of all
cyberattacks.

Malware such as viruses, worms, and Trojans usually
propagate by exploiting weaknesses in software, with
devastating effects on sensitive information. To
prevent this, organizations utilize a number of
security tools like Intrusion Detection Systems (IDS),
antivirus software, and firewalls. Firewalls regulate
network traffic by imposing preconfigured rules,
whereas IDSs watch for system activity to identify
malicious activities and inform administrators of
possible security violations. Firewalls help control
network traffic by enforcing predetermined rules,
while IDSs monitor system activity to detect
malicious behavior and alert administrators to
potential security breaches.

These systems use different detection methods.
Misuse detection is signature-based, searching for
known attack signatures, whereas anomaly detection
attempts to find unusual patterns of use. Certain
systems even combine the two.

But while signature-based methods are good against
known threats, they are poor when it comes to facing
new or variant attacks. This drawback highlights the
requirement for more sophisticated detection
techniques.

Machine learning stands out as a potential area of
improvement since it can learn from data patterns to
identify anomalies and malicious activity more
efficiently. Databases like KDD'99 and UNSW-NB
are essential for training these systems so that they
can effectively classify all forms of attacks, ranging
from Denial of Service (DoS) to Remote to Local
(R2L), and User to Root (U2R). With enhanced
detection capacity, organizations are better
positioned to strengthen their cybersecurity stance in
a more mature threat context.

Il. LITERATURE REVIEW

SDN-based Network Intrusion Detection System
using Machine Learning Techniques: a Survey
Authors: Nasrin Sultana, Naveen Chilamkurti, Wei
Peng, Rabei Alhadad

Published Year: 2017

This survey focuses on machine learning (ML)
techniques applied to Software-Defined Networking
(SDN) NIDS.

The author believes SDN can bring security
improvement at the network level due to its
centralized control of logically centralized controller
along with comparatively easy access to traffic
information. The author contrast the advantage of
machine learning (ML) and deep learning (DL) based
techniques—support  vector machines (SVM),
decision trees, and artificial neural networks
(ANN)—in determining whether packets represent
legitimate network traffic or malicious activity. The
author concludes finally that ML has the potential to
improve the detection process of increasingly more
complex cyberattacks by determining the variability
among consistent and inconsistent network behavior
patterns. The result is that DL methods such as
recurrent neural networks (RNN) and convolutional
neural networks are more accurate at malware packet
detection than less complex, these are more
conventional Machine Learning methods. The most
unexpected result is not so unexpected is that the
most thorough training methods that yield the best
results use a lot of hardware resources and are thus
almost impossible to implement in real-world SDN
environments. In addition, the complex features that
are necessary for feature extraction and model
training lead to expensive implementation.

A Systematic Survey on Multi-Step Attack Detection
Authors: Julio Navarro, Aline Deruyver, Pierre
Parrend

Published Year: 2018

The article is dedicated to multi-step attacks, which
are a sequence of related cyber attacks where
different weaknesses are employed sequentially by
the attackers in order to obtain their needed
outcomes.

The paper examines 181 multi-step attack detection
research papers and categorizes current detection
methods. It identifies methods like graph-based
modeling, rule-based methods, and machine learning
for monitoring attack chains. Its identification of
being able to correlate single malicious events based

IJIRT 179794 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 7989



© May 2025 | JIRT | Volume 11 Issue 12 | ISSN: 2349-6002

on Intrusion Detection System (IDS) signatures is
one of the main contributions of this paper so that
security analysts can better comprehend attack
sequences. The study highlights that the monitoring
of such intricate attack chains is very vital in terms of
avoiding massive security breaches. Nonetheless,
because attacks in the virtual world regenerate every
second, forecasting and modeling multi-stage attacks
still is a really tough task. Attackers leverage all types
of advanced evasions, and as a result, real-time
detection and correlation continues to be an active
research field.

Clustering-Based Real-Time Anomaly Detection — A
Breakthrough in Big Data Technologies

Authors: Riyaz Ahamed Ariyaluran Habeeb, Fariza
Nasaruddin, Abdullah Gani, Mohamed Ahzam
Amanullah,

Ibrahim Abaker Targio Hashem, Ejaz Ahmed,
Muhammad Imran

Published year: 2019

This paper presents information on clustering-based
anomaly detection methods used in big data systems
with an accuracy of 96.51%.

The paper explains some algorithms used in
clustering such as k-means, DBSCAN, and
hierarchical clustering for real-time anomaly
detection in large data sets.

The authors apply their strategy with the ML pipeline
of Apache Spark, which supports efficient and
scalable data processing.

One of the greatest benefits of this technique is that it
is capable of minimizing memory usage and run time
at high detection accuracy. The paper also provides
an explanation about how anomaly detection is the
core building block of many applications, such as
fraud detection, network intrusion detection, and
health monitoring systems. Though the quality of the
solution is largely based on the selection of clustering
algorithm and the nature of the dataset, there are
some algorithms that are unable to pick the best
cluster ~ boundaries and  therefore = make
misclassifications in some cases.

Assessment of Machine Learning Methodologies for
Network Intrusion Detection

Authors: Marzia Zaman, Chung-Horng Lung

Year Published: 2018

This research paper differentiate the performance of
seven various machine learning models for anomaly-
based network intrusion detection against the Kyoto
2006+ dataset.

The compared models are decision trees, support
vector machines (SVM), k-nearest neighbors (KNN),
Naive Bayes, artificial neural networks (ANN),
logistic regression, and Radial Basis Function (RBF)
networks.

RBF is considered the best-performing model in the
research due to its high accuracy, precision, and
recall in the detection of network anomalies.

This research puts forth the advantage of Machine
Learning based malware detection over the
traditional based detection that relies on pre-defined
attack signatures. Unlike signature-based detection,
ML models have the ability to learn new attack
patterns and identify unknown threats. However, the
research further goes on to add that machine learning
techniques require to be retrained constantly using
new datasets in order to be effective. Real-time
deployment also still represents a challenge due to the
computational cost of ML algorithms.

I1l. METHODOLOGY

Development of the suggested Intrusion Detection
System (IDS) is a multi-step pipeline involving data
preprocessing, model training, and system
deployment. The methodology aims at ensuring
efficient processing of the KDDCUP99 dataset and
efficient usage of machine learning algorithms in an
attempt to ensure proper classification of network
intrusions.

3.1 Data Preprocessing

The raw KDDCUP99 dataset has numerical and
categorical features and duplicate records. To ensure
model compatibility and better learning performance,
the data were subjected to a number of preprocessing
operations:Label Encoding: Categorical features like
protocol type, service, and flag were transformed into
numeric form via label encoding.Feature Scaling:
Numerical features were scaled via StandardScaler
function to standardize data distribution to avoid
model training bias.Label Transformation: Attack
types were transformed into less generic labels—i.e.,
DoS, Probe, R2L, U2R, and Normal—to reduce
complexity in classification and class imbalance.

3.2 Model Training
The fundamental classification algorithms used in
this study are Random Forest Classifier: A machine
learning algorithm that trains numerous decision
trees and combines their predictions to be stronger
and more accurate.
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3.3 System Deployment

For displaying the IDS before end-users, the IDS was
implemented in a web application utilizing Flask.
Backend and frontend entities are both being
included in system architecture as mentioned below:
Backend: Trained models are stored on the Flask
server to generate responses. User-uploaded CSV
files are processed by the server, input is pre-
processed, and chosen model is invoked to make
prediction.

Frontend: A simple HTML interface, easy enough for
end-users, enables uploading network connection
records and selecting between the pre-trained models.
The predictions are displayed immediately upon
prediction. This kind of modular design makes it
simple to add system augmentation to enable
additional models, datasets, or data sources in future
development.

IV. MODEL AND ARCHITECTURE

The model in a malware detection system is one that
is a machine learning program that has been trained
to classify software files as good or bad. With regard
to the complexity and type of features involved,
different models can be used. Traditional models like
Random Forest, SVM perform great on static
structured feature data such as file headers, API calls,
or opcode frequency. For more complex patterns—
especially for dynamic behavior—deep learning
models like Convolutional Neural Networks (CNNs)
is employed to derive sequential or spatial features.
They are trained on vast amounts of data and tested
on performance metrics such as accuracy, precision,
recall, and F1-score.

A malware detection system is built by beginning
with a data acquisition layer, which gathers software
samples from one or more sources such as antivirus
logs, threat feeds, or user devices. Data is then
preceded by preprocessing, where it is cleaned,
labeled, and normalized. The system then extracts
features—statically (i.e., code analysis without
running it) or dynamically. The above is optimized in
the feature engineering layer by techniques such as
normalization, selection, and dimensionality
reduction. After the data has been preprocessed, it is
supplied into the model inference engine, which uses
the learned machine learning model to classify the
file. Depending on the result of the classification, the
decision engine can trigger alerts, block files, or
quarantine threats. The threat intelligence database

stores all the results and incorporates a feedback loop
so that the model is periodically updated and
retrained on fresh threat data for high accuracy over
time.

V. IMPLEMENTATION
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The deployment of this project is centered on
Malware Detection using sophisticated Machine
Learning methods, employing algorithms like
Random Forest, Support Vector Machines (SVM),
and Deep Learning models like Convolutional Neural
Networks (CNNs) to examine static file attributes and
dynamic behavioral patterns for precise threat
detection. It is designed to inspect static data via
extraction of critical structural features from
executable binaries such as headers, opcode streams,
and imported libraries to help it detect malicious
patterns and signatures. It simultaneously inspects
dynamic data collected upon executing files within
sandbox environments, tracking activity such as
system calls, network traffic, and file system
operations that reveal the actual intention of a
program.

Through combining both static and dynamic analysis,
the project targets building a powerful Hybrid
Malware Detection System that still works
effectively when one form of analysis is bypassed or
evaded. Such an approach has broad application, such
as Endpoint Security, where it makes antivirus and
EDR (Endpoint Detection and Response) solutions
stronger through enhanced detection and minimized
false positives. It is also pivotal to Network Intrusion
Detection Systems (NIDS) because it highlights
likely malicious executables sent through networks.
Also, the system serves to advance Threat
Intelligence and Cyber Forensics as it can assist
analysts in getting automatic feedback about the
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dynamics of malware behavior. In all this in-depth
framework, the project goes to advance even wiser,
learnable, and proactive cyber defenses

VI. TEST CASES AND FINAL RESULT

In this project we are detecting the malware using the
datasets including trojans, rootkit, worms, and no
malware and trained the KDD dataset with extra
classifiers, random forest, logistic regression and
CNN algorithms. We’ve created a interface where the
dataset is uploaded and the four algorithms according
to the training give out accuracy and detect the
malware if present.

a CyberShield
Network Intrusion Detection System
[
) .
THE INTERFACE
B thestanaiysis
o
o o o
7,853,253 ‘0 13§3:253
0 oeectionResuns Visuaization
Majority Vote Analysis o .
DATASET (sample.csv) SHOWING NO
MALWARE
494,020 396,742 97,278
Threat Percentage
3 vetectonesuns @ visssizstion

Majority Vote Analysis

DATASET (test.csv) SHOWING THE MALWARE
PRESENT

B Modeipertormance

0

Extra Trees

99.95%

o]

Logistic Regression CNN

96.85% 99.89%

THE ALGORITHMS SHOWING THEIR
ACCURACY IN DETECTING THE MALWARE

VII. CONCLUSION

Malware detection using machine learning has
created as a exceedingly effective and flexible
approach to counter progressing cyber threats. Not at
all like customary signature-based techniques,
machine learning strategies can recognize as of now
unseen malware by learning plans and behaviors
from huge datasets. Administered learning models
such as random forest, additional trees classifier and
Neural Systems have appeared tall precision in
classifying malware, whereas unsupervised and
profound learning approaches are demonstrating
profitable in recognizing zero-day assaults and
progressed determined dangers.

In any case, the viability of machine learning models
depends intensely on the quality of information,
include determination, and consistent retraining to
adjust to unused danger vectors. Moreover, ill-
disposed assaults and demonstrate interpretability
stay key challenges. By and large, coordination
machine learning into malware location systems
improves danger recognizable proof capabilities,

The application of machine learning in malware
location has revolutionized the cybersecurity scene
by advertising energetic, versatile, and cleverly
arrangements to identify and classify malicious
computer program. Conventional signature-based
frameworks, whereas still in utilize, are progressively
being outpaced by the modernity of advanced
malware, especially zero-day assaults and
polymorphic dangers. Machine learning models,
particularly when prepared on wealthy and well-
labeled datasets, can generalize from past designs to
identify already obscure dangers with noteworthy
exactness.

Administered learning methods such as Choice
Trees, Irregular Timberland, and Profound Neural

IJIRT 179794 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 7992



© May 2025 | JIRT | Volume 11 Issue 12 | ISSN: 2349-6002

Systems have illustrated tall execution in malware
classification errands. In the interim, unsupervised
learning and clustering strategies are compelling in
inconsistency location, making a difference
recognize suspicious behavior without earlier
labeling. Later progresses in profound learning and
outfit models have assist boosted discovery
capabilities, particularly in analyzing complex
information such as executable records, API call
arrangements, and arrange activity.

In spite of these headways, challenges stay. Machine
learning models are as it were as viable as the
information they are prepared on; poor-quality or
uneven datasets can lead to one-sided or
untrustworthy  results.Besides, aggressors are
continuously leveraging ill-disposed strategies to
bypass ML-based locators by controlling inputs to
deceive the models. Appear explainability in addition
a concern, particularly in high-stakes circumstances
where understanding the reason for a disclosure
choice is essential.

In conclusion, while machine learning gives a
compelling toolset for present day malware detection,
it isn't a silver bullet. For ideal adequacy, these
models must be persistently overhauled, thoroughly
assessed, and integrated into a multi-layered security
framework. Long-standing time of malware location
lies in half breed approaches that combine the speed
and versatility of machine learning with expert-
driven danger insights and strong framework
protections.
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