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Abstract- With the increasing demand for secure and
transparent electoral systems, electronic voting (e-
voting) has emerged as a viable solution. However,
centralized e-voting platforms remain susceptible to
security breaches, fraud, and lack of voter trust.
Blockchain, a decentralized and tamper-resistant
technology, offers an innovative approach to enhance
the integrity, transparency, and security of voting
systems. This paper proposes a comprehensive evoting
framework using blockchain technology. It includes
secure voter authentication, vote encryption, smart
contract automation, and real-time result auditing.
Diagrams such as the System Architecture, Data Flow
Diagram, and UML models support the design. This
study also explores the feasibility, limitations, and
future potential of blockchain-based e-voting.
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L INTRODUCTION

Voting is the foundation of a healthy democracy. Yet,
traditional systems are paper-heavy, vulnerable to
manipulation, and prone to logistical challenges.
Although electronic voting (e-voting) systems aim to
resolve these problems, they are often criticized for
lack of transparency, reliance on central authorities,
and vulnerability to tampering.

Blockchain technology can provide a breakthrough in
this space. It ensures decentralization, immutability,
and transparency while preserving the anonymity of
the voter. This research paper presents a novel
architecture for a blockchain-based e-voting system
with complete lifecycle security and transparency.

1L MOTIVATION

The need for a secure, accessible, and transparent
voting platform has become critical in modern
democracies, especially during events like global
pandemics. Blockchain provides a decentralized,
auditable, and trustworthy environment for casting
votes.

I1I. LITERATURE REVIEW

Estonia has been a pioneer in deploying national e-
voting, leveraging citizen ID and digital encryption.
However, even this system relies on centralized
infrastructure.

Voatz is a blockchain-based voting platform tested in
U.S. elections, but security audits have shown it lacks
complete decentralization and transparency.
McCorry et al. proposed a boardroom voting system
using smart contracts. Zyskind et al.

explored decentralized privacy for digital identity
management, essential for voting platforms.

These studies underscore the potential of blockchain
but also highlight issues with scalability, public
verifiability, and voter privacy — areas our work
addresses.

Iv. PROBLEM STATEMENT

Current voting systems suffer from centralization,
poor transparency, and susceptibility to fraud. Our
goal is to provide an e-voting platform that ensures
voter privacy, vote immutability, and transparency
through blockchain.

V. PROPOSED SYSTEM

Our system includes components like a voter
interface, authentication module, blockchain
network, smart contracts, and admin tools. Each vote
is encrypted, validated, and stored immutably on a
distributed ledger.

VL SYSTEM ARCHITECTURE

The system operates on a private blockchain with

modules for user interaction, validation, voting logic,

and audit logs. The architecture guarantees

transparency, integrity, and traceability of each vote.

Components:

*  Voter Interface: Mobile/web portal for
interaction

*  Authentication Module: Biometric/OTP/Gov ID
verification
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Smart Contracts: Secure vote validation

Blockchain Network: Tamper-proof vote storage
Admin Dashboard: For monitoring

verification

UML Diagrams
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We use multiple UML diagrams to model the system:

1. Use Case Diagram — Roles: voter, admin, auditor
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2. Activity Diagram — Workflow from authentication to vote confirmation
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3. Sequence Diagram — Interactions among interface, smart contract, and blockchain
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4. Class Diagram — Objects: Voter, Ballot, Blockchain,
Voting
-Address: Address
-electionStarted: Boolean
-candidates: String{]
~votes: mapping (stnng => uint)
~register_candidate()
-get_candidate()
-got_num_candidates()
}
startElectson()
-stopElection()
-reset()
\ AdminPanet
Dashboard Result il
+candidates: String{] +candidates: String| +value: String
+value: String +candudatesVotes: uintf] +regsterMsg: Sring
+message: Sting +electionStarted: String +stanMsg: String
+confirmVaote: Boolean +showResut: Boolean +stophisg: String
+componentDidMount() +componentDidhtount() +reselMsg: String
+confirmingVote() +componentDidMount()
+onSubmit() +regsCandidate()
+stanvating()
+stopVotng()
resetVoting()

User Adrmin
+NIK: String +Address: String
+NKK: String +Password: String
+Nama: String
+Tanggal Lahir: Date() :;%:;':’;()hu)
:Emalzszngm g +stopVoting()

assword: n Vot
+hasVote: Boolean el 1
+Register()
+Login()
+Vote()
Smart Contract

State Diagram — Vote status: Registered — Cast — Confirmed — Counted
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Data Flow Diagram (DFD Level 1)

The DFD shows how data flows between voter,
system modules, and the blockchain ledger:

*  Voter input

*  Authentication request
*  Vote submission
*  Blockchain transaction generation
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VII. PROJECT MODULES AND FEATURES

Voter Registration & Authentication
Encrypted Vote Casting

Smart Contract Vote Logging
Real-Time Counting

Public Audit Trail

Al S

VIIL PROPOSED ALGORITHM

Register with ID

Authenticate with OTP or biometric
Encrypt vote

Submit via smart contract

Store on blockchain

Tally votes

SR B =

MATHEMATICAL MODELING

Let V = set of voters, E = encrypted vote, B =
blockchain ledger

Each vote becomes a transaction: T; = encrypt(vote;)
B=U{T,, T2, ..., Tn }

SECURITY CONSIDERATIONS

Security features include immutability, tamper
detection, anonymity, and transparency.

Smart contracts prevent double voting.

FEASIBILITY ANALYSIS

Type - Analysis

Technical - Existing platforms
Hyperledger) can implement this system

Operational - Scalable for national elections;

(Ethereum,

mobile-friendly

Economic - Reduces logistics, personnel, and
printing costs

Legal - Must comply with election commission
norms and data privacy laws

IX. LIMITATIONS AND FUTURE WORK

*  Scalability: Public blockchains face latency
issues

* User Education: Voters must understand
basic digital processes

* Device Access: Remote areas may lack
infrastructure

Future Work:

* Integration with national digital ID systems

*  Biometric authentication

* Al for fraud detection

*  Zero-knowledge proofs for private tallying

X. CONCLUSION

Blockchain has the potential to revolutionize the
democratic process by introducing transparency,
security, and accountability. The proposed system
ensures fair, anonymous, and tamper-proof elections.
With further development and regulatory acceptance,
blockchain-based e-voting can be the future of
democracy
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