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Abstract- Malicious URLs are a major cyber security 

threat, enabling attacks like phishing and malware. 

Traditional detection methods, such as blacklists and 

heuristics, often miss new or disguised threats. To 

improve detection, machine learning and deep 

learning are increasingly used, though they depend on 

large, regularly updated datasets. This study 

introduces a novel phishing URL classification method 

that combines TF-IDF for feature extraction, Label 

Encoding for transforming categorical data, 

Borderline SMOTE to address class imbalance, M-

Relief for feature selection, and RoBERTa, a 

transformer-based deep learning model, for final 

classification. The dataset includes a diverse mix of 

phishing and legitimate URLs. The effectiveness of the 

models is assessed by measuring their accuracy, 

analyzing precision, recall, confidence score, confusion 

matrix, histogram and AUC-ROC specifically for the 

classification of malware attacks. The fine-tuned 

RoBERTa model demonstrates superior performance 

in phishing detection, achieving 98.3% accuracy on the 

test set. Compared to traditional classifiers like 

Random Forest, SVM, and XGBoost, RoBERTa excels 

in identifying phishing URLs with higher precision 

and recall. The proposed approach proves effective for 

real-time phishing detection, enhancing overall cyber 

security protection. 
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I. INTRODUCTION 

 

The rapid expansion of the internet has led to a rise 

in cyber threats, with phishing attacks being one of 

the most widespread and deceptive forms of 

cybercrime. Phishing involves deceiving users into 

disclosing sensitive information, such as login 

credentials and financial details, through fraudulent 

websites that imitate legitimate ones. 

Cybersecurity reports indicate a global surge in 

phishing attacks, with cybercriminals employing 

increasingly sophisticated techniques to evade 

detection. Traditional rule-based filtering and 

blacklist-based detection methods struggle to keep 

up with these evolving threats. As a result, machine 

learning (ML) and deep learning (DL) approaches 

have gained popularity for phishing URL detection 

due to their ability to recognize patterns in data and 

identify new threats in real time. 

This study introduces an advanced phishing URL 

classification framework that integrates multiple 

techniques to improve detection accuracy and 

robustness. The Term Frequency-Inverse Document 

Frequency (TF-IDF) method is used to extract 

meaningful textual features from URLs, while Label 

Encoding converts categorical data into a numerical 

format for better representation in ML models. To 

address data imbalance, the Borderline Synthetic 

Minority Over-sampling Technique (Borderline 

SMOTE) ensures a balanced distribution of phishing 

and legitimate URLs. Additionally, M-Relief is 

employed for feature selection, enhancing model 

efficiency by filtering out irrelevant features. 

Finally, the RoBERTa (Robustly Optimized BERT 

Pretraining Approach) model, a transformer-based 

deep learning framework, is fine-tuned for phishing 

detection. 

Extensive experiments are conducted to assess the 

proposed method against traditional ML classifiers 

such as Support Vector Machine (SVM), Random 

Forest (RF), and XGBoost. The results demonstrate 

that RoBERTa achieves a superior accuracy of 

98.3%, outperforming conventional models in 

phishing detection. This research highlights the 

importance of integrating feature extraction, 

resampling techniques, and deep learning to enhance 

phishing URL classification. 

The rest of this paper is organized as follows: 

Section 2 discusses related work on phishing 

detection. Section 3 presents the proposed 

methodology, covering the dataset, feature 

extraction, and model training. Section 4 provides 
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experimental results and performance evaluation. 

Finally, Section 5 concludes the paper with key 

findings and future research directions. 

 

II. RELATED WORK 

 

1. Barik et al.[1]  (2025) proposed a Web-based 

phishing URL detection model that integrates 

feature extraction and optimization techniques 

for improved classification performance. Their 

approach utilized TF-IDF for feature 

representation and a canopy-based feature 

selection method to enhance model efficiency. 

They introduced the Enhanced Grey Wolf 

Optimization-Convolutional Neural Network 

(EGSO-CNN) model, a deep learning 

framework optimized for phishing detection. 

The study demonstrated that incorporating 

optimization techniques significantly improved 

model performance, achieving an accuracy of 

92.95% on benchmark datasets. 

2. Detection of Malicious URLs Using Machine 

Learning (Nuria Reyes Dorta et al., 2024).[2]   

This work explores various machine learning 

and deep learning algorithms for fraudulent 

URL detection, including quantum machine 

learning (QML) techniques. The authors 

employ a dataset of hidden fraudulent URLs 

and use preprocessing methods such as one-hot 

encoding and binary coding. Principal 

Component Analysis (PCA) is applied for 

feature extraction, and QML algorithms are 

tested to enhance detection capabilities. The 

results demonstrate true positive rates 

exceeding 90%, opening up possibilities for 

future studies on optimal QML parameters. 

However, the limitations include the need for 

further optimization in integrating QML into 

existing systems. 

3. Novel Optimization-Driven Feature Selection 

for Phishing Website Detection (Muslim 

MousaSaeed, 2024)[3].   This research proposes 

an optimization-driven feature selection 

approach to improve phishing detection 

accuracy. It uses a dataset of phishing and 

legitimate websites and applies one-hot real 

encoding and PCA for preprocessing and 

feature extraction. The optimization technique 

enhances the model's competitiveness in 

detecting phishing websites, yielding an 

accuracy of 90%. The main limitation is the 

skewed distribution of the dataset, which often 

results in a larger number of legitimate websites 

compared to phishing ones. 

4. Explainable Feature Selection Framework for 

Web Phishing Detection (SakibShahriarShafin, 

2024)[4].   This study presents an explainable 

feature selection framework that uses SHAP 

and LIME algorithms for phishing website 

detection. The feature selection method is class-

specific, assessing both global and localized 

feature variations to improve detection 

accuracy. Using ensemble stacking and neural 

network models, the framework achieved an 

accuracy of 97.41% with Random Forest (RF). 

However, the study suggests incorporating 

further improvements by combining other 

ensemble models for better detection 

performance. 

5. Enhancing Online Security through Machine 

Learning for Malicious URL Detection (Shiyun 

Li & Omar Dib, 2024)[5].  This work proposes 

a machine learning framework leveraging a 

variety of URL characteristics to classify URLs 

as benign or malicious. The framework 

employs Z-score normalization, SMOTE for 

addressing class imbalance, and information-

gain-based and correlation-based feature 

selection methods. Using a modified k-means 

clustering algorithm, the study reports an 

accuracy of 96.83%. The challenge remains the 

imbalance in the dataset, particularly the 

underrepresentation of malicious URLs. 

6. Enhancing Phishing Email Detection with 

Ensemble Learning (Qinglin Qi et al., 2023)[6] 

.  In this study, the authors apply ensemble 

learning techniques to detect phishing emails 

using the FMPED and FMMPED datasets. 

They use Decision Trees (DT), Random Forests 

(RF), Logistic Regression (LR), and other 

classifiers, achieving an accuracy of 99.45%. 

The work focuses on undersampling strategies 

and emphasizes the need for exploring more 

comprehensive phishing email detection 

algorithms. 

7. Improving Phishing Detection via 

Morphological Features (Dang Thi Mai & 

Nguyen Viet Hung, 2024)[7].   This study 

highlights the use of morphological features in 

URL path analysis for phishing detection, 

combined with machine learning methods. 

Using the UCI Repository dataset, the research 

applies the Extreme Gradient Boosting (XGB) 

model, achieving an impressive detection 
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accuracy of 98.7%. Future work will refine 

feature selection methods to capture more 

nuanced characteristics of phishing URLs. 

8. Heuristic Machine Learning Approaches for 

Identifying Phishing Threats 

(Ramprasathayaprakash et al., 2024)   This 

research uses heuristic-based machine learning 

to detect phishing attacks across both web and 

email platforms. The study uses preprocessing 

and feature selection techniques and applies 

machine learning classifiers, yielding an 

accuracy of 98.1%. However, the work calls for 

further exploration of ensemble models and 

optimization strategies to enhance phishing 

threat detection. 

9. DEPHIDES: Deep Learning Based Phishing 

Detection System (OzgurKoraySahingoz et al., 

2023)    This study introduces a deep learning-

based phishing detection system, testing five 

different architectures. Using datasets from 

PhishTank, it achieves a detection accuracy of 

98.74%. The work emphasizes the importance 

of iterative model updates using newly acquired 

training data to enhance detection performance 

over time. 

10. An Improved ELM-Based Approach for 

Phishing Detection (Liqun Yang et al., 2024).   

The authors propose an Extreme Learning 

Machine (ELM)-based classifier for phishing 

detection, integrating techniques like Adaptive 

Synthetic Sampling (ADASYN) and denoising 

auto-encoders (SDAE) to balance datasets and 

reduce dimensionality. The approach improves 

phishing detection accuracy, and the classifier 

achieves high performance with a focus on 

comprehensive feature selection. 

11. Mutual Information Based Logistic Regression 

for Phishing URL Detection (2024)    This 

study focuses on enhancing phishing URL 

detection through mutual information-based 

feature selection and logistic regression models. 

The proposed method achieves a remarkable 

accuracy of 99.97%, providing significant 

improvements in cybersecurity defense against 

phishing threats. Table 1: Presents Literature 

survey 

SQL Injection Attack Detection Using Naïve Bayes 

and SMOTE (Adam Arnap&Kusrini, 2024)     The 

authors explore the effectiveness of the Naïve Bayes 

model in detecting SQL injection attacks, using 

SMOTE to balance the dataset. The study 

demonstrates the effectiveness of SMOTE in 

improving the model's performance, with a detection 

accuracy of 99.48%.  

Table 1: Presents Survey 

  

2.1 Research Gap: 

1. Standard word-based or character-based 

tokenization often fails to capture the context and 

intent behind phishing URLs. 

2. Inability to Detect Obfuscation and Homograph 

Attacks 

3. feature selection techniques (e.g., Chi-square, 

Mutual Information) do not adapt to new phishing 

techniques. 

4. Some selected features may be redundant or 

highly correlated, leading to overfitting in ML 

models. 
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5. SVM and Random Forest rely on manually 

engineered features, which may not fully capture the 

context of phishing URLs. Table 2. The limitations 

of malicious URLs detection methods  

6. Phishing datasets are often highly imbalanced, 

where phishing samples are significantly fewer than 

legitimate samples. 

Table 2. The limitations of malicious URLs detection methods 

 
2.2 Contributions of This Study 

This study introduces an advanced phishing URL 

detection framework integrating multiple feature 

engineering and deep learning techniques. The key 

contributions are: 

1. Hybrid Feature Engineering Approach: 

o Utilizes TF-IDF to extract meaningful 

textual patterns from URLs. 

o Implements Label Encoding for categorical 

feature transformation. 

o Applies M-Relief for selecting the most 

relevant features, improving computational 

efficiency. 

2. Enhanced Data Balancing Technique: 

o Addresses class imbalance using Borderline 

SMOTE, which generates synthetic 

samples close to decision boundaries, 

improving model generalization. 

3. Transformer-Based Deep Learning Model: 

o Leverages RoBERTa, a state-of-the-art 

transformer model, fine-tuned for phishing 

detection. 

o Demonstrates superior classification 

performance compared to traditional 

machine learning models. 

4. High Classification Performance: 

o Achieves 98.3% accuracy on the test set, 

outperforming Random Forest, SVM, and 

XGBoost in precision and recall. 

o Provides a comparative analysis 

highlighting RoBERTa’s effectiveness in 

phishing detection. 

5. Improved Cybersecurity Measures: 

o Enhances phishing detection capabilities for 

real-time cybersecurity applications. 

o Offers a scalable and efficient solution for 

mitigating phishing threats in web security 

systems. 

These contributions establish a robust and efficient 

phishing detection framework, advancing research in 

cybersecurity and deep learning-based threat 

detection. 

 

III. RESEARCH METHODOLOGY 

 

Phishing attacks continue to pose significant threats 

to cybersecurity, necessitating robust detection 

mechanisms. The availability of reliable datasets is 

critical for training and evaluating machine learning 

models in phishing detection. Figure 1: Shows 

Proposed architecture. 

 

3.1 Data Collection: 

This paper examines data collection from three key 

sources: Kaggle, OpenPhish, and PhishTank, each 

contributing unique datasets to enhance phishing 

detection. Kaggle offers a diverse range of phishing-

related datasets, including thousands of phishing and 

legitimate URLs, email samples, and website feature 

data. Notable datasets such as the "Phishing Website 

Dataset" and "Phishing URLs Dataset" contain 

between 5,000 and 100,000 samples. Additionally, 

Kaggle provides an API that enables automated 

downloads, streamlining data acquisition for 

phishing detection research. 

 

OpenPhish, on the other hand, specializes in real-

time phishing feeds, making it a crucial resource for 

tracking emerging threats. It continuously updates 

lists of active phishing URLs, with its public feed 

containing thousands of URLs and its commercial 

version offering an even more extensive dataset. 
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By integrating data from these sources, researchers 

can compile large-scale datasets containing hundreds 

of thousands of phishing samples, significantly 

enhancing cybersecurity measures and improving 

phishing detection systems. 

 

3.2 Preprocessing: 

Term Frequency-Inverse Document Frequency (TF-

IDF) is a widely used method for converting textual 

data into numerical representations, making it 

effective for machine learning applications. In the 

context of phishing detection, TF-IDF vectorization 

can be applied to URLs, email content, and webpage 

text to extract meaningful features. The process 

involves the following steps: Tokenizing text data 

from URLs or email content. 

1. Removing stopwords and special characters. 

2. Applying TF-IDF to convert words into 

weighted numerical vectors. 

3. Normalizing the resulting feature vectors for 

model training. 

4. Machine learning models require numerical 

inputs, categorical labels such as "phishing" and 

"legitimate" need to be converted into numeric 

values. Label encoding assigns integer values to 

each category 

 

3.3 Handling Imbalanced Datasets Using Borderline-

SMOTE: 

In phishing datasets, class imbalance often occurs 

when the number of phishing samples significantly 

exceeds the number of legitimate ones or vice versa. 

This imbalance can impact model performance. 

Borderline-SMOTE (Synthetic Minority Over-

sampling Technique) is an advanced oversampling 

method designed to address this issue by generating 

synthetic samples for the minority class. Unlike 

traditional oversampling techniques, it specifically 

focuses on borderline cases rather than treating all 

samples equally. The process includes the following 

steps: 

1. Identifying borderline samples that are close to 

the decision boundary. 

2. Generating synthetic data points using k-nearest 

neighbors (KNN) to enhance classification 

effectiveness. 

3. Ensuring a balanced dataset to improve model 

performance and reduce bias toward the 

majority class. 

Applying Borderline-SMOTE helps address class 

imbalance, ensuring that phishing detection models 

achieve balanced performance in identifying both 

phishing and legitimate cases.3.3 Feature Selection 

Using M-Relief: 

Feature selection plays a vital role in machine 

learning by improving model performance, reducing 

dimensionality, and removing irrelevant features. 

The M-Relief algorithm, an enhanced version of the 

Relief algorithm, is used to identify and prioritize 

the most significant features. The process involves 

the following steps: 

1. Calculating feature relevance based on the 

difference between nearest hit (same class) and 

nearest miss (different class). 

2. Assigning weights to features based on their 

contribution to classification accuracy. 

3. Selecting the top-ranked features to improve 

model efficiency and interpretability. 

By implementing M-Relief, the phishing detection 

model can focus on the most impactful features, 

reducing computational cost and improving 

accuracy. Table 7: Displays M-Relief output. 

 

3.4. Classification using RoBERTa 

RoBERTa (Robustly Optimized BERT Pretraining 

Approach) is an improved version of BERT 

(Bidirectional Encoder Representations from 

Transformers) that enhances text understanding and 

classification by refining the training process. It can 

analyze emails, URLs, and other text-based 

communications to detect patterns and 

characteristics associated with phishing attempts. 

RoBERTa’s strong contextual understanding is 

essential for identifying subtle phishing indicators 

that simpler methods might overlook. It extracts key 

textual features, including semantic meaning and 

contextual relationships, which are then used to train 

machine learning models for phishing detection. The 

extracted features can further be utilized to train a 

classifier, such as an LSTM, to effectively 

differentiate between legitimate and phishing 

communications. 

Table 9 presents the RoBERTa output. 

 
Figure 1: Proposed architecture. 
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Algorithm: Phishing URL Detection Using TF-IDF, 

Label Encoding, and M-Relief 

a) Input: A dataset containing phishing and 

legitimate URLs. 

b) Output: A reduced set of optimal features 

for phishing URL classification. 

1. Gather URLs from multiple sources such as 

Kaggle, OpenPhish, and PhishTank 

2.  Preprocess Text: Tokenize words, Remove stop 

words, Apply stemming/lemmatization 

3. Compute Term Frequency (TF):  

TF(w,d)=Number of times word w appears in docum

ent d /Total words in document  

4. Compute Inverse Document Frequency (IDF): 

IDF(w) = log(N/Number of documents in w) 

5. Calculate TF-IDF = 

TF−IDF(w,d)=TF(w,d)×IDF(w) 

6. Convert documents into TF-IDF feature vectors. 

7. Extract unique values from each categorical 

feature 

8. Convert all categorical values into numerical 

representations 

9. If the values are imbalanced, M-Relief  convert 

it into balanced  

10. Pass the input through the fine-tuned RoBERTa 

model  

Predict phishing probability: If probability > 0.5, 

classify as phishing (1).Otherwise, classify as 

legitimate (0). 

11. RoBERTa-based phishing model  that can 

classify emails, messages, or URLs as phishing 

or legitimate. 
 

IV. RESULTS AND DISCUSSIONS 

 

4.1 Steps to Process URLs using TF-IDF 

Extract Meaningful Parts: 

1. Remove protocols (http://, https://) 

2. Remove TLDs (.com, .net, .org, etc.) 

3. Split URLs into meaningful tokens (e.g., /, -, 

_) 

Tokenization & Cleaning: 

4. Split URLs based on /, ?, =, &, _, and - 

5. Convert to lowercase 

6. Remove stopwords like www, html, php, 

index, etc. 

Apply TF-IDF: 

7. Convert processed URLs into a numerical 

representation using TfidfVectorizer. 

TF-IDF (Term Frequency-Inverse Document 

Frequency) to the given URLs. This will convert 

them into numerical feature vectors, which can be 

used for phishing detection. Extract meaningful 

tokens from URLs (remove "http://", "www.", split 

by special characters). 

 

Apply TF-IDF transformation. 

The TF-IDF transformed output is presented in a 

tabular format, where each row corresponds to a 

URL, and each column represents a token extracted 

from the URLs. Table 3 displays the TF-IDF output 

.The values in the table indicate the TF-IDF scores 

assigned to each token, reflecting their importance 

within the dataset. Table 4: Label encoding putput. 

Table 3: TF-IDF format 

 

http://www/


© June 2025 | IJIRT | Volume 12 Issue 1 | ISSN: 2349-6002 

IJIRT 181036   INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY      3415 

Table 4: Label Encoding output

 
Borderline SMOTE can be applied if your dataset is 

imbalanced (i.e., phishing and legitimate URLs are 

not equally represented) 

4.2 Steps to Apply Borderline SMOTE: 

1. Check Class Distribution (to confirm 

imbalance). 

2. Apply Borderline SMOTE if needed. 

3. Balance the dataset by generating synthetic 

samples for the minority class. 

The class distribution is: 

• Phishing (1): 10 samples 

• Legitimate (0): 6 samples 

Since the dataset is slightly imbalanced, apply 

Borderline SMOTE to generate synthetic samples 

for the minority class (legitimate URLs) and balance 

it with the phishing URLs. Table  5. Displays 

Imbalanced Output. 

The imbalanced class in the dataset is the Legitimate 

(0) category since it has fewer samples compared to 

the Phishing (1) category. Table 6. Balanced output 

Before applying borderline SMOTE 

Table 5: Imbalanced output 
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Table 6 displays the output after balancing the dataset 

 
Before SMOTE: The dataset was imbalanced, with 

more phishing URLs (label = 1) than legitimate ones 

(label = 0).  

After SMOTE: Borderline SMOTE generated 

synthetic samples to balance the dataset, adding new 

legitimate URLs (label = 0). 

Feature Selection using M-Relief 

Table 7: M-Relief output. 

 
Roberta output 

Table 8: RoBERTa output 

 
4.3 Compare with alternative machine learning 

models. 

Table 9 presents a comparison of the accuracy of 

various machine learning models, including 

XGBoost, LightGBM, Logistic Regression, SVM, 

and Random Forest, in classifying URLs as either 

phishing or legitimate based on confidence scores. 

Table 10 provides an overview of the accuracy 

achieved by these machine learning models. 
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Table 9 presents a comparison of different machine learning algorithms 

 
Table 10: Compare with ML Models Accuracy 

 
4.4 PERFORMANCE EVALUATION:  

Machine learning performance metrics help evaluate 

and compare different machine learning models by 

providing quantitative measures of a model's 

accuracy, precision, recall, F1 score, and ROC 

curve. 

Accuracy: 

The accuracy metric is one of the simplest 

Classification metrics to implement, and it can be 

determined as the number of correct predictions to 

the total number of predictions. Graph1. Shows 

Accuracy for Ml Models. Graph1. Display accuracy 

Confidence Score: 

 A confidence score is a numerical value, typically 

between 0 and 1, indicating the model's certainty 

about its prediction, with higher scores suggesting 

greater confidence. Figure 2.Displays Confidence 

score. 

Confusion Matrix:  

A confusion matrix is a tabular representation of 

prediction outcomes of any binary classifier, which 

is used to describe the performance of the 

classification model on a set of test data. Figure 3: 

Confusion matrix 

AUC-ROC curve : 

AUC-ROC curve to visualize the performance of the 

classification model on charts; It is one of the 

popular and important metrics for evaluating the 

performance of the classification model. Figure 5. 

AUC-ROC curve 

Histogram: 

A histogram is a graphical representation of the 

distribution of numerical data. It is a visual 

representation of how often data appears in different 

ranges. Figure 4: Histograms  

  
Graph 1: Presents accuracy                                           Figure 2: Confidence Score Distribution 
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Confusion Matrix 

  
Figure 3: Confusion matrix      Figure 4: Displays histogram 

 

 
Figure 5: AUC-ROC curve 

 

V. CONCLUSION 

This study presents an effective approach for 

phishing URL detection by combining TF-IDF, 

Label Encoding, Borderline SMOTE, M-Relief, and 

RoBERTa. The integration of TF-IDF for feature 

extraction, M-Relief for feature selection, and 

Borderline SMOTE for class balancing enhances the 

robustness of the detection system. RoBERTa, a 

transformer-based deep learning model, significantly 

outperforms traditional machine learning classifiers 

such as Random Forest, SVM, and XGBoost, 

achieving an accuracy of 98.3%. The proposed 

method proves to be highly efficient, accurate, and 

scalable for real-time phishing detection, 

contributing to improved cybersecurity defenses 

against phishing attacks.In future, exploring 

DistilBERT or TinyBERT for real-time phishing 

detection on low-resource devices. Implementing 

attention visualization to enhance the interpretability 

of RoBERTa’s predictions. 
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