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Abstract- In this paper, the MERN (MongoDB,
Express.js, React.js, and Node.js) stack is used to design
and implement a modern, smart, and secure web-based
chat application. The system includes JWT-based
authentication for safe session management and
Socket.IO-powered real-time two-way messaging. A key
highlight is its support for one-to-one messaging with
media sharing capabilities. Another unique feature is the
integration of sentiment analysis using Natural
Language Processing (NLP) techniques. This allows the
system to assess the emotional tone of messages and
automatically flag or decorate offensive or rude messages
with appropriate emojis, enhancing the emotional
intelligence of communication
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[. INTRODUCTION

The increased dependence on digital communication
mediums and tools has altered social and professional
relationships and interactions across the globe. Chat
apps are popular for facilitation of instant messaging,
collaboration, and socialisation. With this popularity,
many chat platforms deal with major issues of user
security, providing message privacy, while also
attempting to reduce unpleasant and negative
behaviours such as harassment and negative language.
This paper demonstrates an Emotion-Aware Secure
Chat Application built on the MERN stack platform,
encoder-controlled flexible software development.
JWT-based user session authentication are provided to
secure user account. The proposed Emotion-Aware
Secure Chat Application implemented real-time
semantic analysis to automatically detect and respond
to offensive or rude messages. Negative semantics are
tagged with emojis so our users can be encouraged to
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engage in a more balanced variety of healthier and
respectful communication context.
CHALLENGES IN CURRENT CHAT SYSTEMS
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[Figure 1: Overview of Challenges in Existing Chat
Systems]

II. LITERATURE REVIEW

Security and emotional analysis from chat messaging
platforms are active areas of research. Some papers
have looked at securing ways to authenticate,
including research using JSON Web Tokens (JWT)
[1], [6].

The area of sentiment analysis is useful to
understanding an emotional state of the user, dating
back from lexicon-based models like VADER, and
TextBlob [1], [7], and onwards to deep-learning
transformer models such as BERT [11]. Although the
approaches to sentiment analysis have been widely
adopted and used in social media and the content to
collate customer reviews, and provide feedback. The
methodologies of sentiment analysis modules into a
real-time messaging chat app are not used in a
straightforward way.

This paper addresses that gap by integrating secure
authentication protocols with real-time sentiment
detection and immediate feedback, to encourage
constructive communication in chat messaging
environments.
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Technique Type Accuracy Processing | Domain Implementation | Suitable Use Cases
Speed Adaptability | Complexity

TextBlob Lexicon-Based Moderate High Low Low Lightweight applications,
quick prototyping

VADER Lexicon-Based Good Very High | Low Low Social media, real-time
chat messages

Naive Bayes | Machine Good to Moderate High Moderate Traditional NLP tasks,

/ SVM Learning High domain-specific models

LSTM / Deep Learning High Moderate High High Sentence-level

CNN to Low classification, contextual
tasks

BERT/ Transformer- Very High | Low Very High High Contextual understanding,

RoBERTa Based fine-grained sentiment

Hybrid Hybrid High Moderate High Moderate Balanced performance

(Lexicon + with manageable

ML) complexity

[Figure 2: Sentiment Analysis Techniques Comparison]
III. SYSTEM ARCHITECTURE IV. MODULES AND IMPLEMENTATION

The suggested system utilizes a full-stack MERN A. User Registration and Authentication

architecture: Users register and log in using their email and

. Frontend: Reactjs with Redux enables password. On successful login, a JWT token is issued

optimal state management and responsive UI to manage session authentication. Only authenticated

experience to support all functions. users can access the chat system.

. Backend: Node.js with Express.js creates

RESTful APIs and manages server-side logic. B. Dashboard and User Interface

. Database: MongoDB will contain all user The dashboard features:

identity credentials, chat messages, and sentiment * a sidebar listing users that are currently connected
and online

score and plot data.
. Real-time messaging: Socket.IO allows for
bi-directional real-time messaging.

* a chat panel in the center which displays
conversations and receives messages in real time

. Sentiment Analysis: Python microservice * Redux handles all state synchronization to show all
that determines sentiment scoring of text messages incoming/outgoing messages and users' live update on
using VADER/TextBlob. their status
C. Login and Authentication Screen
g The user's login screen will display secure access by
allowing the user to enter their email and password.
Frontend Backend Database
React.js Node.js MongoDB
Redux ExprIss.js
( : ) _o Q Chatterbox
Real-Time Authentication Sentiment
Communication OTPR, JWT Analysis
Socket.lO Python microservice
! VADER/TextBlob

[Figure 4: Login Page Interface]

Authentication

=

[Figure 3: System Architecture Diagram]|

C. One-to-One Chat
Each user can initiate a private chat with another user.
Messages are sent in real time using Socket.IO and

IJIRT 181100 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 6321



© June 2025| JIRT | Volume 12 Issue 1 | ISSN: 2349-6002

stored in MongoDB with metadata including sender,
receiver, timestamp, and sentiment score.

E. Sentiment Analysis and Emoji Feedback

Each outgoing message is forwarded to a Python
microservice where VADER or TextBlob analyzes
sentiment polarity. Messages detected as negative or
offensive are tagged with appropriate emojis (e.g.,
angry or sad faces) to visually notify participants.

V. SENTIMENT ANALYSIS WORKFLOW

The workflow consists of the following steps:

1. User sends a message from the chat UI.

2. Backend forwards the message to the Python-
based sentiment microservice.

3. Sentiment scoring is performed using pre-trained
models.

4. Scores are compared against predefined
thresholds (positive, neutral, negative).

5. Negative messages trigger corresponding emoji
tags.

6. The annotated message is broadcast to all
recipients.

Sentiment Analysis Workflow
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[Figure 5: Sentiment Analysis Workflow Diagram]
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VI. DATABASE SCHEMA

The MongoDB collections are structured as follows:

e Users: {name, email, passwordHash, verified,
createdAt}

e Messages: {senderld, content, timestamp,
sentimentScore, emojiTag}

Indexes are created to optimize query performance,

especially on user email and message timestamps.

Message

username: String

text: String

createdAt, updatedAt

User

username: String

email: String

password: String

verificationcode: String

[Figure 6: Database Schema Diagram]
VII. FINDINGS

A. Experimental Configuration

A controlled environment simulating multiple users
simultaneously was used to test the system. Message
sending, authentication, and sentiment tagging were
among the test cases.

B. Accuracy of Sentiment Tagging

Based on a manually tagged data set for validation, the
VADER tagging accuracy was approximately 82%.
Feedback resulted in more polite interactions and
improved user comprehension of the tone of the
conversation.

VIII. SUMMARY

This work provides a comprehensive solution that
enhances chat applications with emotional intelligence
and secure user authentication. Scalable growth is
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made possible by the MERN stack's development, and
the required security is provided by JWT. Sentiment
analysis real-time feedback has been demonstrated to
improve user engagement and foster more cordial
communication.

IX. FUTURE WORK

* Use Deep Learning and Transformers to further
investigate improvements in sentiment analysis
performance.

» Add voice messages and detect sentiment in other
languages.

* Develop a mobile app version for easier access.
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