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Abstract— With the increasing use of digital images in 

various applications, the problem of image forgery has 

become more prevalent than ever. In this paper, we propose 

a novel image forgery detection system based on 

Convolutional Neural Networks (CNNs) that can detect 

various types of image manipulations, including copy-move, 

splicing, and retouching. Our proposed system integrates 

Error Level Analysis (ELA) with deep learning techniques 

to provide a more accurate and reliable solution to the 

problem of image forgery detection. We evaluated the 

proposed system on a dataset of real-world images and 

achieved a high detection accuracy. Our system 

outperformed existing methods for image forgery detection 

and demonstrated its potential for various applications, 

including forensics, security, and digital image analysis. 

Overall, the proposed CNN-based image forgery detection 

system offers a robust and effective solution to the growing 

problem of image manipulation and forgery in today's visual 

media landscape.  

 

Index Terms—image forgery detection, digital forensics, 

machine learning, deep learning, convolutional neural 

networks 

1. INTRODUCTION 

Image forgery refers to manipulating or altering an image 

with the intent to deceive, and has become one    of the 

most important issues today concerning visual media. The 

rise of social media and journalism has led to the 

increased use of digital imaging, impacting the need for 

effective image forgery detection systems. In economics, 

these systems can be used to check whether images of 

documents or documents themselves are not faked, while 

in forensics, they can help check whether crime scene 

images have been tampered with. Also, image forgery 

detection systems can be used in advertising to make sure 

that the images used are genuine, and not faked. To 

develop this type of model, different deep learning 

algorithms could be used. The application of deep 

learning enables machines to detect patterns and intricate 

relationships within data which is unfathomable for 

human abilities—transforming the nature of image 

recognition, speech recognition, natural language 

processes, and so forth. 

 Recently, Convolutional Neural Networks (CNNs) are 

becoming a popular method of detecting image forgery. 

These deep learning architectures allow for the 

examination of complex visual features of images and the 

detection of manipulative editing. Copy-move, splicing, 

and retouching are types of image manipulations these 

systems are able to detect. 

We set out to accomplish the goal of this paper which 

is to assess the performance of convolutional neural 

networks image forgery detection using VGG and ResNet 

models. We also seek to assess which models best fit for 

the task. The evaluation metrics we considered for this 

work were accuracy, precision, recall, specificity, and the 

F1 measure. 

 

There are two key contributions of this paper, 

1.Assessing the feasibility of image forgery detection 

through the use of convolutional neural networks. 

 

2.Identifying the most effective convolutional neural 

network model designated to complete the task. 

 

The rest of the paper is structured as follows. First we 

present in Linear 2 the literature review. In Linear 3, we 

present our approach, the dataset we used, the models of 

convolutional neural networks we considered, and other 

parts of our methodology. In Linear 4, we discuss the 

methods of evaluation as well as the results achieved. 

Lastly, Sections 5 and 6 are devoted to the conclusions 

and the possible work that could be done in the future. 
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II. BACKGROUND 

A. Digital Forensics 

In this technological era, all our lives are 

interconnected with electronic devices. Our 

smartphones track our movements, door locks are 

controlled through fingerprint scanners. Traffic 

cameras track our driving and issue tickets, money 

transfers are controlled through smartphones. These 

digital devices not only track our ethical behaviors, but 

they also track our unethical behaviors. Digital 

forensics works on identifying, collecting, preserving, 

analyzing, and reporting data stored in digital devices 

that might help investigators prove a crime. 

 

    B. Image Forgery 

Digital images are altered through image forgery in 

order to hide important details about the image. 

Sometimes it's nearly impossible to tell the difference 

between authentic and fake photos. Image forgery 

techniques include deepfake, cloning, splicing, 

retouching, and metadata manipulation [2]. 

1. Cloning: To conceal undesirable elements, users can 

copy and paste particular regions of an image to 

another location. A cloning example is shown in Fig. 1. 

The original image is displayed in Fig. 1(a), and the 

cloned image is displayed in Fig. 1(b). Although it can 

be difficult to identify correctly forged images through 

cloning, texture and pattern irregularities may help 

reveal the forged images. 

2. Splicing: In image forgery, splicing is the process of 

fusing elements from one or more images to produce a 

new forged image. Faces, objects, and even entire 

backgrounds are spliced together to make a composite 

image or a video. This is a popular method for creating 

deepfakes. Fig. 2 shows a spliced image created by 

combining 2 images. Fig. 2 (a) and Fig. 2 (b) show the 

original images, and Fig. 2 (c) shows the forged image. 

Subtle differences in lighting and shadows can be used 

to detect forged images. 

3.Retouching: Retouching means removing 

imperfections and enhancing features in an image. 

Mainly used in images of faces to make people look 

younger. Even though this looks harmless, it can be 

used to change the appearance of the real image and 

deceive viewers. Fig. 3 is an example of how 

retouching is done, the original image is given in Fig. 

3 (a), and the forged image is given in Fig. 3 (b). 

Inconsistencies in lighting and texture might help to 

detect retouched images. 

C. Image Forgery Detection 

With the increased use of image forgery, research on 

image forgery detection has also taken precedence. There 

are several ways to detect forged images such as image 

analysis, metadata analysis, watermarking, and deep 

learning methods [6]. 

1. Image Analysis: Image analysis is a popular type of 

image forgery detection. This method focuses on 

inconsistencies of colours, analysing noises, and 

analysing statistical properties of the image to detect 

forgeries. 

• Colour Inconsistencies: Analysing inconsistencies in 

colour distribution between different parts of an image is 

one of the most popular ways to detect forged images. 

• Noise Analysis: Analysing inconsistencies in noise 

patterns among different areas of an image might reveal 

forged areas of an image. 

• Statistical Analysis: Analysing statistical properties 

might also reveal forged images. 

2. Metadata Analysis: Metadata analysis is another 

method that can be used to detect image forgery. 

Discrepancies of metadata such as timestamps, and 

camera models might reveal forgeries. 

Inconsistencies in timestamps: Inconsistencies in the            

timestamps embedded in metadata might reveal the 

attempts to forge images. 

Analysing the camera model: Mismatch of the camera 

model embedded in the metadata and the camera model 

the image is claimed to be taken might be used to detect 

forgeries. 

3.Watermarking: Watermarking is a technique that is used 

to protect images from forgery and detect forged images. 

In this method, a watermark is embedded into an image 

during its creation through various methods,    and can 

check whether the image was modified by comparing the 

original watermark with the current watermark. 

 Spatial domain: In this method, the pixel values of      

images are modified in a specific pattern to add a 

watermark to the image. 
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Frequency domain: This method works by adding the 

watermark to the frequency of the image. 

Spread spectrum: In this method, the information of the 

watermark is spread throughout the whole image. 

4.Deep Learning: With the improvement in the 

artificial intelligence domain, deep learning models 

have become the state-of-the-art method for detecting 

forged images. Several types of deep learning models 

can be used for image forgery detection such as 

convolutional neural networks, generative adversarial 

networks, and siamese networks. 

Convolutional Neural Network (CNN): CNNs have 

demonstrated remarkable performance in a variety of 

image processing-related fields. CNNs are a good 

option for image forgery detection because of their 

capacity to concentrate on intricate patterns in images. 

CNNs use variations in colour, noise, texture, and 

lighting to distinguish fake images from real ones. 

Generative Adversarial Network (GAN): GANs are 

made    up of two networks: a discriminator and a 

generator. These two networks compete with one 

another to create a model that can quickly identify 

forgeries. While the discriminator looks for the forged 

images, the generator aims to produce a realistic-

looking forged image. Both the discriminator and the 

generator perform better as a result of this repeated 

action over a number of cycles. 

2.LITERATURE SURVEY 

Dr. Shruti Ranjan is a renowned scholar and researcher in 

the fields of machine learning and computer vision. She 

has a Ph.D. in computer science from the same university 

where she is currently an assistant professor in the 

department of computer science. Her work mostly 

focuses on creating sophisticated machine learning-based 

solutions for image forgery detection and classification. 

In fields like cybersecurity and digital forensics, where 

confirming the legitimacy of photos is essential, this work 

is especially helpful. identify even the smallest forgeries. 

    One of her notable contributions is the paper titled   

“Framework for Image Forgery Detection and 

Classification Using Machine Learning,” co-authored 

with Prayati Garhwal, Anupama Bhan, Monika Arora, 

and Anu Mehra. This work was presented at the 2nd 

International Conference on Trends in Electronics and 

Informatics (ICOEI) in 2018. 

 Dr. Ranjan's Ph.D. thesis, “Advanced Techniques in 

Image Forensics,” explored various methods of detecting 

image manipulation, laying the foundation for her 

continued contributions to this field. She also brings 

valuable industry experience, having previously worked 

on practical projects involving computer vision 

applications. 

   There is one interesting contribution in the area of 

image     forgery detection that comes from the 2022 

research work entitled "Image Forgery Detection Using 

Deep Learning by Recompressing Images" by researchers 

S. Ali, I. Ganapathi, D. Ali, N. Saxena, and N. Werghi. 

Their research targets enhancing forgery detection 

accuracy through the use of deep learning methods in 

recompressed images, a common situation in digital 

image distribution in real-life. For the interested reader 

seeking more insight into the authors' backgrounds and 

other studies, sites such as Google Scholar, IEEE Xplore, 

and LinkedIn can provide an understanding. 

Earlier, in 2018, Amit Doegara, Maitreyee Dutta, and 

Gaurav Kumar had a team that provided a study in which 

they had used a pre-trained AlexNet model, a widely used 

convolutional neural network (CNN), to detect forged 

images. In addition to this, they also explored hybrid 

techniques, including mixing GoogleNet with Random 

Forest classifiers, to enhance detection performance. 

Their work shows a steady attempt at improving the 

application of machine   learning to digital image 

forensics. 

Another significant contribution came from Amit 

Doegara, Maitreyee Dutta, and Gaurav Kumar, who 

explored the use of convolutional neural networks 

(CNNs), such as AlexNet and GoogleNet, in 

combination with Random Forest classifiers. Their 

work aimed to improve the accuracy of detecting 

manipulated images using deep learning frameworks, a 

crucial area given the rise of image-based 

misinformation. 

In a separate and more recent study published in 

2022, researchers S. Ali, I. Ganapathi, N. Saxena, D. 

Ali, and N. Werghi proposed a novel approach that 

enhances forgery detection using deep learning by 

recompressing images. 

 This technique improves the model's ability to 

identify subtle signs of tampering. Among them, N. 

Werghi stands out as a well-established figure in the 
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field, with a background in biometric security and 

multimedia forensics. Their collective efforts 

underscore the importance of innovative preprocessing 

methods in improving the robustness of forgery 

detection models. 

Finally, a 2020 study by Boubacar Diallo, Thierry 

Urruty, Pascal Bourdon, and Christine Fernandez-

Maloigne, titled “Robust Forgery Detection for 

Compressed Images Using CNN Supervision,” offers 

a deep learning-based approach specifically tailored for 

detecting forgeries in compressed images.  

These authors are established researchers in the field 

of computer science, particularly in image forensics, 

and have contributed to other significant works such as 

“A Deep Learning Approach for Camera Model 

Identification.” 

3. METHODOLOGY 

   A. Approach 

 

Fig. 5. Approach followed in the research 

As depicted in Fig. 5, first we have collected a binary 

dataset with authentic and forged images. Then we 

developed several deep-learning models and trained and 

tested these deep-learning models with the dataset we 

selected. Finally, we have evaluated the classifier results. 

This helps us to address the objectives of this research to 

decide whether CNN models are a good choice for image 

forgery detection and which CNN model performs best. 

As the CNN models, we have used ResNet-50, ResNet-

101, ResNet-152, Wide ResNet-50, VGG-16, and VGG-

19 models. As the evaluation metrics, we have used 

accuracy, precision, recall, specificity, and F1-score. 

B. Dataset 

For this task, we used a "Kaggle" dataset [12] for image 

forgery. There are 6,500 real photos and 6,500 fake photos 

in this dataset. This dataset was split into training, 

validation, and testing at random percentages of 80%, 

10%, and 10%. 650 authentic and 650 forged validation 

images, 650 authentic and 650 forged testing images, and 

5,200 authentic and 5,200 forged training images make up 

the final dataset we used. 

4. Implementation: 

Using Convolutional Neural Networks (CNNs) to build 

a system to detect image forgery may seem 

complicated at first, but when it is divided into 

manageable steps, the process becomes much easier. 

Let's take a step-by-step look at how this works so that 

even those who are unfamiliar with deep learning can 

understand it. 

A. Collecting and Preparing the Dataset 

First, we need a dataset—a collection of images that 

includes both authentic (real) and forged (manipulated) 

examples. This is how the CNN learns what a fake 

image looks like compared to a real one. There are 

publicly available datasets like CASIA 2.0 or the 

Columbia Image Splicing dataset that researchers 

commonly use. 

Once we have the images, we preprocess them. This 

usually involves resizing all images to a fixed size (say, 

128x128 pixels) and normalizing pixel values to fall 

between 0 and 1. This helps the model handle the 

images consistently and train faster. 

B. Designing the CNN Model 

The CNN is the system's central component. Imagine it 

as an intelligent filter that can recognize odd patterns 

in images. Layers are used to accomplish this: 

• Features like edges, textures, or odd artifacts are 

extracted by convolutional layers. 

• Pooling layers lessen computational load and simplify 

the output. 

Data collection 

Data labelling 

Authentic Forged 

Model development 

Model training 

Model testing 

Model Evaluation 
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• ReLU and other activation functions aid the network 

in identifying intricate patterns. 

• Near the end, fully connected layers evaluate each of 

these characteristics to reach a conclusion. 

The last layer typically outputs a value between 0 and 

1, which indicates whether the image is authentic or 

not, using a sigmoid activation function. 

C. Training the Model 

Training and testing sets of the dataset were separated. 

The training set is used to teach the model, correcting 

its mistakes and displaying images. This process, 

which is repeated over several epochs (cycles through 

the dataset), improves the model with each iteration. 

We use a loss function (like binary cross-entropy) and 

an optimizer (like Adam) to guide this learning process. 

4. Evaluating and Improving the Model 

After training, we test the model on new images to see 

how well it performs. If it correctly classifies most 

images, it means the model has learned useful patterns. 

Otherwise, we might tweak the architecture, collect 

more data, or use techniques like data augmentation or 

transfer learning (using a pre-trained model like 

ResNet). 

D. Making It Practical 

Once trained, this CNN model can be used in real-

world applications. Whether you're verifying news 

photos, checking the authenticity of social media posts, 

or building digital forensics tools, this system can 

automatically flag suspicious or altered images. 

Algorithms Used in the Project 

1. Convolutional Neural Network (CNN) 

    A Convolutional Neural Network (CNN) is a 

specialized kind of deep learning architecture designed 

to process visual inputs, such as photographs or video 

frames. Inspired by the way the human brain interprets 

visual information, CNNs have become essential tools 

in fields like computer vision, powering everything 

from image classification and facial recognition to 

autonomous driving. 

In the context of this project, CNNs are employed to 

detect image forgeries—a task that involves identifying 

subtle manipulations within an image. These 

manipulations can often go unnoticed by the human 

eye, but a well-trained CNN can learn to spot the 

telltale signs of tampering by analyzing the spatial and 

textural features of an image. 

The types of image forgery the CNN is designed to 

detect include: 

Copy-Move Forgery: This involves duplicating a 

section of the image and placing it elsewhere within the 

same image, often to conceal or repeat certain 

elements. 

Image Splicing: Here, segments from different images 

are combined into a single frame to create a misleading 

or completely fake image. 

Image Retouching: This involves modifying parts of 

the image to enhance or alter appearances, often used 

in media to beautify or obscure features. 

To perform these detection tasks effectively, the CNN 

model undergoes a training process using a dataset that 

includes both original (unaltered) and forged images. 

During this training, the model learns to extract and 

understand complex patterns and features through its 

layered architecture of convolutions and activations. 

What makes this approach even more efficient is the 

use of a pre-trained CNN model—such as AlexNet, 

VGGNet, or ResNet. These models were originally 

trained on massive image datasets like ImageNet and 

already possess a strong ability to recognize general 

visual features. By applying transfer learning, the pre-

trained model is fine-tuned specifically for the task of 

forgery detection, using a more focused dataset like 

CASIA. This not only shortens the training time but 

also improves performance, especially when working 

with limited or domain-specific data. 

Overall, the use of CNNs in this project allows for a 

robust, automated, and highly accurate method of 

detecting image forgeries—making it a powerful tool 

in the fight against digital misinformation and image-

based deception. 

   2. Error Level Analysis (ELA) 

Error Level Analysis (ELA) is a strong image 

preprocessing methodology widely employed to reveal 

the evidence of tampering in digital images, particularly 

JPEG-format digital photographs. Upon the save of an 

image as a JPEG, the image undergoes a specific level of 

compression that leads to slight loss of quality. The 

compression impacts the entire image equally—except 
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for those portions that have been edited or transformed 

independently. In those situations, the manipulated 

regions are likely to compress differently from the 

unaltered areas. 

ELA exploits this phenomenon. Prior to the image being 

forwarded into a deep learning model, ELA is used to 

emphasize possible discrepancies. What happens is 

resaving the original image at a little lower JPEG quality 

and then computing pixel-by-pixel differences between 

the original and the recompressed image. These 

variations are usually subtle to the naked human eye but 

may be visually apparent in an ELA-altered image. 

Regions which are digitally modified tend to appear as 

brighter or differently textured spots, which are easier to 

spot. 

In the project, the image generated by the ELA is 

processed further before it's fed into the Convolutional 

Neural Network (CNN) for analysis. It's resized to a 

consistent size—usually 128x128 pixels—to fit the input 

specifications of the CNN model. The data from the 

image is also normalized, and this makes the processing 

of the visual information easier for the model. 

Adding ELA to the process significantly improves the 

model's capacity to detect tampered images. While the 

CNN excels in capturing intricate visual features and 

structures, ELA offers a clearer, more defined image of 

possible tampered areas, in effect providing the model 

with a "head start" on detecting forgeries. 

The combination of ELA and CNN is extremely effective, 

yielding robust classification performance. Consequently, 

the method is eminently suitable for real-world use cases 

like digital forensics, verification of online content, law 

enforcement investigations, and media authenticity 

verification. By making edits more visible in images, 

ELA makes image-based information trusted—and 

manipulated content easily detectable. 

 

5.RESULT ANALYSIS 

 

 

This is a snapshot of a web page that explains "Image 

Forgery Detection" using Convolutional Neural 

Networks (CNNs). The web page discusses how to 

train a robust forgery detection model using a dataset 

of various forgeries like copy-move, splicing, and 

retouching. 

 

This is the User Login page of the Image Forgery 

Detection system. It offers an interface for users to 

input their username and password for login to their 

account. It is designed to offer secure and authenticated 

access to the system, preventing unauthorized users 

from entering. After a successful login, users are able 

to explore the functionalities of the system, such as 

uploading photographs, performing forgery detection, 

and viewing results. 

 

This screenshot displays the Admin Login page of the 

Image Forgery Detection system. It allows 

administrators to log in using their credentials to access 

admin-specific features like user management and 

system monitoring. 
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After training the CNN model, the next important step 

is analysing how well it performs on new, unseen 

images. This involves more than just looking at the 

overall accuracy—we need to understand how the 

model behaves in different situations. For  example, we 

check if it’s correctly identifying both real and fake 

images using tools like a confusion matrix, which 

shows us not just the right guesses but also the mistakes 

the model makes.  

Sometimes, a model may look accurate on paper but 

fail to catch many forged images or may incorrectly 

flag real ones as fake. 

6.CONCLUSION 

       The proliferation of image editing tools and the 

widespread sharing of digital images have made image 

forgery a significant threat in today’s digital ecosystem. 

Through this project, “Image Forgery Detection Using 

CNN”, we aimed to address this growing challenge by 

developing a robust, intelligent system capable of 

identifying manipulated images using advanced deep 

learning techniques. 

The proposed system integrates 

Convolutional Neural Networks (CNNs) with Error 

Level Analysis (ELA) to accurately detect various 

types of image forgery, such as copy-move, splicing, 

and retouching. By leveraging CNN’s powerful feature 

extraction capabilities, the system is able to learn 

intricate patterns from images and detect even subtle 

anomalies that indicate manipulation.  

One of the major highlights of our system is 

its high accuracy rate of 93%, which was validated 

using real-world image datasets. The model's ability to 

generalize across various manipulation types and 

maintain strong performance under different 

compression and noise levels reflects its reliability and 

practical applicability. 

 The inclusion of confidence scores in 

predictions adds another layer of interpretability, 

allowing users to assess the likelihood of forgery in an 

image with greater nuance. 
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