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Abstract — Transparency and security in an electoral 

process are fundamental to the legitimacy of the results 

and the confidence of voters. Thus, it is necessary to assess 

opportunities to improve traditional voting systems. 

Among the main problems is the lack of transparency, 

due to the impossibility of a voter checking their vote and 

the lack of access to the source from which the results are 

obtained. Another problem is mobility, due to the 

impossibility of performing remote voting, as traditional 

voting systems continue to require the physical presence 

of the voter in an electoral zone. Thus, the objective of 

this work is to propose a voting system that is functional, 

transparent, safe, and accessible to everyone. Voters can 

vote through a mobile application with biometric 

authentication using fingerprint and password access. In 

our proposal, votes are registered in an Ethereum 

Blockchain through a Smart Contract, allowing the voter 

to check their vote. The results are expected to 

collaborate with the evolution of studies necessary to 

improve traditional voting systems, especially in 

fundamental aspects such as security, transparency, and 

mobility. 

 

Index Terms — Biometrics, Blockchain, Voting, Smart 

Contract, Ethereum. 

 

I. INTRODUCTION 

 

Voting system allows the individual to choose a 

choice from a group of existing options and enables a 

population to decide in a democratic way who its 

representatives will be. The main requirements for a 

functional voting system should be: guarantee of 

anonymity; transparency; possibility of investigation 

and audit;  mobility; only authorized voters can vote; 

security against double voting; 

security against voter coercion; calculation of 

elections only after the end of the electoral process 

[17]; and decentralization, that is, the data source 

where votes are registered cannot be centralized in any 

entity 

Traditional voting systems do not meet all of these 

requirements. Transparency is not achieved, as the 

source of the data where the votes are recorded is not 

made available to making any kind of public audit of 

the results impossible. There is no mobility, as voters 

have to go to the polling booth. 

There is complete centralization, as there is 

dependence on a trusted third party for storing, 

calculating, processing, and guaranteeing the 

anonymity of a vote. To consider the aim of a 

decentralized voting system and in accordance with 

the security, verifiability, and auditing requirements, it 

is necessary to evaluate the viable technologies and 

existing studies related to the theme. 

Each electoral system has specific rules. In Brazil, the 

electoral code is sanctioned by law number 4,737 of 

July 15, 1965, where issues such as vote secrecy, 

participating public, parties, preparatory acts, among 

many others are addressed. Therefore, a voting system 

for political offices in Brazil must obligatorily adhere 

to all the clauses described in this law. 

The basic requirements of a voting system presented 

in this work do not take into account the rules 

described in electoral codes used in public elections for 

political office. In other words, the scope of this 

proposal serves voting systems governed by local 

rules, such as elections for associations, 

condominiums, or clubs. 

In addition to this Introduction, this paper contains a 

short explanation of the main concepts used and the 

main guiding references in chapter II. Chapter III 

brings the proposal of this paper, while chapter IV 

presents and discusses the results achieved. Finally, 

chapter V resumes the main points discussed and 

presents the conclusions. 
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II.LITERATURE SURVEY 

 

A. Blockchain 

The study that gave rise to the first Blockchain was 

published by. In this approach, an electronic payment 

system is based on cryptographic evidence, allowing 

transactions to be carried out directly with each other, 

without the need for a trusted third party. 

In a Blockchain, a digital currency is a chain of digital 

signatures. To avoid double spending of the same 

currency, only the oldest transaction involving one 

currency will be valid. Transactions must be 

propagated on a public network and network 

participants use the same system to reach an agreement 

on the order of transactions received, without central 

authority. Ownership of a digital currency in a 

Blockchain is secured through symmetric encryption. 

The public key is used to send a certain value to the 

recipient, who will be the only one able to assume this 

property through their respective private key. 

To provide security against time fraud, in a Blockchain 

there is a timestamp for each hash corresponding to a 

block of transactions. 

To prevent blocks from being processed by dishonest 

participants, the Blockchain uses a stress test as part of 

the block mining process, which requires the miner to 

devote a certain amount of computational resources 

and energy to the generation of a new block, in order 

to make attempts to generate a false blockchain 

economically disadvantageous.  In a Blockchain, a 

currency is not manipulated individually. According 

to allow an amount to be divided and combined, 

transactions contain multiple inputs and outputs. 

To maintain privacy in transactions, the model 

proposed by maintains the public keys used in 

anonymous transactions. 

 

B. Ethereum 

According to, Ethereum is a platform for developing 

and deploying reliable decentralized applications, 

denominated Smart Contracts. 

The possibility of creating and executing the Smart 

Contracts is the main difference between Ethereum 

Blockchain and the Blockchain used by Bitcoin. 

In Ethereum, the consensus mechanism between 

network nodes guarantees not only the immutability of 

transactions but also of Smart Contracts. This 

mechanism, therefore, ensures that the writing code of 

a Smart Contract is tamper proof, even in a distributed 

and decentralized execution model. 

Smart Contracts are systems that  automatically move 

digital assets according   to previously established and 

immutable rules. According to the Smart Contracts 

communicate via a transaction. When receiving a 

message, the code of the Smart Contract is executed 

and this potentially may or may not send a message to 

the other Smart Contract account, which in turn will 

react according to their code, and so on. 

Processing messages and transactions involves 

computational cost and in Ethereum, the party 

requesting the execution must establish the maximum 

amount of GAS1 units it is willing to pay and what 

value in Ether it will pay for each unit spent. 

 

C. Biometry 

The current study uses fingerprint-based biometrics as 

a method for authentication because it is considered 

secure, is widespread among mobile users, and 

extensive documentation is available on the APIs for 

development in Android and IOS operating systems. 

Based on identification through fingerprint 

irregularities, the capture of the digital image is 

performed by optical means, being digitally processed 

through a system capable of identifying the 

dactyloscopic characteristics, and comparing them 

with a database record, to determine access or not 

. 

D. Hypotheses that guide this research 

[22] present a voting system that utilizes the Ethereum 

Blockchain, where voters can use their Ethereum 

wallet or an Android device to submit their vote. The 

work is intended only for small elections and the 

authors warn about the scalability of the Ethereum 

network for large votes, recommending in- depth 

studies on the topic. The authors also warn that when 

using a public Blockchain, there may be a risk of 

guaranteeing the anonymity of a voter and do not 

recommend this for official and critical elections. 

propose a conceptual model for protecting credentials 

within digital wallets using biometric methods, 

denominated BioWallet. This model employs user 

authentication through biometrics and an access 

password. The transaction is only allowed if both 

validations are positive. The work by [3] is not 

directed at voting systems. The authors propose 

double authentication, through biometrics and an 

access password to increase the security of the digital 

wallets used to carry out financial transactions. 
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The work of allows voting through a mobile 

application or through an authentication terminal. All 

communication between the authentication center and 

the central election office is carried out through a 

secure channel, integrating existing facilities in 

traditional voting systems with a new authentication 

layout based on biometrics. 

The work of [9] focuses on recording votes in a 

Blockchain. According to the authors, traditional 

voting systems are extremely vulnerable to tampering 

when managed by an organization with full control 

over the system and database. The traces of possible 

tampering could be easily erased, thus making any 

type of audit difficult. The presented solution uses a 

permissioned Blockchain, which is nothing more than 

a private Blockchain network, developed and 

maintained centrally by one or more companies or 

institutions. The authors focus their work exclusively 

on recording data in a Blockchain, not addressing 

which access mechanisms are available to voters or 

which forms of integration are possible. 

propose a Blockchain-based voting system. Voter 

authentication involves a trusted third party 

denominated Trusted Third Party (TTP). This entity is 

responsible for verifying if a voter is entitled to vote, 

by consulting the authenticating organization through 

an encrypted secret message. The authors propose 

using the same Blockchain used by Bitcoin. Voter 

authentication is not performed at the time of voting. In 

this way, the Blockchain can receive vote records from 

anyone. However, after the conclusion of the election, 

authentication is performed, where only votes 

corresponding to voters with voting rights are 

computed. 

III.METHODOLOGY 

 

A. Conceptual Model of the Technical Solution 

Like the solution proposed in the work by, in the 

current work, the vote registration is performed 

through a Smart Contract Ethereum Blockchain, 

which ensures that the program used to record a vote 

cannot be changed, thus increasing confidence in the 

system. 

However, in the proposal presented in this research 

work, the voter uses a mobile app to vote, therefore, 

there will be an integration between the application 

and Smart Contract when registering the vote. 

The mobile application presented in this proposal is 

developed for the platform Android [8]. The choice of 

platform takes into account the cost of the 

development tools and the platform's compatibility 

with the web3j API , which is required to communicate 

with the Blockchain through the application. 

Figure 1 illustrates the overview of the functional 

voting system proposed in this study:

Fig. 1. Overview of the Blockchain-based Voting 

System with Biometric Authentication Proposed in 

this Study. 

Figure 1 shows an overview of this proposal, with the 

main functional modules, from biometrics and the 

Android voting application, to integration with 

additional authentication services and blockchain 

integration. 

As a result of this proposal, it is expected that a 

functional voting system will be obtained based on 

Blockchain with user authentication using biometrics 

and access through a mobile application. 

 

B. Authentication with access password 

A voter's navigation journey through the mobile 

application is initiated by authentication with an 

access password. In other words, the first 

authentication process (there is a second process as 

well) is performed through an application on the user's 

mobile. The application has a login screen, where 

voters are required to enter their username and 

password. These data are used in a Hash-based 

Message Authentication Code (HMAC) function to 

produce a final hash that represents the voter's 

credentials. In computing, a hash is a sequence of bits 

generated by a scatter algorithm. HMAC functions use 

an existing hash generation function in conjunction 

with a secret key [5] to generate a final hash. 

The secret key used in the HMAC function is the 

user name and password used in the voting 

application. The other component of the HMAC is the 
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International Mobile Equipment Identity (IMEI) of the 

voter device. The IMEI is unique for each mobile 

device. These data are accessible on all mobile devices. 

This final hash generated in the application running 

on the voter's mobile device is sent to a central server, 

where there is software developed in Java language 

and a database where the voter's access credentials and 

the IMEI of the mobile device are stored. 

This software generates a new hash through an 

HMAC function, using the voter's password and the 

IMEI registered in the database. If the final hash 

generated is the same as the hash generated in the 

mobile app, user authentication becomes successful. 

It is important to note that the voter and their mobile 

device are directly linked to the authentication 

process. Authentication will only be successful if the 

voter uses their mobile device at the time of 

authentication. It is not possible to vote via other 

mobile devices. 

The registration of the access password of the voter 

and the mobile IMEI is not part of the scope of this 

work. However, this study is based on the premise that 

the registration of these data was previously carried out 

by the entity responsible for organizing the election.  

The hash is generated twice. The first hash is 

generated in the mobile application, based on the user 

and password entered by the voter and the device IMEI, 

programmatically obtained through the Android 

platform API in the application used for the vote. 

This hash is sent to the central server, where the 

second hash is generated based on the user, password, 

and IMEI of the voters' device registered in the 

database. 

Authentication is only successful if the values of the 

hash codes are the same. 

Figure 2 illustrates the authentication process 

involving the user and the password and IMEI of the 

voter’s device: 

 
Fig. 2. Voter authentication with password access. 

C. Application main screen 

Continuing the voter journey using the application, 

successfully authenticated voters at login advance to 

the next step and gain access to the main screen of the 

application. Figure 3 illustrates the systemic 

integrations performed in this step:

 
Fig 3:Systemic integrations Performed on the main 

application screen 

As can be seen in Figure 3, the main screen performs 

two queries on the Blockchain: (1) a check if the voter 

has already voted; and (2) a list of candidates 

participating in the election. For the application to 

communicate with the Blockchain it is necessary to 

have a Blockchain account. In addition to the 

application user password, the voter must have an 

account on the Ethereum Blockchain. The credentials 

of this account are used for each communication with 

the Blockchain. The creation of Blockchain accounts 

for each voter is the responsibility of the election 

organizer. However, the Blockchain account creation 

process is beyond the scope of this work. 

To carry out the experiment, a local file on the mobile 

device is used, where the Blockchain credentials are 

saved and are used by the application in each 

communication with the Blockchain. Therefore, in this 

authentication, the user does not need to interact 

directly, as this will be performed automatically in all 

communications between the application and the 

Blockchain through a library that is compatible with the 

Android operating system, called web3j . 

The web3j library is used in the programming of the 

mobile application and allows remote execution of all 

the functions of a Smart Contract in an Ethereum 

Blockchain. However, an intermediary between the 

application and the Blockchain is also required for the 

integration to be successful. 

The intermediary role is performed through the Infura 
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services. Infura has mechanisms for connecting to the 

Blockchain network. Figure 4 illustrates the 

integration possibilities using the Ethereum 

Blockchain ecosystem offered by Infura. 

Fig. 4. Integrations with Ethereum Blockchain through 

Infura 

As can be seen in Figure 4, it is possible to connect to 

an Ethereum Blockchain through APIs provided by 

Infura. The focus of Infura is to provide infrastructure 

and services for remote communication with an 

Ethereum Blockchain, simplifying projects involving 

this type of integration.  

The choice of Infura was focused on simplifying the 

proposed solution, as it solves several infrastructure-

related concerns. In this way, it is possible to focus on 

the development of functionalities in the application. 

However, in a real election, Infura would represent a 

third party to participate in the voting system, which 

raises important points of attention related to security 

that are not addressed in this study. 

The Smart Contract used in this study is developed in 

Solidity language . 

As can be seen in Figure 3, the methods used in the 

main screen of the application (Eligible voter and 

number of Candidates) have the same name as the 

functions declared in the Smart Contract Blockchain. 

This is one of the web3j library definitions. 

The first functionality, to be run on the main screen of 

the application, checks if the voter has voted yet. At 

this point, the application's Eligible() voter method 

makes a query to the corresponding function in the 

Smart Contract, which notifies as to whether the voter 

has already voted. If the voter has already voted, an 

informational message is displayed and it will not be 

possible to vote. Otherwise, a Vote button is displayed 

and the voter can start the voting process. 

Another function of the application's main screen 

informs the number of candidates participating in the 

election. In the same way, the application again 

queries the Blockchain, but now using the 

Quantity_Candidates() method, which queries the 

corresponding function in the Smart Contract and 

returns the number of candidates to be presented on 

the application's main screen. 

 

D. Fingerprint Biometric Authentication 

Voters who have not voted yet can proceed to the next 

step and begin the voting process. At this point, a 

second authentication is performed, this time using 

fingerprint biometrics. 

This authentication is performed directly on the 

mobile device, without any communication with 

external systems. It is a feature of the Android 

operating system used for application programming. 

Possible vulnerabilities related to the fingerprint 

biometrics process in the Android operating system 

are not addressed in this study. 

Taking into account the use of login with user 

password and mobile device IMEI to access the 

application and the additional use of biometrics, it can 

be stated that the proposal presented in this research 

paper is characterized as a dual authentication 

solution. Dual authentication is also addressed in the 

works of [3]. 

 

E. Conducting a vote 

Voters with positive biometric authentication in the 

application can proceed to the next step, where they can 

select a candidate to cast their vote. 

The Smart Contract does not allow more  than one vote 

for the same public key in the Blockchain. In this way, 

double voting is impossible. As can be seen in Figure 

5, the List_Candidates() and vote() methods enable 

consultation of the list of candidates to be displayed on 

the screen and performance of the vote. 

Fig. 5. Integrations with Ethereum Blockchain through 

Infura 

Figure 5 presents the systemic integrations existing in 

the voting stage. 

The Smart Contract used for voting also has a function 

for registering candidates and should only be used 

when registering candidates by the entity responsible 

for the election. However, the registration of 

candidates is not addressed in this proposal and the 



© June 2025| IJIRT | Volume 12 Issue 1 | ISSN: 2349-6002 

 

IJIRT 181550 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 4220 

work is based on the premise that candidates have 

already been registered by the entity responsible for 

the election. 

The application presents the voter with a screen with 

the list of all candidates participating in the election. 

When selecting a candidate, the application executes 

the Smart Contract vote() function and their vote is 

registered in the Blockchain. 

 

Proof of voting 

Every transaction carried out on the Blockchain has a 

unique identifier. Upon completion of the vote, the 

application presents the voter with a voting slip with 

the unique identifier of the Blockchain transaction, the 

unique identifier of the program responsible for 

processing the vote, and the public key of the 

Blockchain account used for the vote. 

Through the transaction's unique identifier, any voter 

can consult their vote via the Internet and confirm that 

the candidate registered in the vote is really the one 

chosen by them. Another important point concerns 

immutability, as Blockchain technology ensures that 

the transaction is immutable. These features increase 

system reliability and security. Although voters can 

consult their transaction, all existing data do not 

compromise vote secrecy, given that the public key of 

the Blockchain account used in the transaction is 

exclusive to the voter. Thus, there are important gains 

in terms of auditing and confidence. 

 

F. Verification of the election result 

An important advantage of using a public Blockchain 

in an election is the possibility of the voter checking 

the legitimacy of the registration of their vote and 

calculation of the final result without depending on 

third parties. 

The proposal presented in this paper demonstrates how 

a voter can check their vote, but reading all votes in 

the Blockchain and calculating the final result are 

beyond the scope of this research work. 

However, the design of the technical solution 

presented in the proposal of this work is also viable for 

the reading of all votes existing in the Blockchain, 

making the calculation of the final result feasible. In 

this way, future works may extend this research work, 

approaching ways of calculating the final result from 

the technical solution presented in this proposal. 

 

 

IV.EXPERIMENT AND ANALYSIS OF RESULT 

Validation of the proposal is performed by comparing 

compliance with the main requirements of a voting 

system. The system proposed in this study and the 

others discussed during the research work are 

evaluated for each requirement. 

 

A. Mobility, Dual Authentication, Biometrics and 

Double Vote 

The proposed system presented in this study uses an 

application for cell phones and the navigation journey 

begins with the voter authentication screen. Figure 6A 

shows the screen used in the authentication process. 

 
Fig. 6. Login screens with access password. 6A: 

password entry. 6B: wrong login and password. 

In case of authentication failure, the voter will not be 

able to access the application's functionalities and an 

informational message will be presented, as shown in 

Figure 6B. This functionality represents the first level 

of authentication existing in the experiment. This 

authentication uses the login, password, and IMEI of 

the voter's device. In this way, only the voter will be 

able to vote through their cell phone and it will not be 

possible to impersonate a voter through a device that 

is not included in their register. Authenticated voters 

will have access To the home screen of the application. 

 
Fig. 7. Main page with number of candidates and vote 

confirmation. 7A: Vote allowed. 7B: Voting not 
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allowed 

This screen in Figure 7 has two functions: querying the 

number of candidates in the election and querying 

whether the vote has already been taken. This 

information is obtained directly from the Blockchain, 

by consulting the Smart Contract. 

It is important to note that voting control for a voter is 

in the Blockchain and not the application. The 

guarantee of preventing double voting is offered by the 

Blockchain technology, through the programming of 

the Smart Contract. The application only consults a 

Smart Contract function that warns if the voter has 

already voted. In this way, the logic in the application 

allows voting only if the voter has not yet voted. 

The voter's public key used for a vote is stored in the 

Blockchain and consulted for every new vote. If there 

is a vote linked to a certain public key in the 

Blockchain, it cannot be used again. 

If the public key has not been used in a vote, the voter 

receives the message in Figure 7A, otherwise the 

message in Figure 7B. However, even if there is a 

button, Smart Contract would not allow a second vote. 

Therefore, only mobile devices with this feature are 

compatible with the application. The fingerprint 

biometric collection page is shown in Figure 8: 

 
Fig. 8. Biometric data collection. 8A: biometric entry. 

8B: Negative biometric authentication. 8C: Positive 

biometric authentication 

 

The screen shown in Figure 8A is presented after the 

user clicks on the Vote button, available on the 

application's home page. 

At this point, the voter is asked for a sample of their 

fingerprint. The Android operating system has 

mechanisms for recording and managing biometric 

data not covered in this study. However, it is 

imperative that the mobile device user has registered 

their fingerprints on the mobile device for this feature 

to work in the application. 

Upon collecting the voter's fingerprint, the application 

performs an assessment and access to the voting page is 

authorized only if authentication is successful. Figure 

8B shows the negative biometric authentication 

screen. 

Biometric authentication represents the second level 

of authentication that exists in the application. Thus, it 

can be stated that the solution presented in this 

experiment uses double authentication. Figure 8C 

shows the positive biometric authentication screen. 

After performing password and biometric 

authentication, the voter is authorized to vote. The first 

step in a voting process is the presentation of the list 

of candidates. 

Figure 9A shows the screen with the list of candidates 

for voting after successful authentication. 

Fig. 9. Ongoing votting. 9A: candidate list. 9B: proof 

of voting. 

The list of candidates is registered in the Blockchain 

and can be obtained by consulting the Smart Contract. 

This feature increases the security against tampering 

with registered candidates, since this registration is 

carried out at the time of creation of the Smart 

Contract. It is not possible to change them once they 

have been created. 

Each candidate list item has an event. By clicking on 

one of the candidates, the vote is processed through a 

call to Smart Contract where there is a function used to 

record the vote. After registering the successful vote, 

the Smart Contract returns data from the transaction 

performed to the application. These data are informed 

in a voting slip, which contains the program ID. This 

is the ID of the Smart Contract responsible for 

processing the vote. This feature is fundamental as it 

characterizes the adulteration prevention of the 
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program. Only one Smart Contract is used in voting, 

therefore, all votes must be processed by the same 

Smart Contract, which is guaranteed immutability 

through Blockchain technology block processing 

rules. 

Another datum on the voucher is the Blockchain 

account. This is the public key used for voting. As 

stated in previous sections, each voter can only vote 

once, so this public key can only be used once. 

Figure 9B demonstrates the voting slip presented to 

the voter after a successful vote has been made. 

Registration of the vote performed by Smart Contract 

results in a transaction on the Blockchain and the 

receipt informs the ID of this event. This transaction 

has a guarantee of immutability through the 

Blockchain network, where the vote performed is 

registered. Thus, the proposal presented in this study 

has a guarantee against tampering with the program 

used in the election and the vote performed. 

This experiment uses the Ethereum Ropsten Test 

Network. It is a Blockchain Ethereum network used 

for testing. This network allows consultation of all 

transactions carried out through an internet website. 

The entire Smart Contract implementation was 

developed in Solidity language. Through the 

transaction ID generated when registering the vote, the 

voter can consult their transaction on the Internet. The 

transaction ID is defined in the Transaction Hash 

parameter. The ID of the executing program of the 

vote is defined in the parameter To, which means that 

the Smart Contract corresponds to the destination of a 

transaction. Finally, the Blockchain account 

corresponds to the From parameter which means the 

origin of the transaction. 

created the Blockchain technology and eliminated the 

need for a trusted third party to guarantee security in 

banking transactions. However, the proposal presented 

in this study does not eliminate the need for a trusted 

third party in a voting system. The figure of a person 

responsible for the election is maintained for functions 

such as registration of voter data, authentication of 

voters, registration of Blockchain keys, and 

publication of the Smart Contract used in the election. 

Figure 10 shows a website query [6] where the 

transaction used in this experiment can be checked: 

 
Fig. 10. Result of the Internet query of the transaction 

performed in the experiment related to a vote through 

the application 

B. Comparison between works 

The channel for accessing the system is not addressed 

in the study presented by [22]. However, other works 

referenced in this study have the access channel as their 

main motivation, such as the work which presents a 

proposal based on mobile applications with the aim of 

increasing people's participation and engagement in 

the electoral process. propose integrating the 

traditional voting system with a mobile application. 

The authors involve a third party responsible for the 

authentication of voters and election control. This is a 

common feature of the experiment presented in this 

study, where a third party is also needed for voter 

authentication, as mentioned earlier. 

[17] use biometric authentication through fingerprint. 

Nonbiometric data is also used for authentication, 

where a four-digit authorization code must be entered. 

Dual authentication is employed in the proposal 

presented in this article, using fingerprint and password 

biometrics. Therefore, both have an additional layer of 

security in a voting system.do not use Blockchain 

technology and keep the base where votes are 

registered centralized in the organ responsible for the 

election. On the other hand, aiming at less 

centralization of responsibilities in the body 

responsible for the authentication of voters, the 

proposal presented in this study uses a public 

Blockchain, where all voters can access and check the 

results, demonstrating an additional gain in 

transparency and security. The concern with data 
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source tampering and control in a voting system is the 

focus of the work of [9]. As an alternative, the authors 

propose a solution based on Blockchain. 

The proposal uses a permissioned Blockchain, where 

the nodes responsible for processing blocks are limited 

to a previously registered group. This is a difference 

from the proposal presented in the current study, where 

a public Ethereum Blockchain is used. 

Adopt specific mechanisms for processing blocks and 

mining, aimed at controlling the participating nodes 

and the order in which each one must process a block. 

This control does not exist in the solution proposed in 

the current study, which uses the block processing and 

mining mechanisms of the Ethereum Blockchain 

network. Controlling the nodes. 

As can be seen in Table 1, the proposal presented in 

this study is shown to adhere to 7 out of the 9 main 

requirements of a voting system. They are: (1) 

mobility: voters can use their mobile phone to vote; (2) 

anonymity: each voter has their public key on the 

Blockchain and there is no link between this key and 

participating in the network can be a security 

differential in a Blockchain-based system. However, 

the proposal presented in this dissertation does not 

address possible block tampering attacks and their 

characteristics. 

The work by Lee et al. (2016) mentions the use of a 

Blockchain, but the focus is on the authentication of a 

voter before interacting with the Blockchain, without 

compromising the confidentiality of their identity, 

even to those responsible for authentication. 

To do so, the authors involve a trusted third party, in 

addition to the agency responsible for the election in the 

authentication process. 

During the authentication process there is an exchange 

of information between the agency and the trusted 

third party. Each one keeps a part of the voter's 

information and one does not have access to the other's 

part. In this way, the author proposes an authentication 

model that guarantees voter anonymity. The proposal 

presented does not address possible fraud in the body 

responsible for the election during the authentication 

process. 

Lee et al. (2016) use the same Blockchain used in 

Bitcoin. However, implementation details are not 

covered by the authors. 

The proposal presented in the current study 

demonstrates the integration between a mobile 

application and a Blockchain, enabling the possibility 

of improving the experience in a voting system, 

without sacrificing security, obtained through dual 

authentication, biometrics, and Blockchain 

technology. This is an important contribution of this 

work, considering the difficulty of finding works 

dedicated to improving the user experience in a voting 

system during the research stage. 

 

V. CONCLUSION 

 

This work is dedicated to collaborating with research 

focused on increasing transparency and security, and 

providing a better user experience in voting systems. 

Therefore, it presents a proposal for a functional 

voting system based on Blockchain technology, 

accessible through an application for cell phones, with 

user authentication through biometrics and an access 

password. This model is applicable to elections that are 

not regulated by law or with pre-established rules. 

Mobility is an important feature in a voting system, as 

it can increase voter engagement and participation in 

an election, in addition to adapting a voting system to 

the context provided by digital transformation, where 

applications make people's lives easier in everyday 

tasks, such as paying bills or checking the bank 

balance. 

The feasibility of the proposal was proven by 

performing functional tests of the following features: 

authentication by password access; biometric 

authentication; consultation of the candidate list; taking 

of votes; casting votes with invalid data; taking of votes 

with data from voters who have already voted. All tests 

were successful. 

After surveying the main works related to the topic, it 

was possible to identify the main requirements in a 

voting system, as shown in Table 1. The evaluation of 

the proposal presented in this study on these 

requirements is shown in Table 2, where there is a 

comparison with the other proposals presented in 

studies addressed in this research paper. 

Among nine main requirements in a voting system, the 

proposal presented in this study proved to be adherent 

to 7, namely: (1) mobility: voters can use their mobile 

phone to vote; (2) anonymity: each voter has their 

public key on the Blockchain and there is no link 

between this key and the voter's identity. The vote only 

registers the public key, therefore, it is not possible to 

identify the voter; (3) double authentication: through 

biometrics and an access password; (4) biometrics: 
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authentication uses fingerprint biometrics; (5) anti-

tampering of the vote: Blockchain technology 

guarantees the immutability of the vote; (6) anti-

tampering of the program: the vote is registered in the 

Blockchain through a Smart Contract which has 

immutability guaranteed by Blockchain technology; 

the voter's identity. The vote only registers the public 

key, therefore, it is not possible to identify the voter; 

double authentication: through biometrics and an access 

password; biometrics: authentication uses fingerprint 

biometrics; antitampering of the vote: Blockchain 

technology guarantees the immutability of the vote; 

program anti-tampering: the vote is registered on the 

Blockchain through a Smart Contract that has 

immutability guaranteed by the Blockchain 

technology; double vote: the system does not allow the 

same vote key to be used more than once. This is an 

important contribution of this study. The following are 

not covered; anti-coercion, which occurs when 

someone forces someone to vote for a particular 

candidate and the presence of intermediaries, 

represented by Infura, which guarantees the 

integration between the Blockchain and the 

application. (7) double vote: the system does not allow 

the same vote key to be The votes registered through 

the proposal presented in this study are immutable, 

according to the processing and consensus criteria of 

the Ethereum Blockchain network. The consultation of 

votes is public, so any voter can confirm their vote. 

This feature represents an important advance in 

transparency in a voting system. 

Biometric authentication is linked to the IMEI of the 

voter's mobile device. This feature is critical to 

increasing voter security, especially in attempts to use 

third-party data in a vote. 

 

A. Limitations and future works 

The proposal presented in this study has some 

limitations which can be addressed by future works: 

• Anti-coercion: prevention of coercion of voters by 

parties interested in a given result. Voting systems 

must have a means to prevent coercion [17]. The 

current work does not address this functionality 

and its implementation in a system and in 

functional voting can be explored in future works; 

• No intermediaries: election in which the voter 

interacts directly with the Blockchain, without 

intermediaries. The use of Infura to communicate 

with the Blockchain represents a point of risk, 

considering the possibility of interception and 

leakage of confidential voter information. In 

future work, it is possible to evaluate the 

replacement of this intermediary; 

• Third-party software: biometrics uses the API 

available through the Android operating system. 

Possible vulnerabilities in the API or Android 

operating system that could be exploited by 

fraudsters or interceptors are not evaluated and 

may be addressed in future work. Furthermore, 

some biometric readers are able to differentiate 

living tissue from dead tissue. This feature adds an 

extra layer of security to the biometric 

authentication process. However, the current work 

does not explore this kind of vulnerability; 

• Blockchain: The scalability of Blockchain 

technology is also a restriction cited in the work. 

There are outstanding issues regarding the 

scalability of Blockchain technology for elections 

involving many voters, which are not covered in 

this study. The creation of the Blockchain account 

is another sensitive point of the process, not 

addressed in this study. It is necessary that the 

generation process does not compromise voting 

secrecy. Incorporating a functionality for creating 

a Blockchain account in the application used for 

voting may be an alternative evaluated in future 

work; 
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