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Abstract- This paper presents a privacy-preserving 

wearable health monitoring framework leveraging 

encrypted IoT protocols. Wearable devices, while 

improving remote health tracking, introduce significant 

risks concerning personal data privacy. We propose an 

integrated solution combining lightweight cryptographic 

methods such as ECC, homomorphic encryption, and 

secure IoT protocols like MQTT and CoAP. Evaluations 

show that our method preserves confidentiality with 

minimal performance overhead, suitable for real-time 

applications. 
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1. INTRODUCTION 

 

Wearable devices are now integral to digital health, 

offering the capability to continuously monitor 

physiological parameters such as ECG, heart rate, and 

glucose levels. However, such data is highly sensitive, 

necessitating robust security and privacy measures. 

This paper proposes a secure and scalable architecture 

using encrypted IoT protocols tailored for constrained 

environments. 

The rapid expansion of wearable health monitoring 

systems within the Internet of Things (IoT) ecosystem 

has necessitated robust and efficient security 

mechanisms to protect sensitive physiological data. 

Given the constrained computational resources of 

wearable devices—typically limited to sub-1 GHz 

processors, less than 256 KB RAM, and minimal 

battery capacity—traditional cryptographic 

algorithms such as RSA and full-scale AES are often 

impractical due to their high computational and energy 

overhead. In response, we propose a lightweight yet 

secure framework that integrates Elliptic Curve 

Cryptography (ECC) for authentication and key 

exchange, and partially homomorphic encryption 

(PHE) for secure data aggregation and on-device 

analytics. Communication is secured using optimized 

IoT protocols such as MQTT and CoAP, which are 

tailored for low-bandwidth and low-latency 

environments. 

Benchmark results indicate that ECC-256 operations 

on ARM Cortex-M4 devices complete within ~3.1 ms 

for key generation and ~2.4 ms for encryption, 

consuming approximately 18 mJ per transaction—

making it viable for real-time applications. 

Homomorphic encryption (using schemes such as 

Paillier or BFV) enables secure computation with less 

than 15% overhead in processing time when applied to 

typical health metrics like heart rate and blood 

pressure. MQTT, compared to HTTP, reduces 

communication overhead by 80% and latency by 60% 

in constrained networks. Our integrated solution 

demonstrates an average end-to-end latency of under 

150 ms and a total energy footprint reduction of 30% 

compared to conventional methods, thereby validating 

its suitability for secure and efficient real-time health 

monitoring in wearable IoT systems. 

 

2. LITERATURE SURVEY 

 

In recent years, the increasing adoption of wearable 

devices for health monitoring has generated 

significant interest in securing sensitive personal 

health data. Several studies have explored the 

intersection of Internet of Things (IoT) technology and 

privacy-preserving mechanisms. According to [1], the 

primary concern lies in the data transmission from 

wearable sensors to cloud-based or edge servers, 

which is susceptible to interception, unauthorized 

access, and tampering. Traditional encryption 

protocols such as AES and RSA offer high security but 

are often unsuitable for wearable devices due to their 

limited computational and battery resources. 
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Lightweight cryptographic techniques like Elliptic 

Curve Cryptography (ECC) have been widely 

investigated for securing resource-constrained 

environments. ECC provides a comparable security 

level to RSA while using shorter key lengths, thus 

reducing computational load and energy consumption 

[2]. Studies such as [3] propose hybrid encryption 

methods that combine symmetric and asymmetric 

schemes to balance security and performance. 

Lightweight cryptography is essential for securing IoT 

devices with limited computational resources. A 

recent survey by Suryateja et al. [4] provides a 

comprehensive overview of various lightweight 

cryptographic algorithms tailored for IoT applications. 

The study analyzes 11 ultra-lightweight algorithms, 

evaluating their performance based on software 

implementations and metrics such as execution time 

and memory usage.  

ASCON, standardized by NIST [5], has emerged as a 

leading lightweight cryptographic algorithm. It offers 

128-bit security with a 320-bit permutation, optimized 

for deeply embedded systems like medical devices and 

smart fabrics.  

Homomorphic encryption (HE) enables computations 

on encrypted data without decryption, preserving 

confidentiality. A survey by Acar et al. [6] delves into 

various HE schemes, including Partially 

Homomorphic Encryption (PHE), Somewhat 

Homomorphic Encryption (SWHE), and Fully 

Homomorphic Encryption (FHE). The study discusses 

their theoretical foundations and practical 

implementations, highlighting the challenges in 

achieving efficiency suitable for IoT devices.  

In the context of IoT, integrating HE can enhance data 

privacy, especially when combined with lightweight 

cryptographic techniques like ECC. 

MQTT is a lightweight messaging protocol widely 

used in IoT applications. However, it lacks inherent 

security features. A study by Shilpa et al. (2022) 

proposes a secure transport layer communication for 

MQTT, incorporating mutual authentication 

mechanisms to enhance security in IoT networks. 

CoAP is designed for constrained devices and supports 

Datagram Transport Layer Security (DTLS) for secure 

communication. However, it faces challenges like 

large message sizes and handshake complexities. A 

study by Tsai et al [7] introduces an automatic key 

update mechanism for CoAP, enhancing security in 

lightweight M2M communications. 

Integrating lightweight cryptography with secure IoT 

protocols is crucial for real-time applications. A 

performance evaluation by Seoane et al. [9] compares 

CoAP and MQTT with security support in IoT 

environments. The study assesses bandwidth, CPU 

usage, and power consumption, providing insights into 

their feasibility for constrained devices.  

Additionally, a bibliometric analysis by Singh et al. 

[10] highlights the growing research interest in IoT 

lightweight cryptography, emphasizing the need for 

hybrid approaches combining asymmetric and 

symmetric algorithms to balance security and 

performance. 

 

3. EXISTING SYSTEM 

 

Most existing health monitoring systems rely on 

centralized architectures where wearable devices 

collect physiological data (e.g., heart rate, 

temperature, oxygen levels) and transmit it to cloud 

servers for storage and analysis. These systems often 

use basic encryption mechanisms during transmission 

but lack end-to-end security. As a result, they are 

vulnerable to cyber threats such as man-in-the-middle 

attacks, replay attacks, and data breaches. 

Another limitation of conventional systems is the lack 

of robust authentication protocols. Many rely on 

simple device IDs or shared keys, which can be 

spoofed or intercepted. Moreover, patient data stored 

on centralized servers often lack fine-grained access 

control, making it difficult for patients to regulate who 

can access their information. 

In addition, these systems are not optimized for low-

power devices. The energy overhead caused by 

complex encryption algorithms or continuous data 

transmission reduces battery life, making long-term 

health monitoring less feasible. As such, existing 

systems fail to offer a comprehensive solution that 

ensures privacy, integrity, and performance, especially 

in continuous real-time monitoring scenarios. 

A security-aware IoT framework using MQTT and 

CoAP protocols [9] with TLS/DTLS encryption. It 

focuses on performance analysis in constrained 

devices, showing that MQTT performs better under 

high message rates, while CoAP offers better energy 

efficiency. Relies on standard TLS/DTLS, which can 

be heavy for ultra-constrained devices. No support for 

homomorphic encryption. 

Combines ECC and AES to secure data from wearable 
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health sensors transmitted via MQTT. The framework 

focuses on confidentiality and low latency in real-time 

monitoring systems. No homomorphic encryption; 

doesn't support secure computation over encrypted 

data.  

Implements partially homomorphic encryption 

(Paillier) for privacy-preserving sensor data 

aggregation in IoT networks. Targeted at smart cities 

and smart homes, with potential for healthcare data 

protection. 

Integrates ASCON [10] (NIST LWC finalist) with 

CoAP and MQTT protocols. Designed to operate on 

ARM Cortex-M devices with low memory and CPU. 

No support for advanced privacy-preserving features 

like secure computation or encrypted query 

processing. 

An enhancement of the MQTT [7] protocol using 

mutual authentication and AES for secure telemetry 

transmission in healthcare systems. Does not use 

lightweight public-key cryptography or homomorphic 

encryption; may not scale well for large deployments. 
 

4. PROPOSED SYSTEM 
 

The proposed system presents a secure and privacy-

preserving architecture for wearable health monitoring 

using encrypted IoT protocols. It integrates 

lightweight cryptographic techniques, secure 

communication protocols, and fine-grained access 

control mechanisms to overcome the shortcomings of 

existing solutions. 

At the core of the system is Elliptic Curve 

Cryptography (ECC), which ensures secure key 

exchange and authentication between the wearable 

device, the gateway, and the cloud. ECC is chosen for 

its efficiency on resource-constrained devices, 

offering high security with lower processing power 

and memory usage.  

To maintain confidentiality during data processing, the 

system uses homomorphic encryption. This allows 

computations to be performed on encrypted health 

data without requiring decryption, thereby protecting 

sensitive information even in untrusted environments 

such as third-party cloud servers. 

The proposed communication layer utilizes MQTT 

over TLS 1.3 and CoAP over DTLS to ensure secure 

and efficient message transmission. These protocols 

are chosen for their lightweight footprint and 

suitability for real-time applications. Additionally, the 

use of HMAC-SHA256 ensures message integrity and 

authenticity, providing protection against injection 

and replay attacks.  

Furthermore, the system incorporates attribute-based 

access control (ABAC), enabling patients to define 

policies that govern data access based on attributes 

such as role, location, and time. This empowers users 

with control over their data and enhances privacy 

compliance. 

Overall, the system is designed to support end-to-end 

security, low energy consumption, and real-time 

responsiveness, making it highly suitable for wearable 

health monitoring in IoT ecosystems. 

 

5. PROTOCOL DESIGN 

 

The proposed design aims to provide a lightweight and 

privacy-preserving health monitoring system that 

secures data transmission between wearable devices 

and cloud-based health analytics servers. It integrates 

lightweight cryptographic techniques, secure IoT 

protocols, and homomorphic encryption to ensure 

confidentiality, integrity, and privacy in resource-

constrained environments. 

 

System Architecture: 

The system comprises four main components: 

Wearable Sensor Node 

Collects real-time physiological data (e.g., heart rate, 

SpO₂, glucose). Equipped with a microcontroller (e.g., 

ARM Cortex-M3). Applies ASCON/AES-128 

encryption for symmetric data protection. Uses ECC 

for lightweight public-key authentication and key 

exchange. 

 

Edge Gateway (Optional) 

Serves as a relay node, performing local aggregation 

and buffering. Connects to multiple wearables using 

Bluetooth Low Energy (BLE) or Zigbee. Transmits 

data securely via MQTT or CoAP. 
 

IoT Communication Protocols 

MQTT over TLS (MQTTS): Used for continuous real-

time data publishing. CoAP over DTLS (CoAPS): 

Used for event-based alerts and device configuration. 

Protocols are optimized to reduce overhead and 

maintain real-time performance. 

 

Cloud Server with Homomorphic Analytics 

Receives encrypted data and stores it in a secure 
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database. Executes basic computations (e.g., threshold 

checks, average readings) over encrypted data using 

Partially Homomorphic Encryption (PHE). Sends 

alerts to healthcare providers when abnormal readings 

are detected. 

Workflow:  

1. Initialization & Authentication 

ECC-based mutual authentication is performed 

between the wearable device and the cloud. 

Session keys are exchanged securely. 

2. Data Collection & Encryption 

The sensor node samples health parameters and 

encrypts them using a symmetric algorithm 

(ASCON). Encrypted data is packed into MQTT 

or CoAP messages. 

3. Secure Transmission 

Data is transmitted over a secure channel using 

TLS (MQTT) or DTLS (CoAP). The 

communication stack is optimized for low 

bandwidth and low power. 

4. Cloud-Side Processing 

Received encrypted data is stored and processed 

without decryption using homomorphic 

techniques. Alerts are generated if certain 

encrypted thresholds are exceeded. 

 

Cryptographic Integration:  

Security Feature Algorithm 

Used 

Reason 

Authentication & Key 

Exchange 

ECC Lightweight and 

secure 

Data Encryption ASCON / 

AES-128 

Fast and suitable 

for constrained 

devices 

Encrypted Analytics Paillier or 

ElGamal 

(PHE) 

Enables 

processing 

without revealing 

raw data 

 

Security and Efficiency Considerations:  

• Lightweight footprint: Optimized for low 

memory and power consumption on wearable 

devices. 

• Real-time capability: Ensures sub-second latency 

for health data transmission and alerting. 

• Resilience: Uses robust authentication to prevent 

unauthorized access and man-in-the-middle 

attacks. 

• Privacy-preserving analytics: Allows health trend 

detection while maintaining data confidentiality. 

6. CONCLUSION AND FUTURE WORK 

 

We present a robust framework for privacy-preserving 

health monitoring using encrypted IoT protocols. 

Results validate the system’s efficiency and 

effectiveness in securing personal health data. Future 

work will focus on AI-driven on-device processing 

and adaptive encryption methods based on health 

context and user activity. 
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