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Abstract—The rapidly increasing integration of digital tech- 

nologies and online platforms into daily life has propelled 

personal data protection as one of the most prominent global 

legal and policy issues. The paper examines the structural, 

normative and operational components of current data 

protection regimes applying doctrinal legal analysis 

rationale and policy analysis framework and aims to 

examine how legal instruments tackle consent, rights-holder 

rights, possibilities for enforcement and regulatory 

independence. Using emerging and established legal regimes 

(for instance, European Union, United States, China, India 

and Nigeria), the research explores the political conditions 

in which data regulation exists as well as the complexities 

around effectively protecting individual user data. The 

study identifies significant tensions between privacy and 

innovation, national security and personal autonomy, and 

formal rights and enforceability. As a result, it identifies 

legal ambiguity, ethical vulnerability, and institutional 

deficiencies around the effectiveness and legitimacy of 

contemporary approaches to data governance. The research 

examines regulatory design, and im- plementation strategies 

employing cross-jurisdictions to develop coherent, flexible 

and rights-based systems of data protection. The results 

highlight the necessity for global accountabilities that 

consider domestic legal diversity while holding every actor 

accountable to robust but flexible, ethical, and rights-based 

principles that (among other things) prioritize the power of 

personal accountability and choice for users of digital 

realities. 

 

Index Terms—Data protection, GDPR, DPDP Act, privacy 

law, consent, regulatory compliance, digital governance, 

cybersecurity 

 

I. INTRODUCTION 

 

In today’s digital age, personal data is a precious 

commodity, driving innovation, business insight, and 

public administration. With this, however, has come the 

growth in the volume, velocity, and variety of personal 

data and consequently fears about privacy violations, 

misuse of data, surveillance, and hacking [14]. People are 

further exposed to risk in the digital domain, from 

targeted advertising and unapproved data sharing to 

large-scale data breaches and state-led surveillance. 

The spread of algorithmic decisionmaking and 

artificial intelligence makes it more complex, often 

leading to dark profiling and bias without explicit 

user consent [15]. 

The growing threats to digital autonomy and 

information privacy have prompted nations 

worldwide to implement special legal regimes aimed 

at controlling the processes of collection, storage, 

sharing, and erasure of personal data. The strongest 

and most comprehensive model globally is the 

European Union’s General Data Protection 

Regulation (GDPR), renowned for rigorous consent 

procedures, user-focused rights, and robust 

enforcement mechanisms [5]. Following GDPR, 

nations like the United States, China, India, Japan, 

South Korea, and Nigeria have implemented new 

laws or revised existing data management regimes in 

response to similar challenges faced in their 

respective socio-legal contexts [11]. 

Despite shared apprehensions of protecting 

privacy, the law enacted signifies significant 

differences in legal philosophy, enforcement, and 

policy priorities. For instance, while the GDPR is 

centered on individual rights and extraterritoriality, 

the U.S. system remains fractured and largely 

sectoral [14]. The Chinese PIPL is centered on 

national security and data localization, while India’s 

newly enacted Digital Personal Data Protection 

(DPDP) Act seeks to harmonize digital growth with 

protection of data, although critics speak of 

implementation ambiguities and regulatory 

overdependence [4]. 

These variations pose operational and ethical 

issues for multinationals, digital service companies, 

and individuals with multiple legal obligations in 

jurisdictions. Fragmentation also undermines the 
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global response to transnational data threats, such as 

cyberattacks, identity theft, and cross-border surveil- 

lance [13]. 

This study seeks to provide a comparative discussion 

of global data protection law, especially on their legal 

foundations, regulator frameworks, operational concerns, 

and ethical issues. Special focus is placed on developing 

countries such as India and Nigeria, whose evolving 

legal frameworks provide sharp insights into the 

intersection of privacy, development, and governance [8]. 

Through a discuss on about the merits and deficits and the 

underlying philosophies of these frameworks, this paper 

contributes to the extensive literature on harmonizing 

data protection in the age of globalization. 

 

A. Stastical Data 

The International Data Corporation (IDC) anticipated 

that a total of 175 zettabytes of data will be generated on 

the globe by 2025, 5 times the data created in 2018, and 

IBM Security indicated that the average cost of a data 

breach rose to USD 4.45 million in 2023. As of May 

2022, over C4.4 billion in fines had been applied to EU 

member states since the General Data Protection 

Regulation (GDPR) came into effect in May 2018. The 

stakes are clearly high, because even though there is 

legislation to support the creation and implementation of 

data protection policies, a 2023 Pew Research 

studyindicated that 79% of people remain worried about 

how companies use their personal data. With the 

knowledge that the vast majority of users know very little 

about the policies they are consented to (only 9% read the 

entire privacy policy), and that digital literacy in rural 

India is below 40%, the data divide between policy and 

user protection cannot be ignored. Overall, there is 

considerable work to be done to make data protection 

policies enforceable, accessible, and harmonized across 

the globe, while still allowing for innovation and digital 

revolution. 

 

B. Research Problem 

As technology progresses quickly, the question of 

balance between personal privacy and technology is 

becoming evident. However, global systems of data 

protection are inconsistent with major differences in legal 

definitions, enforcement mechanisms, and user rights. 

This inconsistency raises issues related to fair privacy 

protection and privacy rights for users in the developing 

world, implicates ethical issues of surveillance and 

algorithmic bias, and has implications for digital trust 

in a consumer driven marketplace. This study 

discusses the implications of inconsistent systems of 

data protection and the current struggle of how to 

balance promoting innovation and preserving privacy 

for consumers in a variety of regulatory contexts. 

 

II. LEGAL FRAMEWORKS AND 

REGULATORY MODELS 

 

A. Overview of Prominent Global Data 

Protection Laws 

One of the fundamentally most important 

differences evidenced across data protection laws is 

their treatment of con- sent. The GDPR’s 

specification of consent being the activator for data 

processing includes a requirement that consent be 

freely given, specific, informed and unambiguous 

[5]. In con- junction with a prohibition on implied 

consent, pre-checked boxes, and bundled consents, 

this attitude places GDPR en- forcers firmly 

positioned to levy substantial fines against non- 

compliance. PIPL and APPI are also largely 

organized around the individual giving their consent 

and a noticeable absence, though it should be noted 

that as China’s consent model narrowly encapsulated 

state exemptions to processing, this may be a moot 

comparison [7]. In comparison, CCPA/CPRA is 

organised around an opt-out model which requires 

that an individual actively refuses a certain number of 

data processing activities resulting in weaker actual 

protection [14]. 

Data subject rights also vary in scope according to 

the fidelity of the original commitment. The GDPR 

specifies an extensive portfolio of rights including the 

explicit rights to portability, objection, and erasure 

[5]. Other data protection laws specify no such rights, 

or rights pending rules under those laws designed to 

prescribe such treatment. For example, India’s DPDP 

identifies many of the same rights, or variations 

thereupon, but leaves important operational 

requirements to the application of future rules [11]. 

And with the NDPR, the grossly uneven application 

includes a basic number of legal rights available 

under NDPR, although claims of enforcement 

leverage or enforcement power have no 

commensurable public ability to engage with their 

available rights with respect to relevant data 

processing activities [8]. 

Enforcement power is another axis defining this 
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comparative exercise. Under the GDPR, fine or monetary 

penalties depending on seriousness, are substantial with 

fines imposed on the relevant organisation of up to 4% of 

their total annual turnover, and all national data protection 

authorities (DPAs) are empowered to investigate the 

unlawful processing of personal data and sanction 

infringers [5]. PIPL and PIPA provide comparably strong 

enforcement and potentially punitive mechanisms. 

However, the CCPA, and CPRA, represents an 

enforcement paradigm limited to civil enforcement and 

reliant on public enforcement through the 

Commonwealth of California, the California Attorney 

General, or the California Privacy Protection Agency as 

it works to implement law for the state’s residents and 

regulatory jurisdiction [14]. 

 

B. Comparative Analysis of Key Legal Provisions 

The U.S. sectoral model leads to uneven protections and 

regulatory fragmentation, resulting in compliance 

challenges for both consumers, organizations, and does 

not create over- arching rights nor universal standard 

across all organizations [14]. 

The comprehensive model as seen in the GDPR, and 

increasingly China with the PIPL and India with the 

DPDP Act, provide similar protections across sectors, and 

apply to all organizations processing personal data [7, 

11]. 

Many Asian jurisdictions, and at times, Japan and 

South Korea, have hybrid models that included 

comprehensive rights, but enacted using sectoral codes or 

decentralized enforcement models. While these models 

offer flexibility, without strong oversight, they may 

deliver conflicting protections [9]. 

 

C. Role of Regulatory Authorities 

Regulatory oversight is an essential part of any 

enforcement of a data protection regime. GDPR depends 

on independent data protection authority in each member 

state of the EU under the coordination of the European 

Data Protection Board (EDPB). These authorities are 

funded, have audit powers, penalties for dissuasion and 

take responsibility for interpreting national law [6]. 

China’s enforcement model gives significant 

investigatory powers through its prime authority-

Cyberspace Administration of China (CAC). Critics, 

however, claim the Chinese model combines privacy 

regulation and political oversight [7]. Japan’s Personal 

Information Protection Commission (PPC) and South 

Korea’s Personal Information Protection Commission 

(PIPC) are also considered independent and capable, 

but sometimes, their authority is constrained by 

overlapping jurisdictions [9]. India’s DPDP Act 

provides for a new Data Protection Board, but has 

not yet been initiated and it is not yet known if 

it will be independent. Similarly, Nigeria’s current 

regula- tory infrastructure-the Nigeria Data 

Protection Commission (NDPC)—has budgetary and 

operational restrictions, though it is certainly a new 

and improved approach, compared to prior informal 

mechanisms [8]. 

 

D. Cross-Country Differences in Enforcement Rigor 

Enforcement capacity is highly contextual across 

jurisdictions. In many cases, regulators in the EU have 

issued substantial fines, and in some cases, they have 

gone beyond fines and taken extreme action against 

offenders such as Meta, Google, and Amazon [6]. 

Enforcement capacity in South Korea also has a 

shown a modicum of effectiveness with the issuing 

of fines, compliance orders, and improvement 

periods [9]. Overall, enforcement in the US is highly 

reactive, fragmented, and has little to no financial 

deterrent, other than settlements against other 

Fortune 500 companies [14]. 

Particularly new economies like India and Nigeria 

have unique enforcement challenges due to low 

numbers of staff, the general low-level of the public’s 

legal awareness, and delays in the development of the 

institutions supporting those laws [11, 8]. These gaps 

further underscore the importance of capacity, legal 

clarity in the law, and engagement with a civil 

society which will make data protection laws 

enforceable, in practical terms. 

 

III. CONSENT, COMPLIANCE, AND USER 

RIGHTS 

 

A. Legal and Practical Dimensions of Consent 

Consent is central to many of the data protection 

frame- works that exist today and the legal basis for 

the collection and processing of personal information. 

The definition, quality and enforceability of consent 

varies wildly from one jurisdiction to another [4]. 

The European Union’s General Data Protection 

Regulation (GDPR) sets the global standard, stating 

it must be ”freely given, specific, informed and 

unambiguous” and able to be withdrawn easily [5]. 

This means ”freely given” and inherently prohibits 
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pre-ticked checkboxes and bundled consents, it aims to 

afford more autonomy to the user. If consent cannot meet 

these standards then it is not considered valid and invites 

regulatory scrutiny. 

Alternatively, the CCPA/CPRA, which operates 

predominantly on an opt-out basis for things like 

selling data and targeted advertising, offers a form of 

consent in that it provides a consumer with the ability to 

direct a business not to sell their personal information but 

does not require prior consent to most things which 

reduces the consumer control being offered [14]. In 

China, the PIPL requires informed and explicit consent 

for most data processing, but has even more exceptions 

that weaken the requirement based on state interests 

or public security [7]. In practice, the state has broad 

discretion to process data, as there is no substantive 

judicial review of government action with respect to 

data, resulting in criticisms of a lack of checks and 

balances. 

The DPDP Act, 2023 in India attempts to ensure 

consistency of user consent requirements with the ”free, 

informed, spe- cific and unambiguous” notion of consent, 

but adds ”deemed consent” clauses that mean individuals 

can have their data processed, potentially without their 

express consent, in very broadly defined scenarios for 

employment, emergencies, or public interest [11]. Given 

India’s weak enforcement record in digital matters, 

concerns over restricting meaningful consent will be 

valid. 

In other countries, such as Japan and South Korea, con- 

textual approach exceptions to explicit consent exist for 

performance of contracts, complying with legal 

obligations, and acting in furtherance of legitimate 

interests; though, there is still a demand for greater 

transparency [9]. 

 

B. User Rights and Access Mechanisms 

Across jurisdictions, the articulation and exercise of 

data subject rights are important indicators of user 

centeredness in a law. The GDPR is the most robust, 

expanding users’ rights to include access, rectification, 

erasure (”right to be forgotten”), restriction of processing, 

data portability, and objections [5]. These rights are 

actionable, enforceable and they have structures in place 

to file complaints and obtain remedies. South Korea’s 

PIPA and Japan’s APPI also provide users with the main 

rights of accessing and correcting data about them [9]. 

South Korea’s more recent reforms also exhibit 

increasing recognition of erasure and objections. Notably, 

South Korea’s enforcement agency has been very 

active in enforcing, monitoring and ensuring users 

rights were honored by private firms and digital 

platforms. 

In a similar sense, the CCPA/CPRA provides 

Californian consumers with the right to know what 

data has been collected, the right to request it to be 

deleted, as well as the right to opt out of the sale of 

their data [14]. In addition, there is no portability 

right similar to that of the GDPR and access rights are 

lessened where the data is pseudonymized or 

aggregated. The DPDP Act in India grants data 

principal rights similar to the the GDPR, namely 

access, correction, updating and erasure rights [11]. 

However, the lack of detailing of a clear appeals 

process and a requirement to issue foundational rules 

by the governing body has raised concerns that 

sectors or its users of the rights for the DPDP Act 

may be delayed and applied unequally. The average 

user also lacks ability or procedural clarity to 

enforce their rights, especially in rural and 

underserved areas of India, where digital literacy 

may be even lower. 

The NDPA in Nigeria provides limited basic 

user rights but faces challenges of very limited 

public awareness and the lack of an enforcement 

mechanism [8]. Compliance by organizations remain 

voluntary, with rebuttal processes that organizations 

often do not use. 

 

C. Organizational Compliance Strategies 

The efficacy of user rights is often predicated on 

com- pliance behavior by data controllers, and data 

processors. In the EU, privacy by design and by 

default; conducting Data Protection Impact 

Assessments (DPIAs); appointing Data Protection 

Officers (DPOs) in certain high-risk situations are all 

privacy compliance mechanisms [6]. These 

mechanisms are instrumental in embedding certain 

privacy considerations within the organizational 

process from the outset. 

In the US, while no equivalent requirement exists 

in federal law, the CCPA/CPRA contains provisions 

that do obligate businesses to publish clear and 

understandable privacy notices, to respond timely to 

consumer requests, and to maintain mechanisms for 

internally processing such requests [14]. 

India’s DPDP Act also requires that the enhanced 

compliance obligations (like performing data audits 
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and appointing a DPO) be satisfied by ”significant” data 

fiduciaries - the thresholds for ”significant” have yet to 

be determined [11]. Unless a proper privacy compliance 

culture is established, and in particular one that 

encourages compliance in small and medium enterprises, 

the burden of enforcing rights may fall back on the users. 

In some countries like China and Nigeria, 

compliance with privacy frameworks is more reactive, 

often relying on regulators taking action, rather than an 

organizations’ inter- nal, proactive act to manage 

compliance obligations [7, 8]. While China’s PIPL has 

many obligations, which include conducting impact 

assessments and transparency obligations, organizations 

in China seem to be more aligned with what the 

government expects than what protects a user. 

Furthermore, the technological solutions to 

compliance- automated consent management systems, 

privacy dashboards, and encryption schemes -are not 

equally across jurisdictions. Even though GDPR 

countries are witnessing an emergence of privacy 

enhancing technology (PET), many of the developing 

nations still rely on manual processes, resulting in an 

increased chance of error and non-compliance [1]. 

 

IV. ETHICAL AND SOCIETAL 

CONSIDERATIONS 

 

A. Privacy vs. Innovation Dilemma 

In the quest to protect data uses, it is critical to 

consider the implications on innovation. Lawmakers 

must carefully consider the language in laws and 

regulations to prevent unin- tended consequences [15]. If 

laws are overly prescriptive, it is no different than making 

no law at all. If laws or regulations are too vague, they 

may stifle technological evolution and development, 

especially for those sectors that depend on data, such as, 

but not limited to, artificial intelligence, e-commerce and 

health informatics, which importance is largely 

dependent on scale and data analytics. 

As examples, restrictions in the GDPR with respect 

to automated processing and profiling of data was 

important in protecting individual rights but is a 

limitation on the func- tioning of AI driven services 

and personalization algorithms [5]. Provisions in India’s 

DPDP Act to increase user control are meaningful, but 

limitations to Cross-Border Data Flows, delegating 

implementation of many aspects of the law to the 

executive branch will result in many start-ups and 

foreign investors withdrawing from this space given the 

inherent legal and regulatory delaying that comes 

with that uncertainty [11]. This tension is further 

heightened in developing nations such as Nigeria, 

Thailand, where there are greater opportunities for 

structural reform and digital innovation, but 

institutional readiness for implementing these fine-

grained regulations is still in process [8, 3]. 

Therefore, ethical data governance must delicately 

negotiate this balancing act, promoting privacy with- 

out inhibiting, or stalling the socio-economic 

benefits of data. 

 

B. Surveillance, Freedom, and Fundamental 

Rights 

One of the principal ethical issues to consider in 

the discourse around the new data protection laws is 

the capacity of the laws to advance the purposes 

of state surveillance. For example, at a high level of 

abstraction, data protection laws, like the PIPL 

(China) and India’s DPDP Act, embrace user consent 

and transparency, but the laws provide for large 

exemptions (i.e., for national security or public order) 

which provide opportunities for state abuse on a 

systematic or even unrestrained basis, leading to 

harmful transparency and disappear or disappear [7, 

11]. 

In the example of the PIPL, state apparatus can use 

per- sonal data on individuals with no substantial 

oversight or follow up accountability measurers - a 

permissive scope of protection which has drawn 

international condemnation [7]. In the example of 

the DPDP and the Indian government use of 

exemptions for measures that would allow any state 

agency exemption from DPDP compliance - this 

creates a policy and constitutional issue, especially 

following the Supreme Court’s decision in 2017 

recognizing the right to privacy the Indian 

Constitution also requires states to comply with 

constitutional principles as well as courts [11]. 

In the U.S. structuring of legal rules, there is less 

concern about central surveillance based on 

legislative text - this is not to say that the U.S. 

shouldn’t be concerned given revelations about 

surveillance mechanisms involving non-state actors 

(i.e., PRISM) and data tracking by private enterprise 

[14]. Ethical legal design requires robust 

accountability mechanisms so that data does not 

become a facility for state or private abuse - which 

should be particularly concerning in a country where 
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legal reforms must still be consistent with democratic 

norms. 

 

C. Algorithmic Bias and Inequality 

With the growing use of automated decision-making 

sys- tems for data processing comes concerns about 

algorithmic fairness and transparency. Legislation like 

the General Data Protection Regulation (GDPR) attempts 

to combat this by ensuring that transparently shared data 

is provided when profiling and when making automated 

decisions that have a significant impact on individuals 

[5]. Unfortunately, there appears to be a gap in the 

enforceability of these practices, particularly where the 

models are proprietary or where the datasets are biased. 

Where there is even lesser oversight from regulators, 

or where public engagement is weak (as in Nigeria 

and, to some extent, India), there is likely no framework 

available to challenge the decisions certain AI systems 

make in relation to banking, hiring, or social services, and 

this has the potential to aggravate existing inequalities 

where systems further entrench structural discrimination 

based on race, gender, and socio- economic status [8, 11]. 

Auditable algorithmic systems should play a role within 

data governance frameworks that promote ethical 

responsibility, and facilitate public explanations. In the 

absence of this, data protection will, at best, serve as a 

point at which the law reinforces opaque control rather 

than empower the public [15]. 

 

D. Legal Gaps in Protection and Informational Harm 

While privacy rights are formally recognized, both 

intrusions on that privacy, and its lack of regulation, 

can occur in non-digital circumstances for which formal 

rights exist. For example, the Hong Kong PDPO fails to 

regulate physical intrusions in the news media, conducts 

surveillance or collects imagery in public spaces without 

authorization [10]. Also, it limits responsible 

organizations from offering some agency to individuals 

by providing the capacity to control their immediate 

environments. Similarly, issues with over- collection of 

data, for example, by aggressive scraping of data with no 

qualifying act prohibiting that scraping to reasonable 

parameters, allows for aggregate data collections and 

intrusive creation of algorithmly-generated imagery from 

data-sources [17]. While current legislative definitions of 

privacy have limited themselves to a narrow definition of 

personal data, and fail to address broader concepts such as 

spatial privacy, decisional privacy, and bodily privacy, 

these limits in definitions show a significant degree of 

ignorance, given that many individuals encounter 

these privacy aspects in the course of their lives and 

in interactions with organizations that seem to 

contribute to lost autonomy. 

There seems to also be a conflation with how 

children’s data is defined and considered in different 

jurisdictions, with the COPPA in the U.S. attempting 

to protect a defined group of users under age 13, 

and in many jurisdictions there are no protections 

or legal industrial processes governing how 

children’s data must act or be considered [14]. While 

India recognizes the challenge of child data collection 

in its DPDP act, it follows suit with Canada, as 

implementations are pushed into delegated 

legislation, with a foggy regulatory override that 

complicates how to enforce acceptable levels of 

protection for children, its even harder to accept how 

level of threshold of enforcement would even be 

decided on[11]. 

There are also issues with consent fatigue, so 

privacy may factors become difficult to intentionally 

respected, that requires individuals to read lengthy 

privacy policies that can also be opaque, as well as 

not effectively giving meaningful, or viable 

alternatives for individuals to avoid placing their 

individual data into, particularly for public service or 

if the customer is consistently determined to be a user 

or customer for platforms than can be perceived as 

”dominant,” the individual would simply not 

consider any alternatives [4]. 

In ethical terms, while a rights-based approach 

fundamentally suggests that fulfilling each of the 

elements may potentially meet the first hurdle, this 

approach considers generic compliance with privacy 

acts and regulations a ’checklist’ to engage in broader 

practices that would enable the privacy act to be 

applied more liberally, as to be more complex. My 

suggestion is that a rights-based framework must 

prioritize transparency, agency and equitable access. 

More importantly it requires to going beyond the 

minimal compliance and active use of independent 

agency capabilities and enabled agency to create a 

user centric approach to the use of privacy legislation 

[2]. 

 

E. National and International Legal Alignment 

The challenges arising from jurisdictional 

fragmentation are another ethical challenge. Each 

country is defining its own meaning of privacy and 
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consent, leading to conflicting obligations for global tech 

platforms, particularly in the ways they protect user 

expectations or nondiscrimination [12]. The 

fragmentation of our global data protection system, limits 

compliance options, but in some specific cases, 

fragmentation enables the route of forum shopping for 

firms by processing information in jurisdictions with less 

robust protections. 

One avenue to address this problem of fragmentation 

is through initiatives such as the Waikato Data Privacy 

Matrix Project, which proposes collaborative methods for 

developing common baselines and understanding where 

legislative frame- works already exist and where gaps 

may exist [12]. However, these initiatives continue to be 

aspirational and cannot be fulfilled without some 

coordinated political will and political influence, to act 

collectively, such as through bodies like the OECD, UN, 

or G20. 

From an ethical perspective it has been argued that 

privacy protection is a shared responsibility, within and 

across borders. Unilaterally enforced, and especially 

politically motivated, places can lead to treating some 

groups of people as inherently less deserving of 

protection and can deepen global inequities in terms of 

both protection of digital rights from the US to Brazil, for 

example, where the former uses restrictive and 

exclusionary laws to limit digital rights [6]. 

 

V. IMPLEMENTATION AND OPERATIONAL 

CHALLENGES 

 

A. Integration with Social Media Platforms and 

Digital Ser- vices 

Contemporary data ecosystems are firmly situated in 

social media, cloud computing, e-commerce, and other 

platform- oriented settings. Still, the vast majority of data 

protection laws are not commensurate with the technical 

architectures and business models of the platforms [16]. 

To illustrate, GDPR compliance subjected companies 

such as Meta, Google, and TikTok to considerable 

redesign of data workflows, construction of consent 

dashboards, and com- prehensive auditability [5]. Yet, 

smaller EU companies or those outside the EU often 

do not have either the legal or the technical resources 

to achieve compliance, and this inconsistency has been 

compounded by varying enforcement levels and 

individual responsibilities. 

Although India’s DPDP Act delineates rights and 

fiduciary obligations, it does not specify how integration 

with platforms should occur, or how compliance 

should be followed in a real- time manner [11]. This 

visibility is a concern in contexts such as mobile apps 

or fintech services where data is constantly produced 

and processed. Likewise, Nigeria’s NDPA lacks any 

technical enforcement infrastructure or other 

mechanisms to direct monitoring or integration with 

data heavy digital platforms such as SMEs [8]. 

Without appropriate technical requirements, privacy 

access based API standards, or enforcement 

platforms, data protection legislation risks being 

more symbolic than substantive. 

 

B. User Acceptance, Literacy, and Engagement 

The effectiveness of data protection relies on more 

than just legislation and technology; it also depends 

on users’ awareness and agency. In many countries, 

especially in the Global South, levels of digital 

literacy are low, and users will not understand most 

privacy policies nor will they able to exercise any of 

their data rights, nor make a distinction between 

unfair and legitimate data requests [8]. 

Research in India and Nigeria indicates that users 

will usually consent to applications accessing data 

with limited understandings of what they are agreeing 

to, motivated by a lack of options or pressure from 

companies to even access a digital service [11, 8]. 

Even where data subject rights exist, users are rarely 

exercising access or correction requests for their 

information, mainly attributed to complexity, fear of 

repercussions, or lack of trust based on their views of 

digital service providers. 

Further complicating matters is consent fatigue. 

The repetitive and opaque nature of cookie 

banners and requesting permission in so many 

applications and websites leads to user fatigue around 

privacy notices [4]. GDPR aims to increase 

transparency, but the over-legalization of privacy 

notices often takes the intended meaning away from 

users, rather than em- powering them. To improve 

implementation, both governments and organizations 

need to invest in awareness campaigns, 

understandable user interfaces and culturally 

appropriate privacy education, especially for 

vulnerable groups [2]. Without these investments, the 

existence of rights may not meaningfully translate 

into control for users. 
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C. Addressing False Positives and Negatives in 

Compliance 

Another issue relates to the veracity and equity of 

compliance systems, especially when automated tools are 

employed to enforce consent, identify violations or 

scan data flows. The excessive dependence upon rule-

based or keyword-based systems can lead to false 

positives - compliant activity is flagged as violations - or 

false negatives to avoid false positives- real violations are 

permitted under the radar [1]. 

The complications made worse when jurisdictions are 

using machine learning based tools and relying upon real 

time monitoring. For example, automated consent 

trackers can mislabel apps, and poorly-trained AI models 

can mistake contextualized data access to the misuse of 

unauthorized access [15]. 

In jurisdictions like China or Nigeria where regulators 

are over tasked or don’t have the capacity to use human 

investigation, it is essentially impossible for 

organizations without the financial resources to engage in 

human investigation [7, 8]. The trouble is compounded 

when automated systems don’t validate the decision 

against real world outcomes. In such environments it 

undermines the compliance process as a whole, and the 

public trust in government institutions. 

Likewise, in many compliance frameworks, the failure 

of the system to allow mechanisms for correcting 

mistakes; such as appeal, user reporting feedback, or 

external audits; is either flimsy or non-existent. The 

mechanisms in GDPR provide some basis for recourse via 

a Supervisory authority which isn’t always accessible 

especially given backlogs and the nature in which these 

authorities form partnerships across jurisdiction 

borders[6]. 

To help mitigate some of the reliability concerns 

associated with operations, regulatory frameworks must 

assist organizations with human-in-the-loop models that 

include a continuous flow to evaluate detection methods; 

and regardless of the number of solutions employed 

transparency must be apparent and redress made available 

to users/organizations when required [2]. 

 

VI. CASE STUDIES 

 

A. Justice K.S. Puttaswamy v. Union of India (2017) 

Justice K.S. Puttaswamy v. Union of India (2017) This 

case is important for numerous reasons. The case was 

brought by Justice Puttaswamy who (then) was a retired 

High Court judge and was challenging the 

constitutionality of India’s Aadhaar biometric 

identification system. The petitioner argued that the 

enforceability of Aadhaar as a requirement to link 

with bank accounts, mobile services, and welfare 

programs violated the privacy rights of the public. 

The Indian government made another important 

argument stating that Aadhaar was required for 

delivery of services and also for preventing fraud. 

The Supreme Court opined in this case about 

the Right to Privacy, stating that it was a right from 

Article 21 of the Indian Constitution which is a 

fundamental right. While the Court opined that these 

uses of Aadhaar could stand, the Court could not 

opine that linking with Aadhaar could be made a 

compulsory route for a citizen to access the private 

services which were previously available to him or 

her. This case also allowed the enactment of the 

Digital Personal Data Protection (DPDP) Act, 2023 

which was the start of addressing privacy rights in 

regard of digital privacy. 

 

B. Google Spain, Mario Costeja Gonz´alez 

(2014) case 

Google Spain, Mario Costeja Gonz´alez (2014) 

Mario Costeja Gonz´alez found the links to an old 

newspaper article about his bankruptcy from the early 

1990s when he searched for his name on Google. He 

contended that this old information no longer 

reflected his standing in the present and lodged a 

complaint with the Spanish data protection agency. 

The European Court of Justice ruled on the case of 

Costeja Gonz´alez. Specifically, it determined that a 

”Right to be Forgotten” was created under GDPR 

allowing individuals to request that search results 

containing personal data be removed from a search 

engine as they are ”incompatible with the purposes 

for which they were collected or processed” if they 

pertained to private information that is no longer 

relevant. Ultimately, this case was important because 

it put user rights front and centre into changing them 

to regain their control of their own narrative in 

online space and became one of the most pivotal 

elements of GDPR compliance to be rolled out 

globally. 

 

C. Cambridge Analytica and Facebook Scandal 

case(2018) 

Cambridge Analytica and Facebook Scandal 

(2018) The Cambridge Analytica scandal involved a 
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data breach of one of the worst kinds when Cambridge 

Analytica scraped data from more than 87 million 

Facebook accounts coming from a quiz app. This data 

was used for targeted political engagements that affected 

individuals in the 2016 U.S. presidential elections. 

As a result of the scandal, the investigations and 

inquiries happened all over the globe. Facebook was fined 

5 billion by the U.S. Federal Trade Commission (FTC) 

for not sufficiently providing for consumer capability to 

secure their information. The scandal displayed bad 

behaviour and failures in data sharing policies and we saw 

calls for improvement to privacy laws including the 

California Consumer Privacy Act (CCPA) which was 

passed in the U.S. 

 

D. WhatsApp Privacy Policy Outcry (2021) 

WhatsApp Privacy Policy Outcry (2021) In late 2020, 

WhatsApp released a new privacy policy which required 

users to share information with Facebook for commercial 

purpose, which ignited outrage internationally from users 

who were clearly fearful of being surveilled and lost 

privacy. Many countries, including India invoked the new 

policy to only be pulled back entirely, while others began 

investigations on if the policy was consistent with their 

local data regulations. In direct result of the upheaval, 

millions of users migrated off WhatsApp, finding new 

private messaging apps like Signal, or Telegram. 

Ultimately, this controversy was a clear signal of a 

growing demand by users to have user-focused privacy 

policies, and an acknowledgement of where the 

responsibility lies for disclosure and documenting what 

user data is shared, and to what purpose. 

 

E. The Amazon GDPR Penalty (2021) 

The Amazon GDPR Penalty (2021) The Luxembourg 

National Commission for Data Protection imposed an 

astonishing fine on Amazon of C746 million for 

breaching various elements of GDPR, which, in this 

instance, eighteen fines were related to Amazon’s data 

management with respect to advertising. GDPR includes 

very prescriptive requirements for consent and 

transparency requirements, and associated requirements 

can be rather extensive and grave. 

Amazon decided to contest the penalty, stating that 

they were compliant in all respects with the law, but from 

a larger perspective, this incident is one of the most 

pertinent examples of the EU’s commitment with respect 

to regulated enforcement of its GDPR policy, and 

potential financial liability for organizations operating 

outside of privacy role compliance. Additionally, 

organizations began to think in a practically global 

nature, rather than in a reporting jurisdiction basis, 

and began to rethink their data protection process, to 

consider things they should try to put into place to 

avoid fines for GDPR violations. 

 

VII. CONCLUSION 

 

The widespread adoption of data protection laws 

across the world exemplifies how privacy is 

recognized as an important right in the digital age. 

In this study, we have explored how various 

jurisdictions (e.g., the EU, the United States, China, 

India, Nigeria, Japan, and South Korea) have defined 

their own processes and laws to deal with the 

challenges of personal data governance [9, 6]. While 

there are commonalities around protecting individual 

autonomy, building digital trust, and using data 

responsibly, there continues to be significant 

differences in terms of legal definitions, consent 

models, user rights, enforcement authority, and ways 

of implementing. 

Through our comparative analysis, we have assessed 

the advantages of comprehensive frameworks like 

the GDPR, which may provide the most consistently 

enforceable protections, but are costly to comply with 

as several entities have discovered; these frameworks 

may really limit innovation if they are not interpreted 

liberally [5, 15]. Additionally, we considered how 

sectoral or hybrid approaches (e.g., in the U.S., 

Japan, and South Korea) may offer flexibility at 

the cost of limited consistency and coverage [14, 9]. 

However, emergent economies such as India and 

Nigeria are advancing their legislative frameworks 

but will be hindered by their low lack of regulatory 

capability, low user awareness, and near lack of a 

compliance culture [11, 8]. 

From the sustained poor implementation challenges 

that we have experienced—not just poor integration 

with digital inter- faces, to poor initial user interest—

we must continue to high- light the importance of 

privacy-by-design, public education, and 

collaborative governance [2]. These approaches to 

privacy require not just technological solutions but 

institutional reform, stakeholder coordination, and 

avenues for accountability and redress. 

Given the move of data back and forth across any 

border and the largely national, legal structures still 
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in place, the case for aligning and collaborating 

internationally can hardly be overstated [12]. In order to 

realize privacy as a right existing throughout the world, 

the next priority will be to harmonize principles at the 

core, encourage interoperability, and create transnational 

regulatory frameworks. 

At its broadest scope, and as we conclude this report, it is 

important to view data protection as more than just a legal 

function but a collective social aim [16]. Privacy 

protection cannot exist without the ongoing participation 

of accountable policymaking, technologies, civil society, 

and user demand. By paying attention to local and global 

learning, we can invest in privacy solutions that are 

inclusive, enforceable, and contextually based, 

ultimately placing our peers and better users on a path 

to enjoy a digital future where privacy is both protected 

and expected. 

In conclusion, ethical and social dimensions add to an 

already complex landscape. For example, exemptions for 

state surveillance, algorithmic bias, and even unclear 

legal definitions within and between jurisdictions raise 

red flags of potential abuse of data protection laws [7, 11]. 
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