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Abstract. I am hereby presenting a technical paper on
design and implementation of a full-stack e-commerce
website development project using latest technologies
like React for frontend, supported by Node.js & Express
for Backend and database from MySQL. Website tested
for various functions and found to be responsive and
robust.
I INTRODUCTION

The extensive use of E-commerce platforms in our
day-to-day lives sparked my interest in studying and
understanding the front-end, back-end, and database to
develop this user-friendly full-stack e-commerce
website which offers user registration, login, cart
management, delivery & order instructions, session
management and payment gateway. Key learnings and
future enhancements elaborately explained in this
paper.
II RELATED WORKS

Efficiency of an E-Commerce Web Application with
MERN Stack and Modern Tools (October 2022) [6]

C.M. K De Silva, A. S De Silva, K.A. I Maduwantha,
D.A.1.U Dewpura, D.I. De Silva and R.R.P De Zoysa

https://ijemr.vandanapublications.com/index.php/j/art
icle/view/928/803

We referred many articles and found article [6] as a
Related work. Both, aforesaid article [6] and our
project, has used React for Frontend and Node.js for
Backend. User authentication, Cart management,
Product display and Checkout are similar in Article [6]
and our project.

Article [6] backend uses MongoDB whereas [ have
used MySQL which allowed me to use structured
schema for users, sessions, orders and payment details.
Further my project integrates Razorpay for real-time
payment processing and verifies payments through
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cryptographic signature validation, whereas in article
[6] this capability not addressed.

IIT FRAMEWORKS AND PROGRAMMING
LANGUAGES

e React [1] framework & CSS language for front-
end

e Node.js [2] & Express [3] for Back end

o MySQL Workbench [4] for Database

IV SYSTEM ARCHITECTURE

Three key components namely the Front end, Back
end and Database of this web application system are
illustrated in Figure 1 having System architecture
which is enclosed herewith.

System components described as follows:

A. Front End

React framework [1] frontend layer provides a user-
friendly, dynamic & responsive interface. Product data
are fetched from API.

Frontend communicates seamlessly with the Backend
through HTTP requests to API endpoints.

Front end includes User registration, Login & Log-out
process, Form validation & Error handling, Visual
representation & other details for products, Cart
operations, Ordering & Delivery instructions, and
Payment Gateway.

Figure 2 to 11 having Snapshots of Frontend pages are
enclosed herewith for ready reference.

B. Back End

Node.js [2] and Express [3] frameworks handle HTTP
requests and facilitate communication between the
front end, server, and database.

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 711



© July 2025| IJIRT | Volume 12 Issue 2 | ISSN: 2349-6002

Back-end frameworks provide User authentication &
authorization, Session management, Database
operation, and Password encryption.

Figure 12 having Schema design of backend enclosed
herewith for ready reference.

C. Database

User information, Session data, and Shopping cart data

are stored using the My SQL Workbench [4] database

system. The database includes the following tables:

e  User table (User ID, User Name, Password, Full
Name, Email, Phone)

e Session table (Session ID, Expires, Cookie data)

e  (Cart table (Cart ID, User ID, Product ID,
Quantity)

e  Order table (User ID, Order ID, Cart data, Total
amount, Order instructions, Delivery instructions,
Payment ID, Payment status, Delivery address)

V IMPLEMENTATION & USAGE

A. User Registration

Easy to use Front end form captures details fed by
Users like Full Name, Password, Email address, and
Phone number.

Refer enclosed Fig. 3 having snapshot of this frontend

page.

B. User Login Process

e User fills User name & Password in front end
Login form

e The back end crosschecks credentials fed by the
user from the database.

e Password verification is done by bycrpt [5]
comparison.

Refer enclosed Fig. 4 having snapshot of this frontend

page.

C. Session management

e  Upon successful authentication session is created
and a Session ID is assigned to each session using
an HTTP cookie.

e  Session with its ID stored in the Session table.

e  User name with the Hello prefix is displayed upon
session storage.

e  When a user gives the Logout command session
is destroyed.

Fig. 12 having Session management code snippets

attached for ready reference.
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D. Shopping cart

Enables continuous storage of product information

selected by the user across various sessions.

e Addto cart

e  Check user authentication, Facilitate the addition
and updation of products in the cart.

e Assign order Quantity to items in the cart

e Allows to modify quantify which is 1 by default.

e Remove the item from the cart.

e Updation of Prices as per the quantity of items in
the cart.

e No access to the Cart after the session is
destroyed.

Refer enclosed Fig. 5 & 6 having snapshots of these

frontend pages.

E. Order & Delivery instructions

Frontend form enables the user to Type in customized

user order instructions like Gift wrap, Fragile, Include

bill with consignment, and the User fills in the

Delivery address along with customized delivery

instructions like Leave at the security desk, Call upon

arrival, etc.

e  Upon clicking the Proceed to pay button, filled-in
user inputs are captured in the frontend and sent
to the backend, for generating Order ID and
saving Order & Delivery instructions.

Refer enclosed Fig. 7 & 8 having snapshots of these

frontend pages.

FE. Payment Gateway

Enables secured and real-time Payment using

Razorpay payment gateway.

e Upon clicking the Checkout Now button, a post
request is sent to the backend to refer Order ID
and create a Razorpay order for the total cart
amount.

e Subsequently, Frontend displays the Razorpay
checkout widget using the Order ID.

e Upon receipt of payment instructions from the
user, Razorpay sends the Payment ID and
Transaction signature to the frontend and for
backend verification.

e Upon successful payment Razorpay via post
requests informs the backend to save full order
data including Payment ID.

e Simultaneously Razorpay post requests inform
frontend to display the Payment successful
message.
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Refer enclosed Fig. 9 & 10 having snapshots of these
frontend pages.

Fig. 13 having Razor Payment Gateway Integration
code snippets attached for ready reference.

VILEARNINGS

A. Frontend learnings

e Use of Function based components in React [1]

e Use of Hooks functions (Custom Hook & Inbuilt
hook )

e Create a context that acts like a Cloud where all
pages will share the same Cart data

e Incorporated Filter function which creates a new
array containing only those items that did not
match the condition.

e Implemented Webkit CSS function for Media
queries.

e Created Media responsiveness (1553 pixels, 1386
pixels, 1112 pixels, 600 pixels).

e Added responsive navigation.

e Created Dynamic slider for Landing page

e Added Out of stock / Added to cart Pop-ups

B. Backend learnings

e Used Express session for website to store data
across multiple HTTP requests

e Used CORs (Cross-origin requests)

e Established secure Session management using
express-session with MySQL

e Implemented password hashing with berypt for
secure user authentication

e Designed APIs for login, registration, cart
operations, and order management

e Connected MySQL database with Express for
dynamic CRUD operations

e Cross-Origin Resource Sharing (CORS) for
communication between frontend and backend

e Built a Razorpay integration for secure and
dynamic payment processing

e  Verified payments using cryptographic signature
validation on the backend

e Stored complete order metadata (cart items,
payment info, instructions) upon successful
payment

e Added robust error handling and validation for
user sessions and database interactions
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VII TESTING

e  Manually tested user authentication flows (login,
logout, registration) across different user roles.

e  Stimulated various cart operations (add, remove,
update quantity) to check state consistency

e Checked Session persistence using browser dev
tools and cookie inspection

e  Validated Razorpay payment flow using test keys
and monitored success/failure redirections

e  Ensured proper form validation.

e Browser resize and mobile emulation tools used
for testing responsiveness and Ul behaviors.

VII RESULTS & CONCLUSION

Satisfactorily achieved the development of full stack
eCommerce website using the latest technologies like
React [1], Node.js [2], Express [3], and MySQL
workbench [4].

IX FUTURE ENHANCEMENTS

e  Customer feedback
e Goods return & refund policy
e  Complete Backend panel
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XII ANNEXURE Fig. 5 Product display page

Fig. 6 Cart page

Fig. 7 Checkout / Ordering page

Fig. 8 Delivery Instruction page

Fig. 9 Payment gateway page

Fig. 10 Payment success page

Fig. 11 Schema design of backend

Fig. 12 Session management code snippet

Fig. 13 Razorpay Payment integration code snippet

Following System architecture, Snapshots of the
Frontend pages, Backend design schema and Code
snippets enclosed:

Fig. 1 System architecture

Fig. 2 Website Landing page.

Fig. 3 User registration page

Fig. 4 User Login page

Annexure: System architecture, Frontend pages, Backend design schema and Code snippets

Payment Gateway

- Razorpay Integration

3

Frontend Backend Database
- React Application - Node.js - MysSQL
- Context API - Express = User Table
= Custom Hooks - Payment API - Session Table
- Form Validation HTTPS | - Session Management saL = Cart Table
- Razorpay Checkout = = Authentication ] - Order Table
- User Registration - Password Encryption - Payment Records
- Login/Logout - CORS Handling - User Credentials
- Cart Operations - API Endpoints - CRUD Operations
- Product Display - Order Processing

“Fig. 1 System architecture

Pm ] CLOTHING Home  All Mens  Womens  Jewelery  Electronics

Best Deal Available

UPTO 80% OFF

Combo Offer Bundle Deal Starter Kit Essential kit

w

View all

5B e L - o T

Daily Essentials Vegetables Fruits Strawberry Mango Cherry
UP TO 50% OF UP TO 60% OFF > 55% ¢ UP TO 40% OFF UP TO 30% OFF UP TO 209 OFF

“Fig. 2 Website landing page
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‘D—i CLOTHING Home All Mens Womens Jewelery Electronics

Create an Account

and start shopping today

Full Name

“Fig. 37 User registration page

‘D-) CLOTHING Home All Mens Womens Jewelery Electronics

m

Welcome Back

Usemame
Password

Remembe Forgot password?

1t? Sign up?

“Fig. 4” User login page
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Al Mens  Womens

Jewelery

Electronics

Fjallraven - Foldsack No. 1 Backpack, Fits
15 Laptops

$109.95

Your perfect pack fo

eryday use and walks i

John Hardy Women's Legends Naga

Gold & Silver Dragon Station Chain...

$695

From our Legends Collection, the Naga was ins.

WD 2TB Elements Portable External
Hard Drive - USB 3.0

$64
USB 3.0 and USB 2.0 Compatibility Fas

Acer SB220Q bi 21.5 inches Full HD (1920
x 1080) IPS Ultra-Thin

$599
21. 5 inches Full HD (1920 x 1080)

Rain Jacket Women Windbreaker Striped
Climbing Raincoats

$39.99

Lightweight perfet for trip or casual wear-—Lo.

¥ d CLOTHING

Mens Casual Premium Slim Fit T-Shirts

$22.3

Slim-fitting style, contrast raglan long sleeve, .

N

s sF

Solid Gold Petite Micropave

$168

Satisfaction Guaranteed. Return or exchange a.

%0 pLus

SanDisk SSD PLUS 1TB Internal SSD -
SATA 11l 6 Gb/s

$109

Easy upgrade for faster boot up, shutdown, ap.

—
Samsung 49-Inch CHG90 144Hz Curved
Gaming Monitor (LC49HG90DMNXZA)...

$999.99
49 INCH SUPER ULTRAWIDE 32:9 CURVED GA.

MBJ Women's Solid Short Sleeve Boat
Neck V

$9.85

95% RAYON 5% SPANDEX, Made in USA or Im.

2025 Y

Mens Cotton Jacket

$55.99

great outerwear jackets for Spring/Autumn/Wi

White Gold Plated Princess

$9.99

Classic Created Wedding Engagement Solitaire.

Silicon Power 256GB SSD 3D NAND A55
SLC Cache Performance Boost SATA IlI..

$109

3D NAND flash are applied to deliver high tran.

BIYLACLESEN Women's 3-in-1
Snowboard Jacket Winter Coats

$56.99
Note:Th

ndard size, Plea:

Opna Women's Short Sleeve Moisture

$7.95
100% Poly

r. Machine wash, 100% cationic

Your E-Commerce Site. Al rights reserved.

“Fig. 5” Product display page

All Mens Womens Jewelery

Electronics

Mens Cotton Jacket

$55.99

Sortby:  Default v

Mens Casual Slim Fit

$15.99

The color could be slightly different between o.

Pierced Owl Rose Gold Plated Stainless
Steel Double

$10.99

Rose Gold Plated Double Flared Tunnel Plug E.

WD 4TB Gaming Drive Works with
Playstation 4 Portable External Hard...

$114

Expand your PS4 gaming e

perience, Play a

ny

Lock and Love Women's Removable
Hooded Faux Leather Moto Biker Jacket

$29.95
10096 POLYURETHANE(shell

9% POLYESTER.

%

DANVOUY Womens T Shirt Casual
Cotton Short
$12.99

95%Cotton,5%Spandex, Features: Casual, Shor

great outerwear jackets for Spring/Autumn/Winter, suitable for many occasions, such as working,

hiking, i ountain/rock cycling, ing or other Good gift choice fo
you or your family member. A warm hearted love to Father, husband or son in this thanksgiving or
Christmas Day.

Category: men's clothing

Rating: 4.7 /5

four E-Commerce Site. All rights reserved.

“Fig. 6” Cart page
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‘6‘ CLOTHING Home All Mens Womens Jewelery Electronics

Your Cart

Total: $134.28
Mens Cotton Jacket $111.98
-

Add Coupon

Mens Casual Premium Slim Fit T-Shirts $22.30

© 2025 Your E-Commerce Site. All rights reserved.

“Fig.7” Checkout Ordering page

16’ CLOTHING Mens ~ Womens  Jewelery  Electronics

Checkout

Delivery Address
Address Line 1*

[1501, B block , SEA towers
Address Line 2

[
City *

[Navi Mumbai

State *

Zip Code *
400708
Country *

|india

Order Instructions

Pack as a gift

Delivery Instructions

|Leave at Doorstep

Order Summary
Total: ¥134.28
Proceed to Pay ¥134.28

© 2025 Your E-Commerce Site. Al rights reserved.

“Fig. 8” Delivery instructions page
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16' CLOTHING Home Al  Mens  Womens  Jewelery Electronics

Checkout

Delivery Address
Address Line 1*

[1501, Bblock , SEA fowers
Address Line 2

\
ity *

Navi Mumbai
State *

ZipCode *

Payment Options

Recommended
Price Summary

¥134.28

2 Using as +9199992 99999 >

Pay with UPI D / Number

Netbanking 2 testing@ybl

Wallet 2ME Veerify and Pay

Secured by dRazorpay

“Fig. 9" Payment Gateway page

CLOTHING Al Mens  Womens  Jewelery Electronics

L Payment Successful

Your order has been placed successfully!

© 2025 Your E-Commerce Site. All rights reserved.

“Fig. 10” Payment success page
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[#5 users &5 cart
91 id nt PK 1:N 2 id int PK
username archar(255) &i% user_id int FK
password varchar(255) product_id int
full_name varchar(255) quantity int
email v
phone varchar(15)
(- 7
1:N
i orders iii sessions
4 id int PK i session_id varchar(128) PK
937 user_id int FK expires nt unsigned
order_instructions text data nediumtext
delivery_instructions text

payment_id varchar(255)
payment_status enum

created_at

timestamp

address_line1

address_line2

city varchar(100
state varchar(
Zip_code varchar(20)
country varchar(100)
\ J

“Fig. 11" Schema design of backend

> Components
> Conte:
gout”, (req, res)

{

.post(’ !
ssion.destroy(err {

req.se
err) return res.status(500).send( "'l
res.clearCookie r t.sid");

res.json({ success:

Details.c
Details

Fool i iser.id, username: user.username };

Footetis console.log("@ Log g

home tss res.json({ success: , user: req.session.user

Home.
Login.css

- ECOMMERCE ecom 1> JS index

ib.query

v backend

app.post('/login', (req, res

> node_modules

)5 indexjs

{} package-lockjson

{} packagejson

JS serverjs

> node_modules

/ public

* favicon.ico
index.html
logo192.png
logo512.png

{} manifestjson

> Components
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turn res.status(401).json({ success:

req.session.user = { id:
console.log("® Login successfu
return res.json

user.id, username:

success: , user: req.session.user

get(" ",
sion.user

req, res)

, user: req.session.user

res.json({ loggedIn:

res.json({ loggedIn: )5
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) File Edit Selection View Go Run

@

EXPLORER

v ECOMMERCE
v ecom
v backend
> node_modules
S indexjs
{
4]
S

package-lockjson
packagejson
serverjs
> node_modules
v public
* favicon.ico
index-html
logo192.png
logo512.png
{} manifestjson
= robots.txt
Vv sic
> Components
> Context
v Pages
Cart.css
Cartjsx
Checkoutjsx
Details.css
Details.jsx
Footer.css
Footer,jsx
home.css
Home jsx
Login.css
Login,jsx

> OUTLINE

-post(

console.log(
console.log(

s

(ireq.ses
console.log

o mres .

amount:
currenc
receipt

console.log(
console.log(
s . Json(

(err)
onsole.erro
.status(S5

L=
res

err g
details:

¥
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Terminal

{
=
¢

err
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Help ecommerce

J5 indexjs ..\backend X IS

IS indexjs
express = require( ‘e
session = require('e s
require(‘mysgl2’);

= require(express-

mysql

)(session);

require(
require( 't

= require(
= require(‘ra

cors

berypt

Razorpay
= express();
5000;
require(

apy
PORT

crypto = )s

host:

user:

password:

database:

H

);

, db.promise

app.use(cors
origin:
credentials:

)s

app.use(session
secret: 'se
resave: -
saveUninitialized:
onStore

{ secure:

store: s
cookie

{req, res)

- i . §¢ . , req.body);

=

req.sessiom .user)

s

ion.user)
>

("X

status(4e

req.body.asount ===

r

«Jdson({ error:

.create(

>

-.Json

£
S

3) <

.mes
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Details.jsx
¥ Footer.css
Footer.jsx
# home.css
Home.jsx ot st T_‘E!Ti’ -
: ®key id:
Login.css key secret:

Login.jsx s
> OUTLINE )

“Fig. 137 Razorpay Payment Gateway Integration code snippets
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