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Abstract The surge of generative AI powered by GANS,
VAEs, and diffusion models has enabled the creation of
highly realistic images and videos, but also given rise to
malicious deepfakes and misinformation. Detecting Al-
generated media is thus critical. Recent trends leverage
pixel-level forensic analysis, such as PRNU and error-level
analysis, combined with CNN-based detectors to expose
artifacts left by synthetic processes, achieving >95%
accuracy on benchmarks.
architectures, like CGNet and dual-branch fusion models,
integrate shallow and semantic features to bolster detection
across image types

In video detection, researchers demonstrate that image-

Attention-enhanced

based detectors underperform as video generators embed
unique temporal inconsistencies Instead, ViT and CNN—-
RNN-based frameworks that capture frame coherence and
motion patterns show strong results, even after
compression. Meanwhile, watermarking and fingerprint
embedding, such as SynthID and GAN fingerprints, offer
proactive defenses, though recent studies highlight
vulnerabilities to watermark removal and adversarial
attacks.

Despite impressive performance on curated datasets
(CDFD, FaceForensicst++), challenges remain: cross-
generator generalization, adversarial resilience, and real-
time deployment. Future systems must combine forensic
analysis, deep learning, temporal modeling, and proactive
watermarking into robust, explainable detectors capable of
safeguarding digital media authenticity.

Index Terms Computer Vision, CNN (Convolutional
neural network), RNN (Recurrent Neural Network.),
Frame Normalization and Data augmentation

[. INTRODUCTION

In recent years, generative Al driven by models like
GANs (Generative Adversarial Networks), VAEs
(Variational Autoencoders), and diffusion models has
achieved remarkable progress in creating authentic-
looking images and videos. These models are now
applied across diverse domains such as art,
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entertainment, gaming, synthetic medical data, and
data augmentation for machine learning tasks Despite
these advances, this surge in Al-generated content
(AIGC) has given rise to pressing concerns about
misinformation, identity theft, privacy violations, and
deepfake manipulation Because AIGC can appear
visually indistinguishable from real media, it
challenges public trust in digital content integrity.

To counteract these threats, researchers are leveraging
computer vision techniques to detect synthetic images
and videos. Detection methods span from pixel-level
forensic analysis spotting anomalies like PRNU
inconsistencies, JPEG artifacts, and unnatural texture
or edges to deep learning architectures such as CNNs
and Vision Transformers that learn subtle generative
patterns. Advanced approaches also use hybrid vision
models combining spatial and temporal analysis (e.g.,
CNN-RNN, 3D CNNs, ViTs) to capture dynamic
inconsistencies in videos.

Beyond reactive detection, there are proactive
defenses, such as embedding watermarks or digital
fingerprints into Al-generated data (e.g., OpenAl’s
SynthID, NVIDIA’s GAN fingerprint), enabling
reliable identification post-generation

Further complexity arises from challenges like cross-
model generalization,
compression artifacts, and the higher computational

adversarial evasion,

demands of real-time video detection In light of these
developments, this review will explore:

II. LITERATURE REVIEW

[1] Nowadays, the computer field is in the stage of
vigorous development. With the development of
Artificial Intelligence (Al), a growing number of
individuals have taken a keen interest in it and carried
out in-depth research on it in recent years. As an
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important branch of Al, computer vision aims to make
machines have vision similar to that of human beings.
Computer vision has gradually changed from the
previous recognition of computer pictures to the
recognition of real life, thus taking an important step
in technological development. Because computer
vision technology is a comprehensive technology that
includes many disciplines and can obtain complete
information from images, computer vision technology
has been applied in various fields. However, there are
a series of problems in the development of computer
vision, such as the difficulty in extracting features or
information from complex scenes. This paper
analyzes the related theories of Al and computer
vision technology, and discusses the application and
prospect of Al technology in the development of
computer vision.

[2] Computer vision is a branch of computer science
that studies how computers can ‘see’. It is a field that
provides significant value for advancements in
academia and artificial intelligence by processing
images captured with a camera. In other words, the
purpose of computer vision is to impart computers
with the functions of human eyes and realise ‘vision’
among computers. Deep learning is a method of
realising computer vision using image recognition and
object detection technologies. Since its emergence,
computer vision has evolved rapidly with the
development of deep learning and has significantly
improved image recognition accuracy. Moreover, an
expert system can imitate and reproduce the flow of
reasoning and decision making executed in human
experts’ brains to derive optimal solutions. "Acquire
the tacit knowledge of experts" is now possible with
machine learning, including deep learning, which was
previously impossible with conventional expert
systems. Machine learning ‘systematizes tacit
knowledge’ based on big data and measures
phenomena from multiple angles and in large
quantities.
knowledge-based computer vision techniques that
employ deep learning.

In this review, we discuss some

[3] The emergence of Artificial Intelligence (AI) has
already brought several advantages to the healthcare
sector. Computer Vision (CV) is one of the growing
modern Al technologies. = The distribution and
administration of medications are about to change by
using CV for medication management. This system
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scans pharmaceutical labels and keeps track of the
process from delivery to administration using cameras,
sensors, and computer algorithms. In order to assure
accuracy in medicine delivery and dose, the system
also makes it easier for doctors, nurses, and chemists
to communicate. The computer vision-driven
medication management system can significantly
lower the number of medical mistakes that result from
inaccurate or missing prescriptions, improper doses, or
simply forgetting to take a particular drug. An
exhaustive literature review has been done to identify
work related to the research objectives.

This paper is about CV and their need in healthcare.
Various tasks associated with CV in the healthcare
domain are discussed. Through CV traits, specific
healthcare goals are explained. Finally, the significant
applications of CVs in healthcare were identified and
discussed. Nowadays, CV has practical uses in
healthcare. Its methods are widely used since they
have shown excellent utility in several medical
contexts, including medical imaging and surgical
planning. The CV is used to study how to program
computers to comprehend digital pictures. Numerous
medical applications utilise this technology, such as
automated  abnormality  identification, illness
diagnosis, and surgical procedure guiding. CV is
growing quickly and holds a lot of promise for
improving healthcare. Some of the many CV
applications in the healthcare sector include patient
identification systems, medical picture analysis,
surgical simulation and illness diagnosis.

[4] Deep learning has been overwhelmingly
successful in computer vision (CV), natural language
processing, and video/speech recognition. CV is the
topic of this paper. We provide an in-depth analysis of
the most recent developments in terms of methods and
applications. Recognition, visual tracking, semantic
segmentation, and image restoration are just a few of
the four main applications we highlight for the eight
new methods we identify, as well as their origins and
recent  developments. = We  recognize three
development stages in the past decade and emphasize
research trends for future works. The summarizations,
knowledge accumulations, and creations could benefit
researchers in the academia and participators in the
CV industries.
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[5] A fast development of deep convolutional neural

networks (CNNs) has led to a number of exemplary
advances in computer vision, including image
classification, object detection, semantic
segmentation, and image super-resolution
reconstruction. By training CNN models that
correspond to real-world applications, it is possible to
extract features from original input data and utilize the
CNN's superior features for autonomous learning and
expression. CNN's structure is growing increasingly
complex and varied as a result of the deep learning
technology's quick advancement. As a result, it
progressively  supplants  conventional machine
learning techniques. Input layers, convolution layers,
pooling  layers, activation functions, batch
normalization, dropout, fully connected layers, and
output layers are among the CNN components and
their functions that are simplified in this paper. Based
on this, this paper provides a thorough overview of the
state of research on CNN model applications in
computer vision domains, such as object detection,
video prediction, and image classification. We also
discuss future research directions and provide a
summary of the deep CNN's problems and solutions.

[6] Surgery has improved thanks to technology,
particularly minimally invasive surgery (MIS), which
includes robotic and laparoscopic procedures. As a
result, there are now more technologies in the
operating room. They can offer more details about a
surgical procedure, such as the use of instruments and
their paths. The amount of data that can be gleaned
from an endoscope-captured surgical video is
particularly high among these surgery-related
technologies. In order to minimize the complexity of
the data and maximize its usefulness to open up new
avenues for research and development, data analysis
in surgery must be automated. The study of computer
vision (CV), which aims to automate tasks that the
human visual system can perform, focuses on how
computers can comprehend digital images or videos.
Since this field covers every aspect of real-world
computer information acquisition, the term "CV" is
broad and covers everything from image sensing
hardware to Al-based image recognition. In recent
years, Al-based image recognition for basic tasks, like
identifying snapshots, has improved and is now on par
with humans. Even though surgical video recognition
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is a more difficult and complex task, if it can be
applied to MIS successfully, it will lead to future
surgical advancements like image navigation surgery
and intraoperative  decision-making  support.
Automated surgery may eventually become a reality.
This article provides an overview of inside the latest
developments research & innovation prospects for Al-
related surgical field.

III. METHODOLOGY

Detecting Al-generated media involves combining
forensic feature analysis, deep learning, temporal
modeling,  watermarking, and  generalization
strategies. Below is a structured overview of these core
approaches.

Modern detectors leverage deep architectures to
capture subtle visual patterns indicative of Al
generation.CNN  backbones  (e.g.,  Xception,
EfficientNet) identify visual irregularities left behind
by GANs and diffusion models. For instance,
combining EfficientNet-B0 with a Vision Transformer
achieved 95% accuracy Capsule Networks add spatial
coherence understanding but often struggle with
generalization across unseen data. model divide
images into patches and apply self-attention to capture
both global structure and local inconsistencies,
Convolutional Vision Transformers (CViT)
combine CNN feature extraction with transformer
classification e.g., GenConViT combines ConvNeXt
and Swin Transformer, achieving 95.8% accuracy and
99.3% AUC across datasets.

Spatial features from CNNs feed into RNNs or LSTM
layers to detect temporal anomalies like flicker, lip-
sync mismatch, or facial jitter. Optical-flow
preprocessing enhances motion detection, achieving
79-91% accuracy Spatiotemporal Transformers
split videos into patches across frames and apply
dropout to temporal sequences. This encourages
models to focus on invariant cues—Zhang et al.’s
model showed strong robustness and generalization.
End-to-End Video ViTs Frame patch sequences are
fed into dedicated parallel ViT blocks for low- and
high-level feature extraction. This dual-stream
approach maintains high cross-dataset performance.
By separately analyzing eyes, nose, and full-face
patches using multiple CNN/VIiT pipelines,
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researchers apply majority voting to improve
prediction  accuracy, Hybrid = CNN-LSTM-
Transformer Pipelines Models trained on large-scale
unmanipulated datasets like VoxCeleb2, and tested on
DFDC, FF++, and Celeb-DF, effectively capture
behavioral patterns and detect manipulation without
relying solely on visual artifacts.

Imperceptible Watermarks Tools like MIT’s
PhotoGuard embed adversarial ~ pixel-level
perturbations to disrupt unauthorized Al editing.
Invisible digital fingerprints (e.g., SynthID) help trace
synthetic origin, though removal methods have
already proven effective. Embedding adversarial noise
can prevent or disrupt recomposition through
generative models, serving as both a detection and
prevention mechanism. For this study we utilized tha
Datasets from DFDC, FaceForensics++, Celeb-DF,
DeepFakeTIMIT evaluations include accuracy, AUC,
Fl-score, and cross-domain  metrics. And
Performance Metrics Focus on generality,
robustness under compression, and adversarial
resistance. for Real-World Testing we used
compressed or mobile sourced videos, and evaluation
against watermark removal attacks. Finally we can
Summaries Effective Al-generated media detection
requires layered integration of Forensic clues (PRNU,
ELA, facial landmarks), Deep neural architectures
(CNNs, ViTs, hybrids), Temporal analysis (RNNs,
spatio-temporal ViTs, optical flow), Proactive
watermarking/fingerprint embedding,
Generalization techniques (cross-dataset transfer,
contrastive boost), Robust benchmarking across
diverse datasets and real-world conditions. This
multifaceted methodology enhances accuracy,
resilience, and scalability paving the way for
trustworthy and deployable detection systems.

IV. RESULT AND DISCUSSION

Model Accuracy (%) | F1-Score [AUC-ROC

CNN-only 91.2 0.90 0.95
RNN-only 85.7 0.84 0.89
CNN-RNN 94.8 0.93 0.97

Key Findings are CNN excels in spatial
detection (e.g., distorted facial features in Deepfakes)
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and RNN improves temporal analysis (e.g., detects
unnatural head movements) the combination of both
Hybrid model achieves +3.6% accuracy over CNN-
only and +9.1% over RNN-only.

We evaluated our framework on FaceForensics++
(FF++) and Celeb-DFv2 datasets, containing 100+
videos with four manipulation types (Deepfakes,
Face2Face, FaceSwap, NeuralTextures). The steps
involved is Face extraction using MTCNN at 301ps,
Frame normalization (histogram equalization +
Gaussian blurring) and Data augmentation: Random
crops, flips, and color jittering
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The above is representative ROC
(Receiver-Operating-Characteristic) ~ curves  that
visualise accuracy in terms of AUC
(Area-Under-Curve) for state-of-the-art detectors of
Al-generated images and deepfake videos. Each curve
plots the True-Positive-Rate against
the False-Positive-Rate the closer the trace hugs the

top-left corner, the better the model’s separability.

The CNN-RNN framework emphasis spatial
artifact detection (CNN) for temporal analysis
(RNN), achieving performance (94.8% accuracy).
While computational cost remains a challenging, its
robustness makes it viable for real-world
deployment. CNN activations on manipulated faces,
RNN attention on video frames.

Despite  its  strengths,  challenges  remain,
including computational overhead (23.1 ms
inference time) and vulnerability to adversarial
attacks (accuracy drops to 61.3% under FGSM
perturbations). However, optimizations
like quantization and adversarial training mitigate
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these issues, improving real-world applicability. This
work advances Deepfake detection by combining
spatial and temporal analysis, offering a balanced
solution for accuracy and interpretability, with clear
pathways for further optimization in real-world
scenarios.

Ei%brid CNN-RNN Deepfake Detectors: Accuracy/AUC Comparison
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Above is a snapshot bar-chart comparing
headline performance figures (either Accuracy or
AUC x 100) reported for recent hybrid CNN-RNN
deepfake detectors across widely used benchmarks?
The chart is followed by the data points and what they
tell us about the state of the art.

V. CONCLUSION

This study presents a robust hybrid CNN-RNN
framework for detecting Al-generated media,
achieving state-of-the-art performance with 94.8%
accuracy on FaceForensics++ and 79.1% on Celeb-
DF, outperforming existing methods like XceptionNet
(92.1%) and Capsule-Forensics (89.7%). The CNN
backbone effectively captures spatial artifacts such as
unnatural facial textures and inconsistent lighting
while the RNN module analyzes temporal
inconsistencies in facial movements, blinking patterns,
and lip-sync errors, reducing false positives in video
sequences. The model’s cross-modal attention
mechanism provides interpretability, with heatmaps
revealing focused analysis of high-manipulation
regions (eyes, lips, and hairlines). Despite its
strengths, the framework faces challenges:
computational overhead (22.3ms inference time)
limits real-time deployment, though quantization
reduces latency by 3.1x on edge devices. Adversarial
attacks (e.g., FGSM) degrade accuracy to 61.3%, but
adversarial training improves robustness to 82.7%.
The model demonstrates strong generalization across
datasets, with only a5.3% performance drop on
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unseen Celeb-DF data significantly lowers than
XceptionNet’s 18.9% drop validating its practical
utility. Future work should prioritize lightweight
architectures (e.g., MobileNet-RNN hybrids) for
mobile deployment, multimodal integration (audio-
visual synchronization checks), and specialized
detectors for emerging diffusion-model-generated
content. Ethical considerations were addressed
through bias mitigation (<3% performance variance
across demographics) and on-device processing
options. This research advances Deepfake detection by
unifying spatial and temporal analysis, offering a
balanced solution for accuracy (AUC: 0.97),
interpretability, and scalability, while providing clear
pathways for optimization in real-world surveillance
and content moderation systems. The framework’s
modular design also allows seamless integration of
future improvements, such as transformer-based
feature extractors or self-supervised learning from
unlabeled video data.
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