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Abstract: Data and information are transferred 

through machines, the internet, and communications 

networks in the digital realm. In these kinds of 

circumstances, data security and confidentiality are 

paramount. Through the application of cryptography, 

we can shield our data from unauthorized access. To 

enhance security, we improved the RSA method used 

in this research by introducing more prime numbers 

and adjusting the public key. After modification, we 

honestly compared the original and modified RSA 

algorithms and demonstrated, via qualitative and 

quantitative analysis, whether our modified algorithm 

is superior to the original  

Keywords – Security, Confidentiality, Private Key, 

RSA. Qualitative and Quantitative Analysis 

1. INTRODUCTION 

Currently, we can observe that a significant quantity 

of data is being produced and sent through the 

internet due to the fast progress and development of 

numerous multimedia technologies. This makes 

editing, changing, and duplicating digital material 

relatively simple. Digital papers may also be 

duplicated and distributed quickly, which exposes 

them to a variety of dangers and puts our essential 

data at risk. There has to be a solution to this 

significant privacy and security problem. As a result, 

privacy and security have become crucial. 

We may use cryptography to safeguard our sensitive 

data and information while it is transferred over the 

internet. Information security is becoming more and 

more crucial as a result of the internet and 

telecommunications industries' fast and 

considerable expansion. The greatest method for 

safeguarding our confidential data and information 

is cryptography. Through the art of cryptography, 

we can safeguard and secure our data and 

information from unauthorized access. Data 

encryption and decryption are the core concepts of 

cryptography. By converting plain text into an 

unintelligible format that an outsider cannot read, 

encryption reduces the likelihood that data may be 

attacked. Encryption is simply reversed during 

decryption. From the encrypted data, it transforms 

back to our original data. Two categories of 

cryptography algorithms exist. The first kind of 

encryption and decryption is known as symmetric 

key cryptography. Second, there is asymmetric key 

cryptography, which employs two keys: a public key 

for encryption and a private key for decryption 

(Private key). 

The RSA algorithm has been chosen as our preferred 

algorithm for implementation even though there are 

a large number of cryptography algorithms 

available. Rivest, Shamir, and Adlemen are the 

acronym for RSA, which falls under the heading of 

asymmetric key cryptography. The most popular 

algorithm for creating security measures is this one. 

To boost the security level of the method, we first 

built the standard RSA algorithm in Python and then 

made changes to the public key and private key 

variables. Finally, using qualitative and quantitative 

analysis, we compared the RSA and modified RSA 

algorithms. 

This essay compares the RSA and Modified RSA 

algorithms fairly. Therefore, our goal is that any data 

or information that we transfer from source to 

destination must be safe and secure from 

unauthorized users. So, we can do this using 

cryptography. There are many other cryptographic 

methods, but the RSA algorithm is our favourite and 

we have it implemented in Python software. 

2. RELATED WORK 

To provide readers with a broader understanding of 

the cryptography area, this part addressed the 

numerous outcomes attained using other earlier 

techniques. Numerous scholars conducted in-depth 

investigations in this area: Designing and 

implementing an RSA cryptosystem using Fernet 

cipher encryption was Babu and Vijayalakshmi's [1] 

work. A sophisticated and intricate method of 

encryption is built using multi-layer encryption. The 

research speeds up encryption and decryption by 
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allowing message transmission across an unsafe 

network. A public key is used by the authors of [2] 

to propose an improved symmetric key 

cryptosystem that makes it harder to decrypt the 

original communication. The key size in the 

symmetric key scheme was 512 bits. The present 

ones, which are only effective for effectively 

transferring tiny quantities of information, are 

inefficient for encrypting vast amounts of data. 

Another research from [3] adds jumbled textual 

randomization and the RSA method to the electronic 

health record to assure improved encryption. By 

using the idea of scrambled alphanumeric 

randomization, the approach suggested a safe way of 

data decryption and encryption to give users a clear 

grasp of how the RSA works during encryption/ 

decryption process. Every letter is given a distinct 

numerical or letter sequence using innovative 

alphanumerical procedures. This method's drawback 

is that it takes longer to encrypt and decode data 

because of slower processing speed. The RSA 

Cryptosystem was used in the text file Security by 

the authors of [4]. The goal was to create and then 

implement an alternative RSA Cryptosystem 

ensuring the privacy of text files. The study is 

limited because it does not strengthen or offer RSA 

protection against popular RSA attacks. An effective 

cryptographic technique for text message security 

against brute force assaults was suggested 

in research by [5]. The goal of the study is to 

simplify and condense the ciphertext of the key. The 

method also makes encrypting communications 

simple. Some assaults may not be successfully 

resisted by the approaches. [6] created unique RSA 

algorithms for communicating via wireless devices 

that use unexpected bio signals and one-time 

encryption keys. The premier number generator 

(TPRNG) used in this design reduces the encryption 

key to a smaller, consumable RSA encryption key 

that is impossible to know or predict using biological 

signals. Verilog is used to implement algorithms. 

Only a real-time environment is appropriate for and 

suitable to the approach. Similar research in [7] 

suggested a strategy where the general key is 

obtained using optimization methods. The highest 

point of the Signals as Noise ratio is used to assess 

the optimization performance. The approach fends 

against statistical and differential assaults 

separately. The authors of [8] used new encryption 

technology to provide effective security and produce 

the outer system as a waveform so that the original 

data would not be modified or attacked. Timing 

attacks are resisted by the algorithm. The RSA 

cryptographic algorithm was created by authors in 

[9] employing three keys, however, the research still 

needs some protection to address the issue of 

information transfer from the server. 

3. PROPOSED METHOD 

The uncovered certain RSA flaws, which render 

RSA vulnerable to certain common attacks 

including a thorough search, timed attacks, popular 

mod attacks, and a few gaps in the previous research, 

based on a comprehensive assessment of the 

available publications.  

3.1  The First RSA Algorithm[10] 

A.Key generation, first 

i. Choose the huge prime numbers p and q at 

random. 

ii. By multiplying these two prime integers, you may 

discover the modulus for encryption and decryption,    

n = p * q. 

Calculate the totient function of Euler: 

             (n)= (p - 1) * (q - 1). 

iv. Based on the criteria listed below, choose an 

integer e: • 1 < e < φ (n) 

• GCD (e, n)) = 1, meaning that e is co-prime to (n). 

• E must have a tiny Hamming weight and short bit 

length. 

v. Determine the value of d that fulfills the relation 

(e x d) Mod (n) = 1 

Now, The Public Key is composed of e and n, hence 

it is (e, n). The Private Key is composed of d and n, 

that is, it (d, n). 

 

B. Message Encryption:  

The sender encrypts the message M using the 

following technique: • Cipher text message after 

encryption, C = M^e Mod (n). 

 

C. Message Decryption:  

The receiver decodes the encrypted text C using the 

following technique: • The original message, M = C 

d Mod (n). 

 

3.2  Modified RSA Algorithm Modified 

Key generation,  

i. Choose four significant prime 

numbers (p, q, r, and s) at 

random/ First Modification: We have increased 

the number of prime numbers. 

ii. Multiplying these four prime 

integers yields the modulus for 
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encryption and decryption, n, 

which is equal to p*q*r*s. 

 

iii. Calculate the totient 

function (n) using the 

formula  

(p-1)*(q-1)*(r-1)*(s-1). 

 

iv. Based on the criteria listed 

below, choose an integer e: 

v. 1<e<φ(n) 

vi. e must have a tiny bit-length 

and low Hamming weight; 

otherwise, GCD (e, n)) = 1 

indicating that e and n are 

co-prime. 

vii. Choose a random variable f. 

Here, calculates f= (e*5) + 

2. Public Key has been 

changing e to f.  

(Second Modification, or new public key assigned.) 

viii. Calculate the value of d that 

fulfills the relation (e x d) 

Mod (n) = 1. 

Now, the changed public key is the product of f and 

n, i.e. (f, n). The Private Key is composed of d and 

n, that is, it (d, n). 

 

B. Message Encryption:  

The sender encrypts the message M using the 

following technique: 

• Cipher text message created after encryption:  

C = Mf Mod (n), where C is the cipher text. 

C. Message Decryption:  

The receiver decodes the encrypted text C using the 

following technique: • The original message, 

  M = CdMod (n). 

3.3 Block Diagram 

The flow diagram and Fig :12 represent the block 

diagram of MRSA i.e., the Modified RSA algorithm 

where we send a plain image that converts to a 

cipher image and then vice versa. The proposed 

block diagram of the MRSA Encryption Algorithm 

consists of three stages: i. Key generation, ii. 

Encryption and iii. Decryption.  

Each stage has its work. At first, we import data 

from the plain image, and from there we randomly 

generate four prime numbers. Then we generate two 

keys i.e., the public key and the private key. Then 

we apply the MRSA encryption algorithm and there 

we use the public key to get an encrypted image. We 

can see that we plain image is converted into an 

encrypted image.  

From the encrypted image, we import data, and then 

we apply the MRSA decryption algorithm and there 

we use the private key to get back our original plain 

image. We can see that an encrypted image is 

converted back to a plain image.  

4. RESULT 

Figure 1 represents the plain image that we have 

used to implement the code. Figure 2 is the 

encrypted image that we have got from the SRSA 

and figure 3 represents the encrypted image that we 

have got from MRSA. After getting the encrypted 

image from both algorithms, we have done a 

histogram and scatter plot for comparing both 

algorithms. We have also found out the entropy and 

encryption quality of both algorithms. 

 
Figure 1: A plain Image. 

4.1 Histogram analysis of the encrypted image:[11] 

We have done the Chi-square test to access the 

histogram uniformity: 

X2== ∑ ( (
256

𝑘=1
𝑣k – 256)2/256     …………....Eq. 1 

  where k= the no. of grayscale areas and  

vk = each kth area’s repetition. 

 
Figure 2: Encrypted image of conventional RSA 

algorithm. 
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Figure 3: Encrypted image of modified RSA 

algorithm. 

4.2 Statistical Analysis 

The below Table shows the values of the Chi-square 

test performed for the images before and after 

encryption with the SRSA and MRSA against the 

reference value given in [12]. 

Table 1: Chi-Square test values of the images before and 

after SRSA and MRSA. 

 

4.2.1 Histogram Plot: 

 
Figure 4:  Histogram of the grayscale image. 

 
Figure 5:  Histogram of the encrypted image using 

the standard RSA algorithm (SRSA). 

 

Figure 6: Histogram of the encrypted image using 

the modified RSA algorithm (MRSA). 

 

We have observed that the histogram of the image 

encrypted using MRSA is much more uniform than 

the one obtained using SRSA. Also, there is no 

similarity with the histogram of the original image. 

Therefore, no sign of statistical attacks used on the 

original exercise is seen to be found. The Chi-square 

values of images encrypted using MRSA are much 

closer to the ref. value. Hence, security is further 

enhanced.  

FLOW CHART 

 

 

4.3 Analysis of Scatter Plot 

We have calculated the correlation between the 

adjacent pixels by using the below equations: 

e(X)=𝟏/𝑵 ∑ 𝑿𝑵
𝒊=𝟏 i ……….......2 

SCENARIO CHI-SQUARE VALUE 

• IMAGE BEFORE 

ENCRYPTION 

29,150 

• REF. VALUE [8] 255 

• SRSA 2239.4459 

• MRSA 234.6701 
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Conv(x,y)=1/N∑ (𝑋𝑖 
𝑁

𝑖=1
-e(X)(Yi-e(X) …. 3 

D(X)=1/N∑ (𝑋𝑖  
𝑁

𝑖=1
-e(X))(Yi–e(X)) ……... 4 

r(x,y)=conv(x,y)/(√(D(X))√(D(Y)).... 5 

where, x,y= grayscale area’s values for each of the 

two adjacent pixels 

 N = the no. of selected adjacent pixels for the 

calculation of correlation. 

The below Table further compares the correlation 

coefficient of the MRSA algorithm with that 

obtained via the algorithms in [13,14] and standard 

RSA one. 

      SCENARIO CORRELATION VALUE 

• REF VALUE [9] 

• REF VALUE [10] 

0.0055004                           

0.0055021 

• SRSA 0.2729 

• MRSA 0.0025 

Table 2: Correlation Coefficient of the MRSA algorithm. 

 

Figure 7: Scatter plot of the original image shows a 

positive correlation (we can roughly draw a best-fit 

straight line). 

 

Figure 8: Scatter plot of cipher image using standard 

algorithm shows near to zero correlation. 

 

Figure 9: Scatter plot of cipher image using modified 

algorithm shows no correlation as there is absolute 

randomness. 

The positive correlation is shown by the scatter plot 

of the plain image, while the encrypted image of 

SRSA shows close to zero correlation, and MRSA it 

shows no correlation. This analysis shows that there 

is absolute randomness in the case of the image 

encrypted using MRSA. As we know that a good and 

efficient encryption algorithm provides a very low 

and close to zero correlation coefficient for the 

encrypted image. For our proposed method it 

showed that the coefficients approach zero. Thus, 

the efficiency of the algorithm is increased through 

the modifications. Also, quantitively MRSA shows 

a better correlation compared to SRSA. Therefore, 

through this analysis also MRSA can resist 

statistical attacks. 

4.4 Information Entropy Analysis 

Information entropy is a measure of randomness in 

an image. We used the below equation to compute 

the entropy: 

H(x) = ∑ 𝑝(𝑥𝑛
𝑖=1 i)log2 𝑝(𝑥i) …………. . 6 

where, p(xi)= probability of xi . 

8 is the maximum value of entropy for the grayscale 

images. Below table shows the comparison of the 

entropy values for each algorithm compared against 

the two reference values given in [15,16]:  

Table 3: Comparison of the entropy obtained from the 

MRSA, SRSA, and Ref. value 

 

Through this analysis, we observed that for MRSA 

the value of entropy is much closer to the ref. value 

than the SRSA and so we can infer that our proposed 

SCENARIO INFO. ENTROPY 

VALUE  

• SRSA 7.8689 

• REF. VALUE [9] 7.9910 

• REF. VALUE [11] 7.9918 

• MRSA 7.9930 
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algorithm shows better resistance against the 

entropy attacks.  

 

4.5 Encryption Quality Performance Analysis [17] 

Encryption quality is expressed in terms of total 

changes in pixel intensities between the original 

image and the encrypted image. When an encryption 

algorithm is applied to an image, irregularity occurs, 

by a change in pixel values. The higher the change 

in pixel values between the original and encrypted 

image, the image encryption algorithm is more 

effective and will have high encryption quality. If 

HL(P) is the number of occurrences for each gray 

level “ L‟ in the original image and HL(C) is the 

number of occurrences for each gray level " L‟ in 

the encrypted image. 

Encryption Quality : ∑ |𝐻𝐿(𝐶) − 𝐻𝐿(𝑃)|/256255
𝑖=0   

Eq. 7 

 

Figure 10: Pixel values of an original grayscale image. 

 

Figure 11: Pixel values of the encrypted image of the 

original algorithm. 

 

Figure 12: Pixel values of the encrypted image of the 

modified algorithm 

Encryption Quality of original algorithm after 

calculation, we get 10.987. and Encryption Quality 

of modified algorithm: After calculation, we get 

70.875. After calculating the Encryption Quality, we 

can see that the encryption quality of the original 

algorithm is 10.987 and that of the modified 

algorithm is 70.875. We can see that the encryption 

quality of the modified RSA algorithm is much 

higher than that of the original RSA algorithm. As 

we already know that higher the change in pixel 

values between the original and encrypted image, 

the image encryption algorithm is more effective 

and will have high encryption quality. So after 

calculating the encryption quality, it is proved that 

the encryption of modified RSA is better than that of 

the original RSA algorithm. 

5. DISCUSSION  

Statistics demonstrate that this improved strategy 

can defend the image against statistical assaults. The 

encrypted image's histogram distribution is uniform. 

The histogram homogeneity is supported by the Chi-

square test. The correlation study reveals that after 

encryption, the correlation coefficient between 

neighboring pixels has significantly decreased. The 

results of the entropy test show that the entropy 

values are quite near to the ideal value, which is 8. 

The updated method is hence resistant to entropy 

assaults. The updated RSA method's encryption 

quality is much better than the original RSA 

algorithm, according to a performance examination 

of encryption quality. We can observe that updated 

RSA has improved encryption performance, raising 

security as a result. After a thorough study, we can 

state that the findings are acceptable since they 

delivered the degree of increased security that we 

sought. 

6.  CONCLUSION 

Nowadays cyber-attack and stealing confidential 

digital data is a common crimes that we face in 

various sectors of life. So, it is important to secure 

our data from the cyber attacker and unwanted users. 

After a deep study of the cryptosystem, we chose 

RSA, which is a part of the asymmetric 

cryptosystem, to complete our project as it is more 

secure and advanced. It uses public and private keys 

to encrypt and decrypt the data, so it is more secure 

to send data from one user to another via this 

encryption system. After choosing the encryption 

system, we worked on the conventional algorithm 

and tried our modifications to make it more secure 

and reliable. After completing the modification on 

the conventional cryptosystem, we compared both 

algorithms by performing a security analysis by 

taking various image security analysis parameters. 

After the result analysis, it was observed that the 

modified algorithm showed more satisfactory results 
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and by comparing the various statistical data 

obtained from the calculations, the modified 

algorithm proved to be more secure and reliable as 

compared to the conventional algorithm. While 

doing the result analysis on the running time of both 

algorithms, a negative observation was made. We 

saw that the modified algorithm took more time to 

encrypt. This increase in time is because the 

modified algorithm is more complex than the 

conventional one and the computational time is been 

increased in the modified algorithm 
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Fig: 12 Block diagram of proposed information transfer technique 


