InRACS - International Conference on Recent Advancements in Computing

and System Design

ISSN: 2349-6002

Colored Chain: A Blockchain Based Supply Chain
System

Rituparna Bhattacharya!, Rajorita Roy?, Diganta Roy?, Prashnatit Pal*

!Computer Science & Engineering, Techno India University West Bengal

234 Electronics and Communication Engineering, St. Thomas College of Engineering and Technology,
Kolkata, India

Abstract— This paper explores the use of colored
blockchain technology within supply chain management
to increase transparency, security, and efficiency in
supply chains. Traditionally, supply chain systems
mostly depend on centralized information management,
which defines vulnerabilities as single points of failure,
risks of data tampering, and lack of trust among
stakeholders. Blockchain technology answers these
issues by recording transactions in a manner that is
secure, real-time visible, and facilitates trust without
central authority. This research paper shows the
capabilities of blockchain technology to enhance
traceability, enable sustainability through auditable
records, and make operations faster and less expensive
as it eliminates intermediaries. To support this
technology, potential challenges related to blockchain
networks, such as scalability, privacy, and selfish mining
risks, are discussed. A definition of Colored chain and
how the use of Colored chain can improve traceability
and transparency of the supply chain is described at the
very end. Our methodology includes how we can use the
concept of blockchain, sidechain and colored chain to
improve the supply chain. This research suggests the
potential for significant transformation in supply chain
management using Blockchain, specifically, blockchain
offers a reliable and secure framework for product
tracking and compliance with sustainability standards.
Thus, future work includes the integration of blockchain
with newer technologies like IoT and Al to further
enhance supply chain operations and resilience.

Keywords—Colored  Chain, sidechain, blockchain,
pegging, logistic blocks.

I. INTRODUCTION

Supply chain is a network of organizations, operations,
resources, individuals, and information that
collectively contribute toward converting raw
materials and natural resources into an end product,
ready for delivery to the ultimate consumer. [1].

Modern supply chains are primarily based on
centralized, wusually siloed, and independent
information management systems maintained by
organizations, such as enterprise resource planning
systems, that entail their own limitations.

Supply chain participants have to trust a single
organization or intermediate to store their most
sensitive and critical data. One of the significant
disadvantages of centralized systems is the single
point of failure, which makes the whole system
vulnerable to errors, hacking, corruption, or
malevolent attacks [2].

Supply chain strategy and practices are now
experiencing growing demands to take and guarantee
supply chain sustainability. Sustainability is
understood through the concept of triple-bottom-line,
which aims at finding a balance between
environmental, social, and economic factors in
managing a supply chain. One critical strategic and
competitive task for sustainability in supply chains is
providing validation and certification that processes,
products, and activities comply with determined
sustainability standards. [2].

These challenges raise concerns over whether existing
supply chain information systems can support the
necessary data for timely provenance of goods and
services, securely and transparently enough to be
trusted. Solutions to these complex issues may lie in
enhanced supply chain transparency, security,
resilience, and process integrity. Blockchain
technology may offer an answer to this problem.
Emerging  technological  advancements  and
applications of blockchain technology make these
improvement goals more feasible from organizational,
technical, and economic standpoints. As a potentially
disruptive technology, blockchain, by its decentralized
and 'trustless' database, enables global transactions
and promotes disintermediation and decentralization
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II. BLOCKCHAIN TECHNOLOGY

Blockchain technology is a decentralized database or
a collection of public/private ledgers that records all
digital transactions executed and shared among
participants in the network [2]. Technology stores data
permanently in a chain (distributes ledger) and does
not allow alteration of either the data or the chain once
a block is accepted; hence it is tamperproof for storing
old historical data [3]. Traditional, immutable
blockchain does not allow any alteration of data
after they were written into the blockchain. Each
block contains the hash of the previous block, so
changing one single block dislodges all subsequent
blocks in the chain. [3]

We are increasingly transitioning to a world wherein
transparency is a key demand from users. In this age
of technology, business communications and other
interactions require straight communication without a
middleman and trust and reliability in the technology
itself. Blockchain is one solution that has been touted
to achieve such milestones.

A. Benefits of Blockchain Technology

a) Transparency: The Blockchain operates
using a distributed ledger (a shared document)
maintained by each party. Thus, transactions
recorded on the Blockchain are visible to all
participating users.

b) Enhanced Security: Transactions are added only
after consensus from all authorized parties. Once
agreed upon, the transaction is encrypted and
linked to the previous block. Each block's secured
hashing mechanism protects it, making tampering
nearly impossible as altering one block requires
changes to all subsequent blocks.

c¢) Improved Traceability: Blockchain facilitates
easy tracking of data and processes. Since
transactions are visible to all parties, it enhances
traceability.

d) Fast and Efficient: Traditional systems involve
slow, error-prone  paperwork. Blockchain
automates processes, making them faster, more
efficient, and eliminating the need for third-party
involvement.

e) Cost-Effective: By eliminating intermediaries,
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Blockchain becomes a more cost-effective
solution.

B. Drawbacks of Blockchain Technology

a) Scalability: As the number of transactions
increases each day, the size of the blockchain
grows large. In the validation process, every node
needs to store all transaction data since it is the
validation to ascertain if the source of the current
transaction is unspent.

b) Privacy Leakage: Transactions occur between
users with their private and public keys without
using real identities. However, research indicates
that blockchain technology lacks the capability to
deliver complete anonymity in transactions
because any transaction's value or balance
connected to each public key is always public.

¢) Selfish Mining: Blockchain may be vulnerable to
attacks through selfish miner collusion. Selfish
mining entails malicious miners hiding their
mined blocks and releasing them publicly only
when it satisfies a given condition. Whenever the
private branch has more blocks than the public
chain, miners accept it. Until this revelation,
honest miners waste resources on an invalid
branch, while selfish miners work on their private
chain without any contest, earning higher
rewards.

II1. USE OF BLOCKCHAIN IN SUPPLY
CHAIN: REASONS AND ADVANTAGES:

Blockchain has an immense possibility to transform
every step of the supply chain, from sourcing raw
materials to delivering products to consumers. By
restructuring each transaction with blockchain
technology, the entire process can become more
efficient, faster, and significantly more secure.[4]

A. Improved transparency

Blockchain enables the transparent sharing of
information across different entities involved in a
supply chain. Francisco and Swanson conducted
research [5] outlines how blockchain can provide
transparency in the seafood supply chain ensuring that
every stage from fishing through to distribution is
traceable, thus countering illegal fishing and fraud.
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B.  Enhanced traceability

Blockchain technology allows for the real-time
tracking of products across their entire supply chain.
This function is especially vital in sectors such as food,
pharmaceutical, and luxury goods, where traceability
and safety apply. Tian [6] demonstrates how
blockchain serves to improve food supply chains by
providing a safe system for tracing food items from
farm to table.

C. Increased efficiency through smart contracts
Smart contracts function as self-executing agreements,
where the conditions are embedded directly in code. In
the context of a supply chain, they can simplify
processes such as payments, inventory oversight, and
compliance checks, minimizing the need for human
input and documentation.

D. Fraud reduction and counterfeit prevention

The inherent decentralization and immutability of
blockchain technology pose challenges to any
individual entity attempting to modify records. This
characteristic is especially crucial in addressing
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pharmaceuticals, and many other areas.

E.  Supply chain visibility and trust

This may involve multiple participants, such as
suppliers and manufacturers, and logistics providers.
Blockchain creates trust with these parties by giving a
secure, transparent, and auditable record of every
transaction. These further fosters collaboration while
reducing potential disputes or the need for third-party
verification. Sikorski et al. [8] suggest that blockchain
transforms energy supply chains through enhanced
visibility and trust, allowing it to provide information
on origins in decentralized systems.

F.  Sustainability and ethical sourcing

Blockchain technology can be used to prove that
materials and goods obtained are sustainable and
ethical. Businesses can prove their compliance with
ESG requirements by having records at every stage of
production. According to Saberi et al. [2], a
blockchain- based framework is proposed to improve
sustainability and traceability in the supply chain
system, which will specifically target the sourcing of

Counterfeiting and fraud in luxury goods, materials in a sustainable and ethical manner.
IV. BLOCKCHAIN APPLICATIONS IN SUPPLY CHAIN SYSTEM
Authors Year Key Contribution Challenges |

Pankaj Dutta, Tsan- Ming
Choi, Surabhi Somani,
Richa Butala [2020]

Blockchain  technology can improve data)
management, transparency, operational efficiency,)
and trust among stakeholders. It helps in reducing]
costs, enhancing traceability, and mitigating

risks associated with fraud and compliance.

The authors discuss challenges such ag
regulatory uncertainties, high implementation
costs, and the need for industry-wide|
standards. They propose a future research|
agenda focusing on enhancing blockchain|
scalability, interoperability, and its integration|

with other technologies like [oT.

B. Yu, P. Zhan, M. Lei, F,
Zhou, and P. Wang [2020]

The system improves
preservation based
through blockchain and

fruit juice quality]
on real-time monitoring
smart contracts to|
minimize inaccurate production data and response|
surface methodology as a counteraction to
manipulate data.

It also helps in improving the quality]
preservation of fruit juices through tracking
with help of blockchain coupled with smart]
contracts to minimize effects of wrong datal
which is addressed by RSMS.

YU etal. [2021]

Models of the system’s response surface are built
using information gathered before production begins,)
and the conditions under which those stages yield the|
best results are determined.

Traditional systems often rely on centralized|
data storage, which can lead to issues of
transparency and reliability.

V. SIDECHAIN OF BLOCKCHAIN

In 2014, acknowledging the threat to blockchain

systems, Adam Back [9] presented a new concept to
make traditional
interoperable. In their paper, they introduced the

blockchains more flexible and

growth and adoption of advanced, scalable software "sidechains" specifically for the Bitcoin blockchain.
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Sidechains are secondary, dependent blockchains
connected to other blockchains via a two-way peg.
This mechanism allows for a two-way transfer of assets
between the mainchain and a sidechain at a
predefined or fixed exchange rate. Sidechains may be
equipped  with different protocols and
implementations altogether different from the main
blockchain. This provides users with the ability to
utilize several benefits offered on a sidechain with
assets they hold already on the main blockchain. Also,
sidechains are isolated from the main blockchain, in
which any kind of cryptographic breach (or
maliciously constructed A sidechain impacts only the
sidechain itself, protecting the main Blockchain. Here
are some key reasons to use sidechains: Here are
some key reasons to use sidechains: Flexibility and
Privacy, Isolation of risks, Scalability etc.

A. Two-way Pegging

Sidechains retain many characteristics of the source
blockchain. They connect to the parent chain through
a two-way peg [7] mechanism. This mechanism
means that each blockchain ledger contains a logical
lockbox, facilitating connections with the other ledger
(parent or child). There are two modes of interaction
between pegged chains:  synchronous and
asynchronous. In synchronous mode, both the
mainchain and sidechain recognize each other and can
directly confirm the validity of transfer transactions.
Conversely, the asynchronous mode operates under
the assumption that the mainchain is unaware of the
sidechains, relying instead on sidechain validators to
validate transfer transactions.

Currently, there are three major design choices for
implementing a two-way peg for transferring assets
from the sidechain to the main chain and vice versa:
Federated two-way pegs, Centralized two-way pegs
and Simplified Payment Verification.

In a supply chain structure, there are different actors
like producers, suppliers, manufacturers, distributors,
etc. To distinguish them from each other, we have used
the concept of colored chain. The structure of the
blocks in a colored chain is shown above. The header
of a colored block is somewhat different from the
header of a normal block.

The header consists of different fields. PBH is the
Previous Block Hash. Nonce (Number used once) is a
random or semi-random number generated by miners
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when they create a new block in the blockchain. Color
is a predetermined value which will be used at the time
of mining in the blockchain.

Basically, as there are different stakeholders in a
supply chain, to distinguish between them this concept
is introduced. PSCBH is the abbreviation of Previous
Same Color Block Hash. Each block has a color, and
the blocks with the same color are connected via
PSCBH. DT is the Difficulty Target, which dictates
how much work a miner needs to add a block in the
chain. TS is the Time Stamp which represents the
exact moment the block is mined and validated by the
blockchain network. Version represents the
cryptographic version being used. MRH is the Merkle
Root Hash, hash of transactions in the Merkle tree of
the current block.

VI.METHODOLOGY

The proposed approach entails a decentralized
distributed architecture that utilizes blockchain
technology to gather, store, and manage the key
information of a product along its entire lifecycle. This
architecture proves to be a safe, shared ledger of
transactions for each product, coupled with all the
detailed product information. As the product advances
along its lifecycle, it goes through the ownership of
different stakeholders including producers, suppliers,
manufacturers, distributors, retailers and ultimately
the end consumer which are represented by different
colored blocks to differentiate them. All of All parties
have an important role within this system, inputting
valuable information regarding the product and its
state to the blockchain network. Each product would
receive a unique digital profile, which would collect
all useful information at various phases of its
existence.

Each product would be assigned an information tag,
which could be a barcode, RFID, or QR code. This bar
code serves as a unique, digital cryptographic
identifier that ties a physical product to its virtual
representation on the network. This virtual identity is
represented in the system software as part of the
product's digital profile.

Each participant will also have their own digital
profiles on the network, set up during the registration
process. These include their description, location,
certifications and links to products. A product
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endorsed by a participant would have a link from the
product profile to that participant's profile. The system
allows participants to adjust their own profiles' privacy
settings relative to different types of actors. While
actors can opt to remain entirely anonymous, they
must be certified by a registered auditor or certifier to
maintain trust within the system. The participants
register on the network using a registrar, which is an
accreditation service that issues credentials to the

actors and a
Primary Blockchain

A

Mainchain coins Mainchain coins
sent to lockbox unlocked on mainchain
v

A
Funds locks indicati
unds locked TWO-WAY PEG Funds locked indication

indication to sidechain to mainchain
v

Sidechain coins 4 sidechain coins
unlocked on sidechain locked on sidechain

. .. ’. ’. y . ’.

Sidechain

Fig. 1: Two-way pegging of Sidechain

VII. COLORED CHAIN

Fig. 2: Block of a Colored Chain
unique identity. During registration, a public and
private cryptographic key pair is generated for each
participant. The public key acts as the identifier for the
actor in the network. An actor's private key
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authenticates the actor every time he interacts with the

system. Actors can only participate in the network

by cryptographically verifying the identity using a

private key. This is how every product is digitally

signed by the actors when it moves or is added further
down the chain of supply Case Study: This Colored

Chain Framework can be Primarily bought by

businesses like restaurants for food supply chains,

pharmacies for drug supply chain, etc. For example, in
the case of a restaurant:

i) It creates the no. of main nodes i.e. suppliers,
retailers, distributors, etc. (which are the nodes
1,2,3... etc) and sets a different colour for each of
them.

ii) First node of every block (node 1,2,3...) is verified
by the restaurant itself. A block is any main chain
node together with its sidechain (may or may not
be present for every mainchain node).

iii) The node that requires logistics will verify the
upcoming logistics nodes which form the
sidechain itself.

iv) The confirmation of the verification of the
logistics nodes is sent to the mainchain by the
initiator of the logistics sidechain (the node that
requires logistics).

v) After successful handover of the items to the next
mainchain node, the node itself gives the
confirmation of completed transaction to the
mainchain.

vi) Each sidechain node of a particular block (started
by an initiator of the block) has a sub-shade of the
mainchain node color (The initiator node). The
colors of the all the nodes in the sidechain is also
different from each other.

VIL.FUTURE WORK

Future work could then elaborate the findings by
developing a software blockchain-based data and
transaction management system, that provides a
decentralized, secure, and transparent platform for
managing various sorts of corporate data and
transactions. This will be a customizable network,
built on blockchain technology which will be helpful
for any company executive, to keep track of the people
in departments under the company. This software
works by dispersing data across a network of nodes,
which decreases the probability of scamming and

© July 2025 | Volume 12 Issue 2 | IJIRT | www.ijirt.org 43

InRACS 2025



InRACS - International Conference on Recent Advancements in Computing

and System Design

fraud as well as unauthorized access. After going
through journals on related issues, it can be said that
such features of transparency and traceability as the
combination of blockchain-based software can prove
very valuable for corporate oversight and regulation
compliance. About the software, each transaction is
visible to the authorized users and can be traced back
to the origin, which makes verification of records
easier and minimizes opportunities for human error.
Such is critical in sectors that experience frequent and
rigorous audits and regulatory reviews. Blockchain
also enhances decision-making due to real-time data-
sharing features, as stakeholders can obtain
information directly and reliably and promptly to
enhance the efficiency of operations
interdepartmentally.

Furthermore, blockchain technology can facilitate
faster data-sharing activities between entities in a
supply chain or an intercompany collaboration. Smart
contracts are self-executing contracts wherein pre-
defined rules are embedded on the blockchain which
enables the automation of transactions to be
accomplished with minimal need for intermediaries,
reducing time and operational cost. This makes
blockchain-based data and transaction management
software an attractive solution for companies seeking
to enhance security, transparency, and efficiency in
managing their digital records and transactions.
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Fig 3: Proposed Supply chain model

IX.CONCLUSION

Blockchain-based data and transaction management
software forms a revolutionary method for handling
data integrity, security, and transparency in online
transactions. Blockchain provides the greatest degree
of robustness and security by utilizing decentralized
ledgers, cryptographic security, and immutability, thus
lending itself as a challenging alternative to
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conventional, centralized systems. This approach will
greatly reduce reliance on intermediaries to establish
trust between participants and provide an industry-
leading foundation for tracking and validating
transactions across sectors in finance, supply chain,
healthcare, and government.

The further advancement in the technology behind
blockchain will entail growing uses within managing
data and transactions, bringing about better progress in
automation, traceability, and  digital  asset
management. However, there are still challenges on
the list related to scalability, alignment with
regulations, and energy usage. At its core, blockchain-
based management software holds the potential to
reshape the future of data and transaction
management, contributing to a more transparent,
secure, and efficient digital economy.
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