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Abstract— Reusable formal IP for digital control 

verification is a growing research area at the intersection 

of embedded systems, formal methods, and control 

theory. As digital control mechanisms become more 

complex and safety-critical—particularly in domains 

like renewable energy, automotive systems, and 

robotics—the limitations of simulation-based 

verification have led to increased reliance on formal 

methods. This review examines the key methods, 

architectures, and tools proposed over the last decade to 

develop and integrate formally verified reusable IP 

blocks into digital controllers. Through a detailed 

analysis of theoretical frameworks, block diagrams, 

experimental validations, and academic contributions, 

we identify major trends and emerging techniques such 

as contract-based design, SMT solvers, and AI-assisted 

verification. We also discuss future directions involving 

runtime verification, hybrid AI-control integration, and 

standardized repositories. The review concludes that 

reusable formal IPs offer a scalable and certifiable path 

for verifying digital controllers in modern embedded 

systems. 

Index Terms—Reusable IP, Formal Verification, Digital 

Control Systems, Embedded Systems, SMT Solvers, 

Runtime Verification, PID Controller, Cyber-Physical 

Systems, Property Specification Language, AI-Assisted 

Verification 

I. INTRODUCTION 

In the contemporary landscape of digital systems, the 

intersection of formal verification techniques and 

reusable intellectual property (IP) has become a 

pivotal area of focus, particularly in the context of 

digital control verification. As embedded systems and 

cyber-physical systems (CPS) increasingly permeate 

sectors such as automotive, aerospace, medical 

devices, and consumer electronics, the demand for 

reliable and verifiable digital control systems has 

surged dramatically. At the heart of this development 

lies the need for robust verification methodologies that 

ensure functional correctness, safety, and performance 

compliance. Among these, formal methods, grounded 

in mathematical logic, provide a rigorous framework 

to verify digital control systems against a set of well-

defined specifications [1]. 

Background and Context 

Digital controllers, typically implemented via 

software running on microprocessors or via hardware 

like FPGAs and ASICs, govern the behavior of 

physical processes through feedback mechanisms. 

These systems are inherently complex due to the 

continuous interaction between the digital (discrete) 

and analog (continuous) domains. Verification of such 

systems is non-trivial due to the dual nature of these 

interactions and the high degree of concurrency and 

heterogeneity involved. Traditional verification 

techniques like simulation and testing, although 

widely adopted, are insufficient to explore all possible 

system states or to ensure absolute correctness. This 

has led to a growing interest in formal verification 

approaches, which use mathematical models to 

exhaustively verify system properties [2]. 

Over the past decade, the notion of reusable formal IP 

has emerged as a promising strategy to address the 

scalability and reusability challenges in digital control 

verification. Reusable formal IP encapsulates formally 

verified components or templates that can be 

integrated into various designs with minimal re-

verification efforts. These IPs typically represent 

common design patterns, properties, or control 

strategies (e.g., PID controllers, filters, PWM 

generators) which are prevalent across multiple 

applications and industries [3]. 

Importance and Relevance in Today’s Research 

Landscape 

The relevance of reusable formal IP in digital control 

verification is underscored by several converging 

trends. Firstly, there is an increasing reliance on 

model-based design and automatic code generation 

tools (e.g., Simulink, MATLAB, PLECS) in the 
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design of digital control systems. While these tools 

significantly reduce development time, they can 

inadvertently introduce design errors if not properly 

verified. Secondly, safety-critical domains such as 

automotive (ISO 26262), avionics (DO-178C), and 

medical devices (IEC 62304) mandate stringent 

verification requirements. Reusable formal IP can 

serve as a certified building block, simplifying 

certification processes and ensuring compliance with 

industry standards [4]. 

Additionally, the rise of hardware-software co-design 

and the deployment of control algorithms on 

reconfigurable hardware platforms (e.g., FPGA-based 

motor controllers, inverter circuits) demand high 

assurance in verification. Formal IP components, 

when rigorously verified and encapsulated, can be 

reused across multiple implementations and platforms, 

thereby reducing verification costs and development 

cycles while enhancing trust in the system [5]. 

A. Significance in Broader Fields: AI, Renewable 

Energy, and Cyber-Physical Systems 

The implications of this topic extend into broader 

domains, including renewable energy systems, where 

digital control plays a central role in managing the 

stability and efficiency of solar inverters, wind turbine 

controllers, and battery management systems. Here, 

the complexity and scale of control algorithms 

necessitate verification techniques that can cope with 

stringent performance and safety demands [6]. 

In the realm of artificial intelligence (AI) and machine 

learning, formal verification of digital control systems 

intersects with explainability and safety of AI-driven 

controllers. For example, neural network-based 

controllers for autonomous vehicles and robotics 

require formal guarantees on stability and robustness 

before deployment. Reusable formal IP can potentially 

encode verified control structures that serve as a 

baseline for hybrid AI-augmented control strategies 

[7]. 

Moreover, cyber-physical systems (CPS), which 

tightly integrate computation, networking, and 

physical processes, benefit substantially from verified 

control components. Given the heterogeneity and 

unpredictability of CPS environments, formal 

verification through reusable IP can offer critical 

assurance in runtime behavior and performance 

predictability [8]. 

Key Challenges and Gaps in Current Research 

Despite its promise, the integration and adoption of 

reusable formal IP in digital control verification face 

several technical and methodological challenges. 

Firstly, compositional verification, where system-

level properties are derived from component-level 

verifications, remains a complex task due to the 

interaction between components. Achieving modular 

and compositional reasoning in formal IP is still an 

area of active research [9]. 

Secondly, there is a lack of standardized libraries or 

repositories for formally verified control components. 

Unlike hardware IP cores, where vendors provide 

extensive documentation and compliance data, formal 

IP lacks a uniform description or integration 

mechanism. This hampers widespread adoption in 

industrial settings [10]. 

Moreover, scalability continues to be a bottleneck in 

formal methods. While small-scale control algorithms 

can be verified relatively easily, scaling formal 

verification to entire system-level models remains 

computationally expensive. The integration of 

abstraction techniques, refinement strategies, and 

equivalence checking are still evolving to meet these 

demands. 

Lastly, tool support and automation in formal IP reuse 

are inadequate. Many formal tools are domain-

specific, lack interoperability, or require significant 

manual intervention to tailor IPs to specific 

applications. A unified toolchain or workflow that 

seamlessly integrates formal IP into mainstream 

development environments (e.g., Simulink, HDL 

simulators, synthesis tools) is lacking [11]. 

Purpose of This Review 

This review aims to comprehensively explore the 

landscape of reusable formal IP for digital control 

verification, examining the methods, tools, and 

frameworks proposed in the literature over the past 

decade. We aim to address the following questions: 
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• What are the prevailing methodologies used in 

constructing and verifying reusable formal IP for 

digital controllers? 

• How effective are these methods across diverse 

application domains such as renewable energy, 

robotics, and industrial automation? 

• What are the open challenges, and how can future 

research bridge the existing gaps? 

Through a systematic analysis of peer-reviewed 

literature, standards documents, and academic tools, 

we provide readers with a curated summary of 

significant advancements, practical implementations, 

and theoretical underpinnings in this evolving field. 

The following sections will discuss the taxonomy of 

formal IP components, key research papers in a tabular 

format, proposed theoretical models and block 

diagrams, experimental outcomes, and a vision for the 

future of this discipline. 

II. RESEARCH SUMMARY TABLE 

Year Title Focus Findings (Key 

Results and 

Conclusions) 

201

5 

Formal 

Reuse in 

Control 

Systems: 

Component 

Libraries for 

Safety-

Critical 

Applications 

[12] 

Designing 

reusable IP 

libraries with 

formal proofs 

for avionics 

and 

automotive 

systems 

Showed that 

using formally 

verified 

control 

templates 

reduced 

integration 

verification 

time by 35% 

in automotive 

ECUs. 

Suggested a 

scalable model 

for reuse in 

safety-critical 

applications. 

201

6 

Enhancing 

Controller 

Synthesis 

through 

SMT-Based 

Templates 

[13] 

Use of 

satisfiability 

modulo 

theories (SMT) 

for generating 

reusable 

verified 

control blocks 

Demonstrated 

increased 

verification 

coverage and 

reusability for 

linear-time 

invariant (LTI) 

control loops 

with improved 

synthesis 

automation. 

201

7 

Modular 

Verification 

Framework 

for 

Embedded 

Digital 

Controllers 

[14] 

Developing 

modular 

verification 

techniques 

using assume-

guarantee 

reasoning for 

digital 

controllers 

Reduced state 

explosion 

problem by 

60%, and 

allowed for 

verified reuse 

of PID 

controllers 

across 

industrial 

automation 

platforms. 

201

8 

Applying 

Formal IP in 

Renewable 

Energy 

Power 

Converters 

[15] 

Integration of 

reusable 

formal IP in 

PV inverter 

control 

systems 

Reported 98% 

verification 

coverage and 

improved real-

time response 

of control 

loops. 

Promoted 

formal IP 

libraries for 

green energy 

hardware. 

201

8 

Design and 

Reuse of 

Formalized 

Discrete-

Time 

Control 

Blocks [16] 

Structuring a 

library of 

discrete-time 

blocks for 

formal reuse 

across control 

applications 

Proposed a 

reusable IP 

architecture 

using formal 

contracts, 

enabling 

seamless 

deployment in 

smart grid and 

robotic 

systems. 

201

9 

Formal 

Verification 

of Real-

Time 

Control 

Systems 

with 

UPPAAL 

[17] 

Use of 

UPPAAL 

model checker 

for verifying 

time-sensitive 

control IPs 

Verified 

latency 

bounds for 

real-time 

systems in 

factory 

automation; 

reused models 

in timing-

critical 

domains like 

drone control. 

202

0 

Towards a 

Standardize

d Repository 

for Formal 

Proposal for a 

shared 

repository of 

formally 

verified 

Advocated for 

industrial 

collaboration; 

developed an 

open-access 



© August 2025| IJIRT | Volume 12 Issue 3 | ISSN: 2349-6002 
 

IJIRT 183283 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 1556 

Control IP 

[18] 

control IP 

components 

repository 

with 50+ 

formally 

verified 

components. 

202

1 

Block-Level 

Formal 

Verification 

using 

Property 

Specificatio

n Language 

(PSL) [19] 

Application of 

PSL in 

defining 

reusable 

properties for 

digital control 

blocks 

Introduced 

parameterized 

properties for 

reuse across 

different 

signal paths 

and 

configurations

; verified 

across three 

FPGA 

toolchains. 

202

2 

Machine-

Assisted 

Verification 

for Reusable 

Control 

Components 

[20] 

Employing 

ML techniques 

to assist in 

formal model 

generation and 

verification 

Reduced 

verification 

time by 45% 

using 

learning-

assisted 

abstraction 

tuning; 

enabled 

reusable 

adaptive 

control IP. 

202

3 

Cross-

Platform 

Deployment 

of Formal IP 

for Motor 

Controllers 

[21] 

Verification 

and 

deployment of 

reusable IPs on 

FPGA, ASIC, 

and 

microcontrolle

r platforms 

Ensured 

functional 

equivalence 

across targets 

with 100% 

property 

satisfaction in 

industrial 

motor drive 

systems. 

 

III. BLOCK DIAGRAMS AND PROPOSED 

THEORETICAL MODELS 

The effectiveness of reusable formal IP in digital 

control verification hinges on how well theoretical 

models and structural diagrams represent the system's 

functional and verification needs. In this section, we 

present commonly adopted block-level architectures, 

followed by a discussion of proposed theoretical 

frameworks that facilitate the integration, reuse, and 

verification of digital control IP components. 

A. Generic Architecture of Reusable Formal IP in 

Digital Control 

A standard reusable formal IP design for digital 

control systems involves a layered architecture, 

integrating control algorithms with verification 

primitives, all encapsulated in modular, 

parametrizable blocks. 

Figure 1: Generic Block Diagram of a Reusable 

Formal IP-Based Digital Control System 

Key Components 

• Formal Property Checker: Embedded verification 

engines using PSL (Property Specification 

Language), CTL, or LTL. 

• Reusable Libraries: Standard control IP blocks 

(e.g., PID, PI, state estimators) with attached 

formal contracts. 

• Controller Core: Executable control logic 

implemented in HDL or C/C++. 

• Interface Logic: Facilitates data flow between 

control logic and physical environment. 
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• Tool Integration Layer: Interfaces with tools like 

UPPAAL, dReal, or CBMC for model checking 

or SMT solving. 

This architecture promotes modularity, abstraction, 

and formal verification at multiple integration points 

[22]. 

2. Theoretical Frameworks for Formal IP Reuse 

A. Contract-Based Design 

A central paradigm used in formal IP is assume-

guarantee contracts, where each control block 

declares: 

• Assumptions: Conditions expected from the 

environment. 

• Guarantees: Properties that hold when 

assumptions are satisfied. 

This supports compositional verification and aids 

reuse across platforms [23]. 

Example: 

A reusable PID controller might declare: 

• Assumption: Input error signal is bounded. 

• Guarantee: Output control signal remains within 

saturation limits. 

Tools like AGREE (Assume Guarantee Reasoning 

Environment) facilitate such formal verification [24]. 

B. Temporal Logic Modeling 

Temporal logics such as LTL (Linear Temporal Logic) 

and CTL (Computation Tree Logic) are often used to 

express control requirements, such as: 

• Stability: “Eventually, output remains within 

epsilon of the setpoint.” 

• Safety: “It is always true that current stays below 

critical threshold.” 

These properties are tied to formal models of control 

components and verified using model checkers like 

NuSMV or UPPAAL [25]. 

C. Synchronous Reactive Modeling 

Another framework is based on synchronous 

languages (e.g., Lustre, Esterel), well-suited for time-

triggered control. 

• Time is divided into logical ticks. 

• Each tick represents a computation cycle with 

well-defined semantics. 

• Allows deterministic behavior ideal for critical 

control systems. 

Reusable IP blocks model each cycle and are formally 

checked for timing, liveness, and responsiveness [26]. 

D. Hybrid Automata Models 

For systems interacting with continuous environments 

(e.g., solar inverters, battery management), hybrid 

automata provide: 

• Continuous Dynamics: Modeled using 

differential equations. 

• Discrete Transitions: Representing control logic 

or mode changes. 

These models are particularly powerful in representing 

embedded digital controllers for CPS and have been 

verified using tools like SpaceEx and Flow* [27]. 

E. Proposed Enhanced Model: Adaptive Formal PID 

IP 

Improvements: 

• Parameter Adaptation: Gains adjust based on 

runtime constraints. 

• Embedded PSL Contracts: Ensure all updates 

maintain output boundedness. 

• Verification Workflow: 

o Symbolic encoding using dReal 

o Contract generation via AGREE 

o Simulation equivalence with 

MATLAB/Simulink model 

This model enhances reusability by allowing dynamic 

adaptation while preserving safety, verified across 
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targets such as ARM Cortex-M and Xilinx FPGAs 

[29]. 

IV. EXPERIMENTAL RESULTS, GRAPHS, AND 

TABLES 

This section presents key experimental results from 

selected studies evaluating the effectiveness, 

performance, and reusability of formal IP blocks in 

digital control verification systems. The studies cited 

here have tested their frameworks across real-time 

platforms, control architectures, and verification 

toolchains to provide quantifiable evidence of utility 

and scalability. 

A. Overview of Experimental Evaluations 

Several experimental campaigns have been carried out 

in academic and industrial contexts to test reusable 

formal IPs in control systems. These experiments 

focus on critical metrics including: 

• Verification coverage 

• Latency and response time 

• Platform independence 

• Control performance (e.g., overshoot, settling 

time) 

• Compliance with safety and timing constraints 

B. Summary of Key Experimental Outcomes 

Table 2: Summary of Experimental Results from 

Selected Studies 

Re

f 

System Platfor

m 

Key 

Metrics 

Results 

[3

0] 

Motor 

Drive 

PID 

Controlle

r 

Xilinx 

Zynq 

FPGA 

Verificati

on Time, 

Output 

Boundedn

ess 

95% 

verification 

coverage; 

bounded 

output 

verified for 

all input 

scenarios 

within 50 ms 

[3

1] 

Adaptive 

Battery 

Charger 

ARM 

Cortex-

M3 

Timing 

and Safety 

Met 100% 

safety 

properties 

using 

UPPAAL; 

controller 

maintained 

temperature 

< 45°C 

[3

2] 

Solar PV 

Inverter 

Control 

Simulin

k + 

FPGA 

Loop 

Stability, 

Real-

Time 

Response 

Formal IP 

reduced time 

to 

integration 

by 40%; 

stable 

operation 

with <5% 

THD 

[3

3] 

Drone 

Flight 

Stabilizat

ion 

ROS2 + 

Intel i7 

Real-

Time 

Verificati

on, 

Latency 

Achieved 

control loop 

latency < 10 

ms; verified 

safety zones 

using PSL 

[3

4] 

Robotic 

Arm 

Precision 

Control 

STM32 

MCU 

Positional 

Accuracy 

Bounded 

position 

errors to 

±0.02 mm 

using 

formally 

verified 

motion 

control IP 

[3

5] 

HVAC 

Zone 

Controlle

r 

Linux 

RT 

Kernel 

State 

Transition 

Validation 

Verified 10 

operational 

modes; state 

transitions 

verified in < 

60 s runtime 

[3

6] 

Automoti

ve Cruise 

Control 

TI 

C2000 

DSP 

Functiona

l 

Equivalen

ce 

Verified 

equivalence 

across 

Simulink 

model and 

VHDL 

implementat

ion; reused 

IP in 3 ECU 

variants 

[3

7] 

Grid-Tied 

Inverter 

PLECS 

+ 

VHDL 

Safety and 

Efficiency 

Reusable 

formal IP 

ensured max 

voltage < 

grid limit; 

92% formal 

coverage 

[3

8] 

Industrial 

Conveyor 

PID 

Vivado 

+ 

MATL

AB 

Step 

Response 

Settling time 

reduced 

from 1.2 s to 

0.8 s using 

optimized 

formal PID 

IP 

[3

9] 

Medical 

Infusion 

Pump 

Verilog 

+ 

ModelS

im 

Hazard 

Mitigatio

n 

Formally 

verified 

fault-

detection IP 

triggered 

under all 

fault 

injection 

cases 
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C. Graphical Results 

Figure 2: Reduction in Verification Time Using 

Reusable Formal IP (in seconds) 

This graph shows the average verification times across 

systems. Controllers using reusable IPs showed up to 

40% time savings compared to monolithic, non-

modular models [30], [32], [38]. 

Higher formal coverage was achieved in safety-critical 

systems like medical and battery management, 

validating the importance of reuse and modular safety 

properties [31], [39]. 

D. Case Study Highlights 

[30] FPGA-Based Motor Control Verification 

• Platform: Xilinx Zynq-7020 

• Toolchain: Vivado, PSL, and CBMC 

• Key Result: 95% property coverage; PID loop 

verified under all frequency ranges 

• Outcome: Reduced on-chip resource consumption 

by 18% through modular IP reuse 

[31] Adaptive Battery Charging System 

• Verification with UPPAAL timed automata 

models 

• All temperature, voltage, and current properties 

verified 

• Safety contracts reused across three different 

battery types 

[36] Automotive Cruise Control System 

• Targeted compliance with ISO 26262 

• Verified the same IP across three variants of TI 

DSP-based ECUs 

• Achieved full functional equivalence between 

auto-generated HDL and original MATLAB 

models 

E. Lessons from Experiments 

• Portability: Formal IPs adapted well to multiple 

platforms including FPGAs, MCUs, and RTOS 

environments. 

• Tool Synergy: Combining PSL for specification 

and model checkers like UPPAAL/NuSMV 

increased efficiency. 

Reduction in Rework: Teams using formal IPs 

reported 30–50% reduction in verification rework 

when system specs changed. 

V.  FUTURE DIRECTIONS 

As the field of reusable formal IP for digital control 

verification matures, new horizons are opening across 

both research and industry. Several future research 

avenues and development trajectories can significantly 

enhance the scalability, usability, and adoption of this 

technology. 

A. Unified Standard for Formal IP Libraries 

Despite the growing number of formally verified IP 

blocks, there is still no industry-wide standard for their 

description, certification, or integration. A unified 

schema for specifying formal contracts, reusability 

metadata, and verification artifacts would streamline 

the use of formal IP in toolchains such as Simulink, 

MATLAB, Vivado, and LabVIEW. Initiatives like 

IEEE P2851 aim to define such integration semantics 

and should be accelerated [40]. 

B. AI-Assisted Formal Verification 

Recent developments in machine learning offer 

promising directions in automating model abstraction, 

property mining, and counterexample analysis. By 

combining neural synthesis engines with traditional 

symbolic verification, researchers could automate 

parts of the verification process and reduce human 

oversight. Notably, techniques like reinforcement 

learning for adaptive controller synthesis show early 

signs of integration with SMT-based verification 

systems [41]. 

C. Integration into Cyber-Physical and AI-Driven 

Systems 



© August 2025| IJIRT | Volume 12 Issue 3 | ISSN: 2349-6002 
 

IJIRT 183283 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 1560 

With the convergence of AI and control systems in 

autonomous vehicles, robotics, and smart grids, formal 

IP components must evolve to encapsulate hybrid 

reasoning models. This includes: 

• Combining verified classical control with 

uncertified AI models in a safety-wrapped shell. 

• Embedding runtime monitors within reusable IPs 

to track AI behavior deviations. 

Frameworks like Verisig and VerifAI are paving the 

way for AI-safe control loops with formal wrappers 

[42]. 

D. Web-Based Repositories and Reusability Metrics 

There is a need for version-controlled, cloud-hosted 

repositories of formal control IPs with metrics like: 

• Compatibility ratings with simulators or 

platforms 

• Verification coverage percentages 

• Domain-specific use cases (e.g., medical, 

automotive) 

Platforms like OpenCPS and FormalHub could serve 

as base infrastructures for such repositories [43]. 

E. Runtime Verification and Self-Adaptation 

Reusable formal IP is currently dominated by static 

analysis. The next frontier lies in blending static 

verification with runtime verification and adaptation, 

where IP blocks can: 

• Detect violations during operation 

• Dynamically adapt parameters or fail-safely 

degrade operation 

• Log violations for offline re-verification 

Approaches like RVSE (Runtime Verification for 

Safety Enforcement) are pushing these capabilities 

into embedded systems [44]. 

VII. CONCLUSION 

This review has comprehensively explored the 

evolving landscape of reusable formal IP in digital 

control verification, a discipline that addresses one of 

the most critical bottlenecks in embedded system 

design: the need for scalable, certifiable, and platform-

independent verification solutions. 

We began by establishing the importance of digital 

control in cyber-physical systems and renewable 

energy, highlighting the limitations of conventional 

testing methods. The promise of reusable formal IP 

was then detailed—emphasizing its potential for 

design modularity, accelerated verification, and cross-

platform adaptability. 

Through a structured review of literature, supported by 

diagrams, theoretical models, and experimental 

results, we observed that formally verified IP cores: 

• Significantly reduce verification effort in safety-

critical systems. 

• Enhance system portability across FPGA, MCU, 

and software platforms. 

• Provide measurable improvements in reliability, 

timing, and efficiency. 

Yet challenges persist—especially around tool 

interoperability, standardization, and runtime 

assurances. Future directions point towards AI-

assisted verification, runtime adaptivity, and unified 

cloud-based IP repositories. 

In conclusion, reusable formal IP is not merely a 

methodological improvement—it is a foundational 

pillar for the next generation of safe, smart, and 

scalable embedded control systems. 
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