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Abstract—Advanced web automation systems such as
browser agents address the challenge of bot detection by
generating highly realistic mouse movements. This
paper details the technical aspects of this emulation,
which is fundamentally built upon cubic Bezier curves
for path generation, complemented by velocity
variations and movement timing derived from Fitts’s
Law. Furthermore, it explores the incorporation of
stochastic micro-adjustments and contextual behaviours
to enhance authenticity, providing a comprehensive
understanding of how these systems produce
trajectories and interaction delays that are
indistinguishable from genuine human interactions,
thereby countering common bot-detection mechanisms.

Index Terms—Human-computer interaction (HCI),
Bezier curves, Fitts’s Law, mouse trajectory modelling,
behavioural biometrics, web automation, motor control,
speed—accuracy tradeoff.

[. INTRODUCTION

Automation is increasingly used in recent web
interactions, supporting tasks ranging from testing to
data extraction. However, a significant challenge
arises from the increasingly sophisticated bot
detection systems designed to identify and block non-
human actors. Traditional automation scripts often
fall short, as they tend to trigger events
programmatically or move cursors instantaneously,
leaving clear digital footprints that distinguish them
from genuine human users. These discernible patterns
become a primary vector for bot detection.

To counteract this, recent web automation systems
have developed sophisticated techniques to simulate
continuous, realistic cursor paths. These systems
utilise  advanced mathematical models and
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behavioural algorithms to emulate human cursor
dynamics with high fidelity, ensuring that automated
interactions appear indistinguishable from those
performed by a human. This paper delves into the
technical mechanisms underpinning this advanced
emulation, focusing on the mathematical models and
behavioural algorithms that enable human-like mouse
movement.

II. THE FUNDAMENTALS OF BEZIER CURVES

The cornerstone of realistic mouse trajectory
generation in recent web automation systems is the
cubic Bezier curve. Bezier curves are a well-
established technique in computer graphics known
for producing smooth, natural-looking paths. They
enable the generation of a wide range of smooth
trajectories between any two points, many of which
closely resemble natural human movement.

THE MATHEMATICAL FORMULATION OF
CUBIC BEZIER CURVES

For a path between a given start point Py and an end
point P3;, a cubic Bezier curve (degree n = 3) is
defined by the following mathematical formula:

B(t) = (1 — £)*Py +3(1 — t)%tP, + 3(1 — t)t2P, + t°Ps

In this equation: B(t) represents the calculated point
on the curve at a given parameter ¢, ¢ € /0,1] signifies
the progression along the curve, where ¢ = 0
corresponds to the start point Py and ¢ = I
corresponds to the end point P, Py is the initial start
point of the cursor, P; is the target end point of the
cursor, P; and P, are the crucial control points that
dictate the curve’s shape and curvature. These points
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do not lie on the path itself but exert a pull on the
curve, influencing its arc.

Figure 1: Illustration of a cubic Bezier curve with
control points Py through P;used to generate a
smooth trajectory between a start and end position.

Possible Bezier
Curve Points

Figure 2: Control point placement for natural human-
like curves. Points are randomly selected from one
side of the cursor path to avoid unnatural ‘S’ shapes.

GENERATING NATURAL ARCS

To ensure that the generated cursor paths resemble
natural human movement and avoid irregular or
unnatural curves, the control points P; and P, are
strategically randomised. When a system needs to
move or click on a coordinate or element, it performs
the following steps for path generation: (1) It
generates two control points (P;, P2) with randomised
offsets from the direct path between Py and Ps. (2) A
critical technique for achieving natural arcs is that
these randomised points are chosen from only one
side of the line connecting Py and P;3. This constraint
prevents abrupt or unnatural “S” shapes and ensures
that the curve maintains a smooth, consistent arc,
much like a human hand would naturally sweep. (3)
Once the curve is defined by its four points, it is
discretized into a specific number of steps, typically
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ranging from 50 to 100. For each step i, the next
cursor position is precisely calculated by evaluating
B(i/n), where n is the total number of steps. Well
calibrated implementations can even include
timestamps for each point, generated based on a
trapezoidal rule, to further enhance realism.

II1. MIMICKING HUMAN DYNAMICS:
VELOCITY AND TIMING

Beyond merely generating a curved path, realistic
human-like mouse movement requires incorporating
dynamics that reflect how humans accelerate,
decelerate, and interact with targets.

VELOCITY VARIATIONS

Human mouse movements are rarely at a constant
speed, they involve an initial burst of acceleration
followed by deceleration as the target is approached.
To mimic this, advanced systems apply velocity
variations along the Bezier path. This is achieved
using an acceleration formula such as:

v(t) = Umax - (1 — e ¥/7)

This formula ensures non-linear speed, where Vi is
the maximum velocity and 7z is a time constant
influencing the rate of acceleration and deceleration.
By applying this model, the system ensures that the
cursor does not move at a uniform pace, a behaviour
commonly indicative of automation. Recent
implementations also account for mouse speed,
allowing for default random speeds or specific
overrides via configurable options.

MOVEMENT TIMING WITH FITTS’S LAW

One of the most significant aspects of human-like
interaction is the time taken to reach and interact with
a target. This aspect is accurately modelled by Fitts’s
Law, a fundamental principle in human-computer
interaction originally developed by Paul Fitts in
1954. Fitts’s Law represents one of the most robust
and widely validated models of human motor
behaviour, demonstrating remarkable consistency
across different limbs, input devices, physical
environments, and user populations. The law is
grounded in information theory, treating target
acquisition as an information processing task. The
fundamental insight is that movement difficulty can
be quantified using the relationship between target
distance and target size, creating what Fitts termed
the Index of Difficulty (ID). The basic formulation
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quantifies the movement time (MT) required to
rapidly move to a target area:

D
MT =a+b-log, (1+W)

Figure 3: Illustration of Fitts’s Law showing target
width W and distance D used to compute movement
time.

This equation embodies several critical insights about
human motor control: D represents the distance from
the current cursor position to the center of the target,
capturing the spatial extent of the required
movement, W represents the width or size of the
target element measured along the axis of motion,
functioning as the tolerance for error in the final
position, @ and b are empirically determined
constants that reflect human motor processing and
physical movement characteristics. The parameter a
(typically = 100ms) represents the intercept and is
often interpreted as a baseline processing delay,
while b (typically = 150ms) represents the slope and
describes the rate at which difficulty increases with
task complexity. The logarithmic relationship
captures a fundamental aspect of human motor
control: the speed-accuracy tradeoff. As targets
become smaller or more distant, users must slow
down to maintain accuracy, but this relationship is
logarithmic rather than linear. This means that
doubling the difficulty does not double the movement
time, reflecting the adaptive nature of human motor
control systems. The law captures the two-phase
nature of human pointing movements: an initial
ballistic phase characterized by rapid but imprecise
movement toward the target, followed by a corrective
phase involving slower, more precise adjustments to
acquire the target accurately. Advanced automation
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systems utilize this formula to calculate realistic
movement durations. For example, to click a small
button (width W = 20px) located at a distance D =
500px, the approximate movement time would be:

MT =100 + 150 - log, <1 + %) ~ 750 ms

This granular control over timing is crucial because
bots often execute movements and interactions far
too quickly or with unnaturally consistent timing,
making them easily detectable. Commonly used
libraries similarly leverage Fitts’s Law to determine
the number of points to return in a path, relative to
the target element’s width and the distance between
the mouse and the object, directly influencing the

effective speed and duration of the movement.

IV. ADVANCED BEHAVIOURAL
AUTHENTICITY

Beyond replicating the basic cursor path and general
timing, human-like automation incorporates subtle
behaviours

imperfections and contextual

characteristic of human interaction.

MICRO-ADJUSTMENTS AND JITTER

Human mouse movements are rarely perfectly
smooth. They often include stochastic micro-
adjustments, which are small, context-sensitive sub-
movements akin to human jitter or spontaneous
corrections. These subtle deviations introduce
unpredictability and realism, making them difficult
for automated scripts to reproduce and for detection
systems to recognise as automated behaviour.

CONTEXTUAL BEHAVIOURS

Furthermore, well calibrated systems model realistic
contextual behaviours that go beyond simple point-
to-point movement: Hovering over elements: Instead
of directly clicking, the cursor might pause over an
element, mimicking a human user’s brief
consideration.  Pausing near interactive Ul
components: Before engaging with dynamic elements
like forms or menus, a human might pause for a
moment. Gradual scrolling instead of abrupt jumps:
The cursor’s interaction with scrollable content is
modelled to be smooth and continuous, avoiding the
instantaneous viewport jumps typical of many
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automated  scripts.  Realistic  hover  delays:
Specifically for dropdowns or menus, systems insert
realistic hover delays before a click, simulating
human hesitation or review of options.

V. IMPLEMENTATION IN PLAYWRIGHT AND
PUPPETEER

Prevailing browser automation frameworks like
Playwright and Puppeteer allow low-level control of
mouse events, which makes it possible to integrate
custom movement logic based on Bezier curves. The
goal is to simulate human-like cursor trajectories
using code. In practice, this means generating a
smooth, curved path between two points (rather than
a straight line) and moving the mouse along that path
in small increments, with added randomness for
realism. By leveraging Bezier curve math for easing,
a script can make the pointer accelerate and
decelerate naturally during the move. This produces
movement that mimics the way a real user might
move their mouse, for example, starting slowly,
speeding up in the middle of the motion, then
slowing down as the cursor approaches the target.
When augmented with subtle overshoots, jitter, and
delays, the cursor ultimately follows a slow, curved,
and slightly unpredictable trajectory akin to typical
human behaviour.

IMPLEMENATION IN PLAYWRIGHT
Playwright’s API provides a page. mouse object that
can move the cursor to specified coordinates. While
Playwright’s default mouse.move(x, y) will instantly
jump in a straight line, developers can write a custom
routine to break a single move into many tiny steps,
following a Bezier curve trajectory. For example, one
can define a function to interpolate between the
current mouse position and a target (X, y) using a
cubic Bezier easing function. At each incremental
step (perhaps dozens of steps for one full move), the
script calculates an intermediate point along a curved
path. A common technique is to use a Bezier easing
curve like bezier(0.25, 0.1, 0.25, 1) (the control
points for a smooth ease-in/ease-out) to get a
progress fraction ¢ that eases the motion. This eased
progress ensures the cursor starts moving slowly,
gains speed, then slows down as it reaches the
destination, closely modelling natural hand
movements.
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Using Playwright’s async capabilities, the script can
await page.mouse.move(x, y, {steps: 2}) for each tiny
segment of the journey or simply call mouse.move()
repeatedly in a loop for fine-grained control. After
each small move, a short random delay is introduced
(for instance, 10—60 milliseconds) to simulate the
slight pauses and variations in human neuromotor
response. Additionally, at each step a tiny random
jitter can be added to the coordinates — for example,
+2-3 pixels off the ideal curve point. This means the
cursor doesn’t follow a mathematically perfect curve,
but instead wobbles just a bit, introducing the same
kind of imperfection a person would. Over the full
motion, one might also incorporate a slight
overshoot: if the target is far away, the script could
intentionally aim a few pixels past the target and then
move back, mimicking a user who slightly misses
and corrects. By the end of the routine, the mouse is
positioned exactly on the target and clicks. This
approach, combining Bezier-based easing, random
jitters, and brief pauses, makes the automated mouse
movement appear organic. In fact, tests have shown
that implementing Bezier-curved movements with
jitter and randomised delays can make Playwright
scripts appear significantly more human-like and help
avoid detection.

IMPLEMENTATION IN PUPPETEER

In Puppeteer, achieving the same effect is equally
feasible. Puppeteer also exposes a page. mouse that
can be controlled in code. A developer could hand-
code a similar Bezier interpolation loop in Puppeteer
(the logic would be nearly identical to the Playwright
approach described above, since both are JavaScript-
based). Essentially, a sequence of intermediate (x, y)
points is computed along a curved path, and the
mouse is moved step by step using
page.mouse.move(), incorporating random small
offsets and delays at each step. However, the
community has also created convenient libraries to
handle this. One popular solution is Ghost Cursor, a
Node.js library that wraps Puppeteer’s mouse
controls to automatically produce human-like
movements. Ghost Cursor internally uses techniques
such as Bezier curves and Fitts’s law principles to
generate realistic paths between coordinates. When
createCursor(page) is used from Ghost Cursor, it
attaches a custom cursor to the Puppeteer page that
will move in a human-like way. For example,
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invoking cursor.move(selector) does not teleport the
pointer directly. Instead, the ghost cursor calculates a
smooth curved route and traverses it with many tiny
motions. It even intentionally overshoots or slightly
misses the target if the travel distance is large, then
corrects its position to land on the element. This
overshooting behaviour is configurable via an
overshoot threshold parameter, allowing an overshoot
of up to a certain number of pixels beyond the target
before readjustment. Similarly, Ghost Cursor
randomises the exact landing position within the
element’s bounding box: rather than always clicking
the precise center of a button or link, it selects a
random point within the element (with an optional
padding percentage to avoid edges) so that clicks
occur at varying spots inside the target. The
movement speed is also varied based on distance and
target size, thereby avoiding a uniform motion speed.
Under the hood, these features are powered by curved
path generation and randomness to emulate the
idiosyncrasies of real users.

To integrate such behaviour in a Puppeteer script,
developers may either use Ghost Cursor (by simply
replacing direct page. mouse calls with Ghost
Cursor’s cursor.move() and cursor.click() methods)
or implement a custom Bezier movement function.
Using the library is straightforward: after installation,
a cursor is created with const cursor =
createCursor(page) and then await
cursor.click(selector) is invoked to move to the
element and perform the click. Ghost Cursor handles
the generation of the path and executes the
intermediate movements and delays. If custom code
is preferred instead, the pattern mirrors the
Playwright approach, a Bezier curve path is
calculated, and the script iterates through each point
using page.mouse.move(), adding slight randomness
to coordinates and timing. Regardless of the chosen
approach, the outcome is that the cursor moves along
a realistic trajectory, one that might gently arc toward
the target, pause briefly, potentially overshoot by a
small margin, and finally settle on the clickable
element. These subtle movements make it
significantly more difficult for anti-bot systems to
distinguish the automation from a human user, as the
mouse behaviour no longer appears robotic. By
integrating Bezier curve-based movement logic into
Playwright or Puppeteer scripts, developers can
substantially enhance the realism of their automation,
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thereby increasing the likelihood of bypassing bot-
detection heuristics that flag perfectly straight or
excessively rapid mouse motions.

VI. IMPACT AND CONCLUSION

The sophisticated emulation of human-like mouse
movement, as implemented by recent web
automation systems, is paramount for ensuring
compatibility with advanced bot detection systems.
Prior research has consistently shown that automated
agents exhibit distinguishable mouse dynamics, such
as instantanecous movements, rigid trajectories, or
consistent timing that deviate from human
distributions. By meticulously generating trajectories
using Bezier curves with randomised control points
chosen from a single side, applying velocity
variations based on acceleration formulas, and
calculating interaction timing in accordance with
Fitts’s Law, these systems effectively neutralize a
common and powerful vector for bot detection. The
inclusion of stochastic micro-adjustments and a wide
array of contextual behaviours, from overshooting
and readjusting to randomising click targets within
elements and incorporating realistic hover delays,
further reinforces the authenticity of the simulated
user.

In conclusion, the development of these advanced
mouse emulation techniques represents a significant
leap in web automation, allowing automated agents
to seamlessly blend into the digital environment by
producing trajectories, acceleration curves, and
interaction delays that lie well within empirically
observed human distributions. This capability is
indispensable for operations requiring high fidelity
interaction with web applications while minimizing
the risk of detection and blocking.
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