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Abstract- In today’s generation internet has become a 

very essential component for almost everything. 

According to an estimate it is suggested that at least 2.5 

quintillion bytes of data is generated by a human being 

on a daily basis. This large dumps of data increases the 

risk of network attacks to an alarming rate 

jeopardizing the integrity and confidentiality of the 

users. These penetration in the network is increasing 

day by day and becoming more sophisticated and 

complexed. This is where the IDS (Intrusion detection 

system) comes into picture, providing a protecting 

layer over the infrastructure with its continuous 

adaptation. Through this paper we tested various 

machine learning classifiers on KDD and UNSW-NB15 

dataset to strengthen the detection ratio in IDS. The 

main focus was on the false negative and false positive 

performance matrix for more accurate detection in the 

intrusion detection system. Lastly, we tried to test the 

classifiers with the important features of the dataset 

along with the use of ensemble methods to enhance the 

performance of the IDS.  

Keywords: Intrusion detection, KDD dataset, UNSW-

NB15, SVM, Random forest, F1 Score, Accuracy. 

 

1. INTRODUCTION 

IDS innovation has progress essentially since it 

initially began in the '80s along with various 

endeavors. On account of the ever-progressing cyber 

dangers, crime, and bullying technology's evolution 

will never rest. However, most of these 

developments are made on the basis of previous 

problems making us more reactive, in today's world 

of technology we need more human involvement in 

this area in understanding the pattern of attack as 

predicting the attacks before its occurrence. Our 

technology needs to be faster than these threats [1]. 

The goal of IDS is pretty simple to detect an 

intrusion but quite difficult on its own. The fact of 

the matter is IDS systems only find the evidence of 

an intrusion while they are in progress or after a 

while of the occurrence hence they needed to be 

continuously monitored. The attacker's 

manifestations that are the data collected as evidence 

of the attack needed to be insightful and trustworthy, 

then only the system can detect an intrusion [2]. In 

this world where the reach of the Internet is 

increasing every day, there is a threat of increasing 

Intrusion and a variety of attacks too. Specifically, 

these dangers keep on continuing because of the 

prerequisites, restricted accuracy, and absence of 

adaptability in our current IDS systems[1,4,5]. 

Nowadays we have systems that can detect the 

change in the normal pattern as well as 

characteristics of the intrusion as well but they both 

have their restrictions on their own [3]. With all 

these things pushing, our old and traditional IDS 

system cannot keep up with the complexity of 

attacks and their types. we need a much more 

effective way to deal with this problem and machine 

learning provides an outlet as the current intrusion 

detection systems require more intelligent 

mechanisms and better insights so that their 

efficiency can increase incredibly[4,11]. With more 

and more mysterious and sophisticated attacks 

occurring in Intrusion detection many theoretical 

and practical approaches had been made to detect 

them using various Machine learning models and 

other techniques. Various algorithms and data 

mining techniques are applied to make the IDS more 

flexible and prone to withstand the attack both in the 

field of AIDS (anomaly-based) and SIDS 

(signature-based). [12,13]Nonetheless, most of 

them produce either a very low accuracy rate or a 

very high false alarm ratio. Moreover, these tests are 

done on the KDD99 that have a high range of attacks 

but lack newer and advanced attacks making it 

difficult for today's world. 

The most significant and drawn-out interaction of 

beginning with machine learning models is getting 

dependable and reliable information. We use KDD 

Cup 1999 Data and the unsw-nb15 datasets to 

assemble prescient models equipped for recognizing 
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interruptions and attacks, and important associated 

connections. 

 

1.1 The working on KDD DATASET: 

The KDD dataset which contains standard set of 

information comprising of 4898431 instances with 

41 attributes. Each connection is labelled as either 

normal or as an attack, with exactly one specific 

attack type. Each connection record consists of 

about 100 bytes, with a total of 21 attack types. 

Table1: Different attacks and Instances 

 

The KDD dataset is exceptionally useful for 

assessing and testing different machine learning 

algorithms. The classifier determination model 

proposed by the authors comprised of extracted 

49596 instances of KDD dataset to be implemented 

on several machine learning algorithms. 

In following sections, the accompanying machine 

learning classifiers (J48, Random Forest, Random 

Tree, Decision Table, MLP, Naive Bayes, and Bayes 

Network) were implemented, executed, tried and 

assessed dependent on KDD dataset. The interest is 

in the most important performance parameters e.g. 

false negative and false positive to evaluate the 

selected classifiers[8-10]. As a result of the 

implemented experiments the focus will be on 

selecting the effectiveness of the machine learning 

classifier which achieved the accepted accuracy rate 

with the minimum false negative value. 

The upcoming table describes the conveyance of 

attack types inside KDD dataset. The 21 types of 

attack was distributed upon four groups with 

difference in occurrences and instance. The whole 

dataset appeared to be a bit unbalanced but provided 

largest number of packet attributes, compromising 

of 79% Dos attack with normal packet containing 

19% of the dataset and the rest was other attack 

types. 

1.2 DATA PRESPROCESSING AND 

CLEANING: 

Before the implementation of the machine learning 

algorithm data present in the dataset need to be 

processed meaning the important features must be 

selected for evaluation[8-11].n. Using all the 

features of a dataset has a higher chance to increase 

the computational cost as well as the error rate of the 

system, hence using all the data of the dataset may 

not provide the best required results. This is on the 
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grounds that a few highlights are repetitive or are not 

helpful for making a qualification between different 

classes 

The different classifiers used in the dataset includes 

Gaussian Naive Bayes, Decision Tree, Random 

Forest, Support Vector Machine, And Logistic 

Regression apart from these implemented classifiers 

other algorithms such as K-means, Bayes network, 

Multi-Layer Perceptron (MLP), j48 are also discussed. 

The outcome of continuous development of the 

technology increases the demand of the of machine 

learning algorithm to analyse and extract information 

from the processed dataset. In view of 148753 cases of 

records we were able to create the preparation models 

for all the chose machine learning classifiers. Every 

one of the examined models are arranged and looked 

at for a thorough study of classifiers efficiency[14-16]. 

Data Correlation is an approach to comprehend the 

connection between different factors and 

characteristics in your dataset. The following heat map 

shows the highly correlated values in the dataset and 

ignoring them from the analysis. Feature mapping for 

different features were applied and irrelevant features 

were removed before the modelling process. 

 

Fig.1 cleaning of the data set 

2. MACHINE LEARNING CLASSIFIERS 

PERFORMANCE THEIR RESULTS AND 

DISSCUSSION 

The different machine learning models were created 

and testing phase was implemented on the models. 

The classifiers provided different testing and training 

time from the instances which is shown in the plots. 

The testing time score for different models. 

Output: 

 
The testing time score for different models. 

Output: 

 
The training and testing accuracy for the different 

models  

Output: 

 
Fig.3: Accuracy of the models 
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There are many evaluation metrics for the 

classification algorithm, hence to carry out a 

reasonable testing stage randomized data was 

extracted including all the attack types within 21 types 

of attack present in KDD dataset. Confusion matrix 

was generated for the classifiers incorporating 

significant data about existing and anticipated output 

classes. The performance matrix was computed on the 

basis of the True positive (a result where the model 

accurately predicts the positive class) showing the 

attack packet as an attack, True negative (a result 

where the model accurately predicts the negative 

class) representing normal packet as normal, False 

positive (showing an existence of a condition which 

do not exist) hence showing an incorrect classification 

when an attack packet is considered as normal , False 

negative (do not show an existence of a condition 

which exist) hence showing an incorrect classification 

when an normal packet is considered as attack. All the 

given criteria has their significant role in the 

computation time and hence the effect the precision 

which is one of a primary performance indicator 

representing the ratio of the correctly identified attack 

by total number of attacks. 

Precision=TP/ (TP+FP) 

In general both the TP and precision are both 

important criteria for the intrusion detection process, 

but the FP and FN rates should also be kept in mind 

for the performance parameters. The model tends to 

reduce both the parameters as much as possible.  

Table 2:The precision score and the true positive rate 

for different model were recorded: 

Machine Learning Classifiers TP Rate Precision 

J48 0.931 0.989 

Random forest 0.938 0.991 

Random tree 0.906 0.992 

Decision table 0.924 0.944 

MLP 0.919 0.978 

Naive Bayes 0.912 0.988 

Bayes Network 0.907 0.992 

 

The result shows the fact that the Decision tree 

classifier has the lowest precision score indicating that 

a large number of normal packets were classified as 

attack packets showing an increase in FP rates. Apart 

from that the random tree classifier lowest TP rate and 

the random forest classifier come with the highest TP 

of 93%. The precision score of both the random forest 

and random tree classifier are quite similar and 

debatable. 

The false positive and the false negative rates of the 

different classifiers are also plotted and can be 

concluded that the random tree classifier has the 

highest FN rate of 0.093 showing a large number of 

attack classified as normal also decision tree classifier 

shows the lowest FN rate combining with a highest FP 

rate concluding to a fact that a large number of normal 

packets were classified as attack packets.   

 
Fig.4:  FP and  FN rates 
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Finally the average accuracy score was calculated for 

different classifiers for the KDD dataset. The formula 

used for the evaluation is given by 

AVERAGE ACCURACY RATE = (TP + TN) / (TP 

+ FP + TN + FN). 

Table3: The table shows the accuracy of the different 

machine learning classifiers: 

Machine Learning 

Classifiers 

Accuracy Rate 

J48 93.10% 

Random forest 93.77% 

Random tree 90.57% 

Decision table 92.44% 

MLP 91.90% 

Naive Bayes 91.23% 

Bayes Network 90.73% 

 

It is evident from the table that the Random tree 

classifier has the lowest accuracy score and the 

random forest model comes up with the highest of 

93.7% followed by the decision tree classifier. The 

MLP and Naïve Bayes classifier presented with the 

similar accuracy score. 

THE UNSW-NB15 dataset: 

Preceding to the development of the UNSW-NB15, 

there were a few dataset already present in the field 

of ID. But these dataset were not able to generate a 

real world environment of the network traffic and 

also there was a lot of redundancy in the dataset as 

well as a lot of data was also missing[17,18]. 

 

These factors created a lot of challenges for cyber 

security group in Australian Centre for Cyber 

Security (ACCS) and around the globe which lead 

to the configuration and generation of UNSW-NB15 

dataset. Hence with the help of the IXIA Perfect 

Storm tool the new dataset was created which 

extricate a hybrid of modern as well as normal 

attacks. 

The generated dataset consisted of 2, 540,044 

records of data divided into four CSV files and 

further a section of data was also divided into 

training and testing data. The dataset was further 

elaborated to have nine types of attack which 

includes:- 

Table 4: Attacks descriptions 

  

3.DATA PREPROCESSING 

Before the application of different machine learning 

classifiers the records in the dataset should be 

processed in order to remove highly correlated 

values from the dataset. The UNSW-NB15 dataset 

was divided into two sets namely training and 

testing data for the analytic purposes. The goal is to 

determine the complexity of different machine 

learning classifiers on the training and testing 

set[20]. 

The first step was to read and clean the dataset. As 

the dataset contains 2, 540,044 records of data 

divided into four CSV files, a single dataframe was 

created for the application of the data in the record. 

Then the dataset was divided into training and 

testing set so that the cleaning pre-processing and 

other kind of operation can be performed on the 

dataset. The goal is to create a pipeline so that the 

raw data can be directly cleaned and send into the 

classifiers. 

The first step in the data pre-processing was to do an 

exploratory data analysis of the dataset to evaluate 

the correlation of features and generate the highly 

correlated values. The following heat map shows the 

highly correlated values in the dataset.  
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Fig.5 Cleaning of the Dataset UNSW-NB15 

 

The next step was to remove the highly correlated 

values from the dataset. The features having more 

than the desired correlation value were dropped as 

machine learning classifiers work more efficiently 

with low correlation value with each other and high 

correlation value with the target labels. 

3.1 MACHINE LEARNING MODELS 

APPLICATION AND THEIR RESULTS: 

After the pre-processing of data, various machine 

learning classifiers were used for the training and 

testing of data. The generated data from the dataset 

is highly imbalanced hence accuracy score cannot 

became a valid performance matrix. The validation 

of the performance of various model with the help 

of AUC and f1 score along with the FAR (false 

alarm rate) can be justified. 

The AUC (area under curve) score is used 

determines the ability of classifier to judge between 

correct and false class labels and its value lies 

between [0, 1]. A higher AUC score determines 

better performance and a vice versa. 
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Fig 6: AUC score 

The above data shows that the there is no visible 

overfitting between the data for the models but as 

compared to the other machine learning classifiers 

in Random forest and XGB (Gradient boosted 

decision tree) there is a gap between the train and 

test score but not significant enough for overfitting. 

Similarly, F1 score is used when a middle ground or 

balance is needed between the recall and precision. 

F1 = 2*((precision * recall)/ (precision + recall)) 

 

The above graphs shows the F1 score of the various 

machine learning classifiers, the data shows that 

Random forest performed better score than the rest 

of the models. The decision tree classifier produced 

better results than LR and SVM classifiers. 

The following table shows the AUC score, the F1 

score and the False alarm rate for the different 

machine learning classifier. 

Table5. Details descriptions of Classifiers: 

Classifiers AUC SCORE F1 SCORE False Alarm Rate 

Random forest 0.98547 0.97675 0.01452 

Decision Tree 0.98774 0.96258 0.01225 

SVM 0.99068 0.95520 0.00933 

Logistic Regression  0.98725 0.95810 0.01247 

GBDT  0.98640 0.97636 0.013591 
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Further observation showed that in random forest 

classifier the FP is reduced but there is increase in 

FN rates. The FAR score of SVM is very impressive, 

FP in comparison to the Logistic regression 

classifier has also increased, but the FN rate is very 

low. The decision tree classifier also show 

promising results but there is no reduction in the FP 

rate. 

3.2 WORKING WITH IMPORTANT 

PARAMETRES: 

For the purpose of achieving a higher F1 score and 

low False alarm rate, the various machine learning 

classifiers were tested with only the important 

features of the dataset. From 197 features of the 

dataset only the important features are sorted and the 

classifiers are evaluated to check how it effects their 

performance. 

 

This graph shows the important features of the 

dataset. The result of the performance of the 

classifiers are shown in the table. Although for 

Decision tree classifier, it did not affect the values 

significantly but reduced its value by a bit. The 

performance of Random forest classifier was 

boosted by a little amount and this is giving the 

highest score among all the trained model.  

Classifiers (with imp parameters) AUC SCORE F1 SCORE False Alarm Rate 

Random forest 0.98622 0.97805 0.01377 

Decision Tree 0.98732 0.96241 0.01267 

 

4. USING ENSEMBLE METHODS 

Voting classifiers is one of the ensemble training 

model which trains on the numerous machine 

learning classifiers by combining their predictions. 

Its working is similar to that of the Random forest 

classifier but with the exception in the base 

estimator, unlike the other techniques in voting 

ensemble they can be heterogeneous in nature. 

Hence it gives us the freedom to use various 

machine learning classifiers to be used as a base and 

then combine their results using voting ensemble. 
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The voting ensemble is done using two types of 

voting one in which final model is selected on the 

basis of majority vote and another in which average 

voting is done by calculating the average probability 

of all the base models. 

The voting ensemble technique is a convenient 

technique and sometimes give accuracy and overall 

results better than the best base classifier as it 

assembles the accuracy of other classifiers and 

predicts the results hence covering the weak points 

of the individual models. The main key for better 

results is the use of a diversity in base classifiers for 

voting. 

“Voting Classifier supports two types of voting: 

Hard Voting: - Predict the class with the largest sum 

of votes from models. Suppose three classifiers 

predicted the output class (A, A, B), so here the 

majority predicted A as output. Hence A will be the 

final prediction. 

Soft Voting: - Predict the class with the largest 

summed probability from models. Suppose given 

some input to three models, the prediction 

probability for class A = (0.30, 0.47, 0.53) and B = 

(0.20, 0.32, 0.40). So, the average for class A is 

0.4333 and B is 0.3067, the winner is clearly class A 

because it had the highest probability averaged by 

each classifier. 

A voting ensemble may be considered as a meta-

model, a model of models. As a meta-model, it could 

be used with any collection of existing trained 

machine learning models and the existing models do 

not need to be aware that they are being used in the 

ensemble. This means you could explore using a 

voting ensemble on any set or subset of fit models 

for your predictive modelling task.” 

The best results for the dataset were produced by the 

Random forest, Decision tree and Gradient Boosted 

Decision tree classifiers, hence the dataset was 

evaluated on the voting classifier model of the 

combined three models which produced an AUC 

score of 0.98698 along with that the F1 score 

achieved was 0.97793 and the FAR score of 

0.01301. 

Table6: comparative analysis of different classifiers: 

Classifiers AUC SCORE F1 SCORE False Alarm Rate 

Random forest 0.98547 0.97675 0.01452 

Decision Tree 0.98774 0.96258 0.01225 

SVM 0.99068 0.95520 0.00933 

Logistic Regression  0.98725 0.95810 0.01247 

GBDT  0.98640 0.97636 0.01359 

Classifiers (with imp parameters) AUC SCORE F1 SCORE False Alarm Rate 

Random forest 0.98622 0.97805 0.01377 

Decision Tree 0.98732 0.96241 0.01267  

Voting  0.98698 0.97793 0.01301 

 

5. CONCLUSION 

In the above report the various machine learning 

models J48, Random Forest, Random Tree, Decision 

Table, MLP, Naive Bayes, and Bayes Network were 

executed to judge their efficiency and precision in the 

intrusion detection of KDD dataset. Around 148000 

instances were tested as training model and 60000 

random testing data was implemented for different 

machine learning model. The process has shown that 

all the machine learning classifiers are able to create a 

model for the detection of attacks. Although  they 

perform differently in different environment. The 

Random forest classifier comes up with the highest 

accuracy score and was very promising and acceptable 

for the performance parameter except for the false 

negative rates. The decision tree classifier although 

did not come up with the highest accuracy rate but it 

achieved the lowest FN value. Finally to save the 

accessibility and the confidentiality of the network all 

the performance parameters including the FN and FP 

rates, combing with the testing and training time for 

all the classifiers must be taken in account. 

Different machine learning classifiers were trained 

and evaluated and their score is validated. The table 

shows the validation of all the tried models long with 

their score. Along with all the classifier Random 

forest classifier and the Decision tree classifier were 

again tested with only important parameters. To 

even extend the working the dataset was trained on 

the voting ensemble classifier which produced the 

highest AUC score among all the classifier tested 

but there was a significant difference in between the 

test and train F1 and FAR score. The training FAR 
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was reduced to a very low but in test FAR some of 

the FN and FP present which were equal in number. 

If the classifiers were judged on the basis of their F1 

score then the Random forest classifier with the 

important parameters resulted at the peak followed 

by the voting classifier. The FAR score of Random 

forest was also only 1.3% hence it is best suited for 

the classification task.     
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