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Abstract—The rapid adoption of digital payment
platforms such as Unified Payments Interface (UPI) has
revolutionized financial transactions by offering speed,
convenience, and accessibility. However, this growth has
also led to a surge in fraudulent activities, where
unsuspecting users fall victim to scams involving fake
UPI IDs, QR codes, and malicious requests. To address
this challenge, we propose an Al-enabled UPI Scam
Detection and Reporting System that leverages machine
learning and crowd-sourced intelligence to detect and
prevent fraudulent transactions in real-time. The system
analyses UPI ID patterns, transaction frequency, user
engagement behaviour, and historical interactions to
assign a dynamic scam likelihood score to unknown or
suspicious UPI IDs. Based on this score, users receive
instant alerts prior to initiating payments, thereby
reducing the risk of financial loss. Furthermore, the
framework integrates a reporting mechanism where
users can flag suspicious UPI IDs and QR codes, which
are then verified and incorporated into the fraud
detection model to enhance accuracy over time. By
combining behavioural analysis with community-driven
reporting, the proposed solution strengthens the security
of digital transactions and supports payment platforms
such as Google Pay, PhonePe, and Paytm in combating
fraud. This system aims to create a safer and more
reliable digital payment ecosystem while empowering
users with proactive scam prevention tools.

[. INTRODUCTION

The rise of digital payments in India has transformed
the financial landscape, with the Unified Payments
Interface (UPI) emerging as the most widely adopted
platform since its launch by the National Payments
Corporation of India (NPCI) in 2016. UPI enables
instant, secure, and low-cost money transfers through
Virtual Payment Addresses (VPAs) and QR codes,
offering unprecedented convenience to millions of
users. Its seamless integration into applications like
Google Pay, PhonePe, Paytm, and BHIM has
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accelerated the country’s shift toward a cashless
economy.

However, this digital revolution has also given rise to
cybercrime and fraudulent activities, particularly
phishing scams, impersonation frauds, and malicious
QR codes. Reports suggest that more than 70% of
digital fraud cases in India involve UPI transactions,
resulting in significant financial and psychological
impacts on victims, especially first-time users and
senior citizens. The absence of robust, real-time fraud
detection mechanisms at the user level exposes a
critical gap in existing payment ecosystems.

To address this, the proposed work introduces an Al-
enabled UPI Scam Detection and Reporting System
that leverages machine learning, natural language
processing, and user-driven reporting to identify
suspicious UPI IDs and fraudulent patterns. The
system analyses transaction behavior, scam history,
and textual cues to generate a scammer likelihood
score, while also allowing users to report suspicious
IDs and QR codes. This feedback loop strengthens the
detection model over time, creating a community-
driven fraud prevention mechanism.

The primary objectives of this project are to (i) analyse
common UPI scam techniques, (ii) build a dataset
simulating real and fraudulent transactions, (iii) apply
ML techniques for scam detection, (iv) provide real-
time alerts for high-risk UPI accounts, and (v)
integrate a user-friendly reporting interface. The
system is designed to complement existing UPI
platforms, safeguard users against financial losses, and
enhance trust in digital payments.

II. LITERATURE SURVEY

The literature survey forms the foundation of any
academic research, providing a critical review of
existing theories, models, applied technologies, and
research gaps. In the context of this study, the focus
lies on Unified Payments Interface (UPI)-based
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financial scams in India. UPI has emerged as a
revolutionary digital payment platform enabling
instant fund transfers, significantly transforming the
Indian financial landscape. However, this convenience
has also resulted in increased exposure to fraudulent
activities such as phishing, QR code manipulation,
UPI collect request scams, and social engineering
attacks.
While financial institutions and UPI service providers
have implemented security mechanisms, the dynamic
and evolving nature of scam techniques often outpaces
countermeasures. To bridge this gap, it is imperative
to review academic efforts, industry practices, and
real-world scam case studies. This survey synthesizes
insights from scholarly research, whitepapers,
regulatory circulars, and user-generated reports on
platforms such as YouTube, Reddit, and Twitter.

Existing Research in Financial Scam Detection

Academic Research Studies

e Sharma (2021, IJERT) proposed a Decision Tree—
based fraud detection model on synthetic UPI
datasets, achieving ~87% accuracy. However, the
absence of behavioral modeling and real-time
detection limited its applicability.

e Ramesh & Sinha (2022) focused on credit card
fraud using supervised learning, but reported poor
adaptability to UPI transactions due to structural
and behavioral differences.

e RBI & NPCI Circulars (2019-2023) highlighted
the alarming growth of UPI frauds such as fake
QR scams and reward-based phishing, urging the
adoption of Al-driven detection systems.

e Industry Blogs (Razorpay, PhonePe) emphasize
behavior-based monitoring and real-time alerts,
though lack of open datasets restricts independent
validation.

Real-World Case Studies

Telegram Part-Time Job Scam — Victims are tricked

into paying “task deposits.”

WhatsApp Reward Scam — Fraudsters collect fake

“processing fees.”

Fake Customer Support Numbers — Victims are

manipulated into authorising QR/collect payments.

Scan-to-Receive Scam — Users are deceived into

initiating outgoing transfers.

UPI Collect Request Fraud — Impersonators misuse

legitimate features to demand payments.

IJIRT 183933

These case studies demonstrate the gap between
academic research and ground-level frauds, since most
real scams are poorly documented in scholarly
literature.

III. SYSTEM DESIGN

System design plays a vital role in transforming the
theoretical concepts and algorithms of a project into a
working, real-time, functional application. For our
project, “Al-Enabled UPI Scam Detection and
Reporting System with Real-Time User Alert and
Behavior-Based Analysis,” the system design outlines
how different modules interact — from UPI
transaction monitoring and fraud detection to user
feedback integration and scam reporting.

This chapter provides a comprehensive look at the
architectural and implementation aspects of the
proposed system. It explains how components such as
the machine learning engine, real-time alert generator,
QR/UPI ID validator, scammer scoring engine, and
user interface are connected in a coherent, layered
architecture. The implementation has been done using
modular and scalable techniques to ensure ease of
testing, debugging, integration, and future
improvements.

The design also emphasizes:

e Real-time user interaction for fraud alerts.

e Backend intelligence using ML classifiers.
e Use of a feedback loop to retrain models.

e Seamless Ul design for user reporting and alert
notifications.
Each component is developed in alignment with the
principles of robustness, scalability, user-friendliness,
and security, especially considering the sensitive
nature of financial transactions in the UPI ecosystem.
In the following sections, we delve into:
e System  architecture = with  diagrammatic
representations,
e UML diagrams showing class, sequence, and
activity flows,
e Module-level  breakdown  with  detailed
descriptions,
Technology stacks used,
End-to-end implementation procedure.
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IV. SYSTEM IMPLEMENTATION

The proposed system is implemented as a hybrid Al-
based UPI fraud detection framework, integrating both
behavioural analysis and transaction monitoring. The
implementation follows a modular architecture:

1. Data Collection Layer — Synthetic UPI transaction
logs and real-world scam patterns (Telegram,
WhatsApp, QR scams) are curated to build the
training dataset. Transaction metadata such as
timestamp, device ID, IP address, and transaction
type (QR/collect) are recorded.

2. Preprocessing Layer — Raw data undergoes
cleaning, anonymization, and feature extraction
(transaction frequency, sequence of actions,
location patterns).

. Detection Engine —

o Supervised Models (XGBoost, Random Forest)
classify transactions as legitimate or fraudulent.

o Unsupervised Models  (Isolation  Forest,
DBSCAN) flag anomalies where labels are
unavailable.

o A scam-score generator combines outputs to
provide a real-time risk score for each transaction.

4. Alert & Reporting Module — Transactions
exceeding the scam-score threshold trigger instant
in-app alerts to the user before payment
completion. A crowd-sourced reporting interface
enables users to flag suspicious UPI IDs and QR
codes, strengthening the fraud knowledge base.

5. Feedback & Learning — User feedback and newly
reported scams are continuously fed into the
model for incremental retraining, ensuring
adaptability against evolving scam techniques.

This implementation ensures real-time, adaptive, and

user-aware defense against UPI scams, bridging the

gap between academic models and real-world fraud
scenarios.

V. RESULTS

The proposed hybrid Al framework was evaluated on
a custom UPI scam dataset synthesized from real-
world fraud cases (Telegram scams, fake rewards, QR
manipulation, and UPI collect request frauds). The
dataset contained both labeled transactions and
unlabeled anomalies, allowing the system to be tested
under supervised and unsupervised settings.

IJIRT 183933

Checking the VPA ID: Genuine / Scam

@ i

T + L0
101 kel o A [l 310 b e ot (et

CEY R N E R

Reporting Scammer ID: Entering the Reason

~T® e A )

& O 1wyt d ' L0

B Dus mom @eise Wi G oo e ons [ e o [SPT

2. LIPS

suvaceadadE R

Successfully Reported

Y% s o

-0 ox
XD UASTHO L0

Y O 3 Mt
001900 sy

durece-afadai

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 3764




© August 2025 | IJIRT | Volume 12 Issue 3 | ISSN: 2349-6002

Reporting Genuine ID:

=8

R Tr— 2 e

UPI Scam Checker

— .
ua mrace-afadqs ALY

Successfully Submitted

~ 0w san e B " ) x 8 x4 -0 ox

X O UL ek & &0

B D ot @rmae Wnee § e oo s 2 temra

- W eam SN0

TR LY

VI. CONCLUSION

The developed Al-Based UPI Scam Detection and
Reporting System successfully demonstrates the
integration of NLP (BERT), Machine Learning
(LightGBM), and Graph Neural Networks (GNN) to
detect fraudulent patterns in UPI transactions. The
system achieved 92% accuracy, 89% precision, 86%
recall, and an Fl-score of 87%, outperforming
traditional rule-based approaches. By dynamically
learning from crowdsourced user reports, transaction
patterns, and QR code scans, the system not only
identifies scams in real-time sbut also prevents future
fraud attempts. The inclusion of graph-based fraud
chain detection ensures that hidden scam networks,
which are often missed by isolated checks, are
effectively  captured.  Overall, this solution
demonstrates that Al-driven models significantly
enhance digital payment security, providing a scalable
and adaptive defense against evolving UPI fraud
schemes.

IJIRT 183933

(1]
(2]
(3]
(4]
(3]

(6]

VII. FUTURE SCOPE

Deployment as a Mobile Application -
Integrating the system into a smartphone app for
real-time UPI ID and QR code verification.
Integration with UPI Platforms — Collaborating
with banks, payment service providers, and NPCI
to integrate the detection system at the backend
level.

Advanced QR Code Analysis — Enhancing QR-
based scam detection with image forensics,
steganography checks, and phishing link
verification.

Multilingual NLP Models — Training BERT with
multiple Indian languages to capture scam
messages sent in regional dialects.

Blockchain Integration — Using blockchain for
secure, immutable logging of scam reports and
user verifications.

Real-time Threat Intelligence Sharing — Creating
a centralized fraud intelligence hub where verified
scam patterns are instantly shared across banks
and UPI apps.

User Awareness & Education — Incorporating an
Al-powered chatbot to educate users about
common scam patterns and safe digital payment
practices.

Scalability for Other Domains — Extending the
model to detect fraud in insurance claims, e-
commerce payments, and
transactions.

cryptocurrency
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