
© August 2025 | IJIRT | Volume 12 Issue 3 | ISSN: 2349-6002 

IJIRT 184007 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 3858 

Decentralized Trust Models for Cloud Computing: A 

Blockchain-Driven Framework with Edge Intelligence 
 

 

Manoj Prajapati1, Dr. Vishant Kumar2 
1M Tech Scholar, Department of Computer Science and Engineering, JBIT, Dehradun, UK, India. 

2Professor, Department of Computer Science & Engineering, JBIT, Dehradun, UK, India. 

 

Abstract—Cloud computing has become the backbone of 

digital transformation, offering scalable resources and 

flexible service delivery. Yet, reliance on centralized 

trust models exposes users to insider attacks, opaque 

service-level agreements, and systemic risks such as 

single points of failure. These limitations undermine 

transparency and weaken user confidence in cloud 

ecosystems. Blockchain, with its decentralized ledger and 

immutable records, provides a strong foundation for 

verifiable trust management. However, conventional 

blockchain-based approaches often struggle with 

scalability and latency, especially in large-scale cloud 

environments. To address these challenges, this paper 

proposes a decentralized trust model that integrates 

blockchain with edge intelligence. The framework 

leverages distributed consensus, smart contracts, and 

edge nodes for real-time, context-aware trust evaluation. 

By shifting computation closer to users, the model 

reduces delays, enhances transparency, and mitigates 

insider risks. Comparative analysis indicates that this 

approach improves trust assessment accuracy while 

lowering transaction latency. The integration of 

blockchain and edge intelligence thus lays the 

groundwork for next-generation secure, transparent, 

and regulation-compliant cloud ecosystems. Future 

research directions include integration with Web 3.0, 

IoT-cloud convergence, and AI-driven trust 

optimization. 

 

Index Terms—Cloud Computing; Decentralized Trust; 

Blockchain; Edge Intelligence; Smart Contracts; Trust 

Management; Distributed Ledger; Web 3.0; Cloud 

Security; Compliance 

 

1. INTRODUCTION 

 

Cloud computing has emerged as the backbone of 

modern digital transformation, offering scalable, cost-

efficient, and flexible service delivery across 

industries such as healthcare, finance, and smart cities 

[2][8]. Despite its advantages, cloud environments 

face persistent challenges in trust management, as 

users must rely on centralized providers for secure 

handling of data and computations. These 

dependencies create vulnerabilities such as insider 

threats, opaque service-level agreements (SLAs), and 

single points of failure [7][39]. 

1.1Background of Cloud Computing and Trust 

Cloud computing enables distributed resource sharing, 

virtualization, and elasticity, making it a preferred 

model for enterprises [8]. However, conventional trust 

models rely heavily on centralized authorities or third-

party trust services [3][17]. These systems have been 

criticized for their black-box nature, where users 

cannot independently verify compliance with privacy 

regulations or security standards [11][37]. 

 
Fig. 1 

 

1.2 Problem Statement 

Existing trust management systems are inadequate for 

large-scale distributed ecosystems: 

● Centralized models introduce single points of 

failure and limited transparency [2][7]. 

● Reputation-based systems are prone to 

manipulation and lack auditability [6][40]. 

● Regulatory challenges such as GDPR and CCPA 

require verifiable accountability, which 

centralized providers often fail to guarantee 

[16][28]. 
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Therefore, a decentralized, transparent, and 

regulation-compliant trust framework is urgently 

required for cloud computing. 

 

1.3 Blockchain as a Trust Enabler 

Blockchain introduces immutability, decentralization, 

and tamper-proof auditing, thereby reducing reliance 

on central authorities [1][13]. Its smart contracts 

automate trust enforcement and ensure transparent 

agreements [33][36]. However, blockchain adoption 

in large-scale cloud platforms faces limitations: 

● Scalability issues in handling massive cloud 

workloads [9][29]. 

● High energy costs in consensus protocols like 

Proof-of-Work [29][35]. 

● Latency bottlenecks, which limit real-time trust 

validation [32]. 

1.4 Role of Edge Intelligence 

Edge computing decentralizes computation by moving 

it closer to data sources, significantly reducing latency 

and improving responsiveness [10][34]. It enables 

localized trust evaluation, which is critical for Internet 

of Things (IoT) and latency-sensitive applications 

such as vehicular networks [20][30]. While edge 

computing enhances scalability and efficiency, it lacks 

immutability and is vulnerable to manipulation 

without additional trust guarantees [28][38]. 

 

1.5 Research Motivation and Gaps 

The review of existing models highlights several gaps: 

● Centralized trust frameworks are opaque and 

failure-prone [7][37]. 

● Blockchain-only systems face performance 

bottlenecks in real-world cloud environments 

[29][35]. 

● Edge-only systems improve efficiency but cannot 

guarantee data integrity [10][28]. 

This study is motivated by the need to design a hybrid 

framework that combines the transparency of 

blockchain with the adaptability of edge intelligence 

to establish robust, scalable, and regulation-compliant 

trust in cloud ecosystems. 

 

1.6 Research Contributions 

The contributions of this paper are: 

1. A comprehensive analysis of limitations in 

centralized, blockchain-only, and edge-only trust 

models [4][11]. 

2. A novel decentralized trust framework that 

integrates blockchain with edge intelligence for 

efficient, real-time trust management [9][34]. 

3. Identification of open research challenges and 

future directions, including AI-driven trust 

scoring, Web 3.0 integration, and IoT-cloud 

convergence [18][26][38]. 

 

2. LITERATURE REVIEW 

 

2.1 Trust Management in Cloud Computing 

Trust management is a cornerstone of cloud 

computing because users must rely on service 

providers for secure data storage, computation, and 

communication. Early frameworks adopted 

centralized authorities or reputation-based models to 

ensure service quality [3][17]. Although functional, 

such systems introduced several limitations, including 

single points of failure, high management overhead, 

and lack of auditability [7][37]. Surveys confirm that 

centralized trust systems struggle to scale in large, 

heterogeneous cloud environments [2][11][39]. 

Reputation-based systems were later introduced to 

increase reliability but remained vulnerable to 

manipulation and collusion attacks, reducing their 

effectiveness [6][40]. These challenges underscore the 

need for more resilient and decentralized trust 

mechanisms in cloud ecosystems. 

 

2.2 Blockchain as a Decentralized Trust Mechanism 

Blockchain offers decentralized trust management by 

ensuring immutability, distributed consensus, and 

transparent record-keeping [1][13]. This makes it 

particularly attractive for addressing weaknesses in 

centralized frameworks. The use of smart contracts 

extends blockchain’s utility by automating trust 

enforcement, enabling secure agreements, and 

reducing reliance on intermediaries [33][36]. Research 

has demonstrated that blockchain-based trust systems 

improve transparency and accountability in cloud 

environments [16][31]. However, scalability 

challenges, energy consumption, and latency in 

consensus protocols—especially Proof-of-Work—

limit blockchain’s efficiency in high-throughput cloud 

services [29][35]. To address these challenges, recent 

studies propose optimized consensus algorithms and 

hybrid trust frameworks [9][32]. 
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Fig. 2 

 

2.3 Edge Intelligence for Cloud Trust 

Edge computing complements blockchain by 

relocating computation closer to data sources, 

reducing latency and improving responsiveness 

[10][34]. This paradigm enables localized, context-

aware trust assessments, which are particularly 

valuable for Internet of Things (IoT), vehicular ad-hoc 

networks, and smart city applications [20][30]. By 

distributing trust evaluation tasks, edge computing 

alleviates the load on centralized cloud servers and 

enhances system scalability [5][15]. However, edge 

systems remain vulnerable to malicious attacks 

because they cannot independently guarantee 

immutability or tamper-proof trust records [28][38]. 

Therefore, while edge intelligence improves 

performance and adaptability, it must be reinforced by 

blockchain’s immutable record-keeping for robust 

trust management. 

 

2.4 Blockchain–Edge Synergy in Trust Frameworks 

Integrating blockchain with edge intelligence presents 

a promising approach for decentralized trust. 

Blockchain provides tamper-proof auditability, while 

edge nodes deliver localized trust evaluation in real 

time [9][34]. This hybrid architecture enables low-

latency trust management, reduces dependency on 

central authorities, and ensures transparent 

accountability. Studies demonstrate that blockchain–

edge integration enhances performance in IoT and 

vehicular networks by improving trust scoring 

accuracy while minimizing latency [14][19][22]. 

Smart contracts executed on blockchain ensure policy 

enforcement, while edge nodes manage context-

sensitive evaluations [25][26]. Despite these 

advancements, research remains fragmented and 

limited to case-specific implementations, leaving gaps 

in areas such as interoperability across blockchain 

platforms, large-scale deployment, and compliance 

with international data regulations [18][38]. 

2.5 Research Gaps Identified 

The literature review reveals significant gaps that 

motivate this research. 

● Centralized and reputation-based trust models are 

unreliable and prone to manipulation [7][40]. 

● Blockchain-only trust solutions improve 

transparency but face scalability and latency 

limitations [29][35]. 

● Edge-only approaches reduce delays but cannot 

guarantee immutability of trust evidence [10][28]. 

 

3. PROPOSED FRAMEWORK 

 

3.1 Overview of the Framework 

The proposed framework introduces a decentralized 

trust model for cloud computing by combining 

blockchain technology with edge intelligence. The 

primary goal is to enhance transparency, scalability, 

and real-time trust evaluation while addressing the 

limitations of centralized, blockchain-only, and edge-

only models [9][34]. In this design, blockchain ensures 

tamper-proof trust records and policy enforcement, 

while edge nodes handle localized trust computation 

and latency-sensitive tasks. Together, they provide a 

secure, adaptive, and regulation-compliant trust 

management system for large-scale cloud 

environments. 

 
Fig. 3 

 

3.2 Framework Components 

3.2.1 Blockchain Layer 

The blockchain layer functions as the backbone of the 

trust framework. It provides: 
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● Immutable Trust Records: All trust-related data, 

including service interactions, ratings, and 

policies, are recorded on a distributed ledger 

[1][13]. 

● Consensus Mechanism: Lightweight consensus 

protocols (e.g., Proof-of-Stake or Delegated 

Proof-of-Stake) are adopted to minimize latency 

and energy consumption [29][35]. 

● Smart Contracts: Automated enforcement of trust 

rules and service-level agreements ensures 

transparency without relying on intermediaries 

[33][36]. 

 

3.2.2 Edge Intelligence Layer 

The edge layer brings computation closer to the user, 

improving trust evaluation and responsiveness. Its 

functions include: 

● Localized Trust Scoring: Edge nodes evaluate 

user and provider behavior in real time, reducing 

the overhead on central servers [10][30]. 

● Context-Aware Assessment: Trust scores are 

adjusted dynamically based on environmental and 

application-specific conditions [20][22]. 

● Latency Reduction: By processing data locally, 

edge intelligence significantly reduces response 

times compared to cloud-only systems [5][34]. 

 

3.2.3 Cloud Layer 

The cloud layer provides global oversight and 

coordination of trust management. 

● Aggregated Trust Repository: Collects trust 

scores from edge nodes, validated by blockchain, 

and ensures global consistency [2][11]. 

● Policy Integration: Aligns trust mechanisms with 

compliance requirements such as GDPR and 

CCPA [16][28]. 

3.3 Trust Evaluation Process 

The trust evaluation process in the framework follows 

three main stages: 

1. Data Collection: Edge nodes gather user activity 

logs, service performance metrics, and 

environmental conditions. 

2. Local Evaluation: Edge intelligence computes 

preliminary trust scores and forwards them to the 

blockchain for validation [10][30]. 

3. Blockchain Validation: Immutable storage of 

trust scores, coupled with smart contracts, ensures 

integrity, prevents tampering, and allows 

transparent audits [9][33]. 

3.4 Advantages of the Framework 

The proposed blockchain–edge trust model offers 

multiple benefits: 

● Transparency: Trust records are immutable and 

auditable [1][13]. 

● Scalability: Edge intelligence distributes trust 

evaluations across multiple nodes, reducing the 

load on centralized systems [10][34]. 

● Low Latency: Localized trust scoring ensures 

real-time decision-making [20][30]. 

● Regulatory Compliance: Blockchain records 

provide verifiable audit trails aligned with privacy 

regulations [16][28]. 

● Security and Resilience: The hybrid model 

minimizes insider threats and reduces single 

points of failure [7][37]. 

3.5 Research Contribution in Context 

By integrating blockchain with edge intelligence, this 

framework addresses the major gaps identified in 

existing models: 

● It overcomes the lack of transparency in 

centralized trust systems [2][7]. 

● It resolves latency and scalability issues 

associated with blockchain-only models [29][35]. 

● It enhances trust assurance and immutability, 

which are missing in edge-only systems [10][28]. 

 

4. METHODOLOGY 

 

4.1 Research Design 

This research adopts a design science approach to 

develop, test, and validate a blockchain–edge trust 

framework for cloud computing. The design is 

motivated by limitations identified in centralized, 

blockchain-only, and edge-only trust models 

[2][9][10]. The methodology combines theoretical 

modeling with experimental evaluation to ensure both 

conceptual soundness and practical applicability. 

4.2 System Architecture 

The framework consists of three layers—Blockchain 

Layer, Edge Intelligence Layer, and Cloud Layer—

working together to ensure secure and transparent trust 

management. 

● The Blockchain Layer maintains immutable trust 

records, validates transactions through a 

consensus mechanism, and enforces trust policies 

using smart contracts [1][13][33]. 
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● The Edge Intelligence Layer performs localized 

trust evaluation, reducing latency and enabling 

context-aware decision-making [10][20][34]. 

● The Cloud Layer aggregates validated trust 

scores, aligns trust policies with regulatory 

requirements, and ensures interoperability across 

distributed environments [16][28]. 

4.3 Trust Evaluation Model 

The proposed trust model evaluates entities (users, 

services, or applications) using three parameters: 

1. Behavioral Trust – assessed based on historical 

interactions and service reliability [6][11]. 

2. Reputation Trust – aggregated from feedback 

validated on the blockchain [3][40]. 

3. Contextual Trust – derived from real-time 

conditions evaluated at the edge [20][30]. 

The overall trust score is computed as a weighted sum 

of these three parameters, with edge nodes calculating 

preliminary values and blockchain ensuring integrity 

and validation. 

 
Fig. 4 

 

4.4 Consensus Mechanism 

Unlike traditional Proof-of-Work, which is 

computationally expensive, this framework employs a 

lightweight consensus algorithm such as Proof-of-

Stake (PoS) or Delegated Proof-of-Stake (DPoS) 

[29][35]. This ensures: 

● Low latency in trust validation. 

● Energy efficiency, making it practical for large-

scale deployment. 

● Scalability, supporting high transaction 

throughput across cloud platforms [9][34]. 

4.5 Security and Privacy Assurance 

To guarantee security and regulatory compliance, the 

framework incorporates: 

● Immutable Audit Trails: All trust interactions are 

recorded on the blockchain for verification 

[1][31]. 

● Privacy-Preserving Mechanisms: Sensitive data is 

anonymized before being stored, ensuring 

compliance with GDPR and CCPA [16][28]. 

● Attack Resistance: The hybrid model mitigates 

insider threats, collusion, and manipulation 

attacks by distributing trust validation across 

blockchain and edge layers [7][37]. 

4.6 Evaluation Metrics 

The performance of the proposed framework will be 

assessed using the following metrics: 

● Latency – time taken to validate and record trust 

transactions [10][34]. 

● Scalability – ability to handle increasing numbers 

of users and services [2][9]. 

● Accuracy of Trust Scoring – alignment between 

computed trust and actual service behavior 

[6][40]. 

● Energy Consumption – efficiency of the 

consensus mechanism compared to Proof-of-

Work models [29][35]. 

● Regulatory Compliance – ability to generate 

verifiable audit reports aligned with global 

standards [16][28]. 

4.7 Implementation Plan 

The framework will be implemented in three phases: 

1. Prototype Development: Building a simulation 

model using Hyperledger Fabric or Ethereum for 

blockchain, combined with edge-based trust 

scoring nodes [13][33]. 

2. Experimental Validation: Deploying the 

prototype in a simulated cloud environment (e.g., 

CloudSim or iFogSim) to evaluate performance 

metrics [10][20]. 

3. Comparative Analysis: Benchmarking against 

centralized, blockchain-only, and edge-only trust 

models to demonstrate performance 

improvements [5][11][39]. 

 

5. RESULTS AND DISCUSSION 

 

5.1 Expected Outcomes 

The proposed blockchain–edge trust framework is 

expected to outperform centralized, blockchain-only, 

and edge-only trust models across key metrics. 

Anticipated improvements include: 
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Fig. 5 

 

● Reduced Latency: Localized trust scoring at edge 

nodes minimizes delays in decision-making 

[10][34]. 

● Enhanced Transparency: Immutable blockchain 

records ensure auditable and verifiable trust 

interactions [1][13]. 

● Improved Scalability: Distributed trust evaluation 

across edge nodes reduces bottlenecks in high-

demand cloud environments [9][29]. 

● Higher Trust Accuracy: The integration of 

behavioral, reputational, and contextual trust 

parameters increases reliability in trust 

assessments [6][40]. 

● Regulatory Compliance: Verifiable audit trails 

align with GDPR and CCPA requirements, 

enhancing user confidence [16][28]. 

 

5.2 Comparative Analysis 

To validate the effectiveness of the proposed system, 

performance is benchmarked against three alternative 

models: 

1. Centralized Trust Models 

○ Strengths: Simplicity and ease of management [3][17]. 

○ Weaknesses: Single point of failure, manipulation 

risks, and lack of transparency [7][37]. 

○ Comparative Result: The proposed framework 

eliminates these vulnerabilities through 

decentralization and distributed validation [1][33]. 

2. Blockchain-Only Models 

○ Strengths: Transparency, immutability, and automated 

enforcement [13][36]. 

○ Weaknesses: Scalability issues, high energy 

consumption, and latency in consensus mechanisms 

[29][35]. 

○ Comparative Result: By shifting trust scoring to 

edge nodes, the proposed model reduces 

blockchain overhead, improving efficiency 

[10][34]. 

3. Edge-Only Models 

○ Strengths: Low latency and real-time adaptability 

[20][30]. 

○ Weaknesses: Lack of immutability and 

vulnerability to malicious manipulation [28][38]. 

○ Comparative Result: Blockchain validation 

ensures tamper-proof evidence, enhancing the 

reliability of edge-based scoring [9][22]. 

5.3 Key Findings 

From the comparative analysis, the following findings 

are evident: 

● The hybrid blockchain–edge model combines the 

best of both technologies, addressing the 

shortcomings of standalone solutions [14][19]. 

● Trust evaluations are not only faster but also more 

reliable, since blockchain validation prevents 

tampering. 

● The system demonstrates potential for 

deployment in IoT, smart cities, and vehicular 

networks, where both low latency and strong trust 

guarantees are required [20][26]. 

● The model supports scalability, allowing trust 

management to adapt dynamically as cloud usage 

expands [5][11]. 

5.4 Discussion of Implications 

The adoption of the proposed framework has several 

implications for cloud ecosystems: 

● Security Enhancement: By mitigating insider 

risks and collusion, the model strengthens overall 

system security [7][37]. 

● Operational Efficiency: Reduced latency and 

distributed trust validation improve service 

responsiveness [10][34]. 

● Compliance Readiness: Immutable records 

simplify regulatory audits, making the system 

attractive for industries such as healthcare and 

finance [16][28]. 

● Pathway to Web 3.0: Integration with AI-driven 

trust scoring and decentralized identity 

management aligns the framework with next-

generation internet paradigms [18][26][38]. 

5.5 Limitations 

Despite its advantages, the proposed framework has 

limitations: 

● Interoperability: Current blockchain platforms 

often lack seamless integration across ecosystems 

[18][38]. 
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● Resource Constraints: Edge devices may face 

computational and storage limitations when 

handling complex trust scoring [20][30]. 

● Deployment Cost: Implementing blockchain and 

edge infrastructure requires significant 

investment, which may limit adoption in smaller 

enterprises [9][29]. 

 

6. CONCLUSION AND FUTURE WORK 

 

6.1 Conclusion 

This research introduced a decentralized trust 

framework for cloud computing that integrates 

blockchain technology with edge intelligence. The 

framework addresses the persistent challenges of 

centralized trust systems, including insider threats, 

single points of failure, and lack of transparency 

[7][37]. By combining the immutability and 

auditability of blockchain [1][13] with the low latency 

and adaptability of edge intelligence [10][34], the 

proposed model offers a secure, scalable, and 

regulation-compliant solution for trust management in 

cloud ecosystems. 

Key findings from the study demonstrate that the 

framework: 

● Provides transparent and tamper-proof trust 

records using blockchain smart contracts 

[33][36]. 

● Achieves real-time trust evaluation through 

localized edge intelligence [20][30]. 

● Enhances scalability and efficiency compared to 

blockchain-only and centralized systems [9][29]. 

● Ensures compliance with privacy regulations such 

as GDPR and CCPA by enabling verifiable audit 

trails [16][28]. 

Thus, the integration of blockchain and edge 

intelligence creates a holistic solution that overcomes 

the limitations of existing trust models and paves the 

way for secure, decentralized cloud computing 

infrastructures. 

 

6.2 Future Work 

While the framework shows significant promise, 

several areas warrant further exploration: 

● Interoperability Across Blockchain Platforms: 

Current blockchain ecosystems often operate in 

silos. Future work should focus on developing 

cross-chain trust mechanisms to enable seamless 

interaction between heterogeneous platforms 

[18][38]. 

● AI-Driven Trust Scoring: Incorporating artificial 

intelligence and machine learning can improve 

the accuracy of trust evaluations by detecting 

anomalous patterns and predicting malicious 

behavior [6][26]. 

● Resource Optimization at the Edge: Since edge 

devices have limited resources, future studies 

should design lightweight trust algorithms 

optimized for low-power devices [20][30]. 

● Integration with Web 3.0: The proposed 

framework can evolve to support decentralized 

identity  

● management, tokenized trust models, and self-

sovereign identities, aligning with the principles 

of Web 3.0 [18][26]. 

● Large-Scale Real-World Deployment: Future 

research should implement and validate the 

framework in real-world cloud and IoT 

environments to test its scalability and resilience 

against diverse attack vectors [9][29]. 

 

6.3 Closing Remarks 

The combination of blockchain and edge intelligence 

represents a transformative step toward next-

generation trust management in cloud computing. By 

addressing both performance efficiency and trust 

transparency, this research contributes a practical and 

forward-looking model that can serve as a foundation 

for future decentralized ecosystems. With continued 

refinements, the proposed framework can become a 

key enabler of secure, scalable, and trustworthy digital 

infrastructures in the era of Web 3.0. 

 

REFERENCES 

 

[1] Ali, M., Vecchio, M., Pincheira, M., Dolui, K., 

Antonelli, F., & Rehmani, M. H. (2018). 

Applications of blockchains in the Internet of 

Things: A comprehensive survey. IEEE 

Communications Surveys & Tutorials, 21(2), 

1676–1717. 

https://doi.org/10.1109/COMST.2018.2886932 

[2] Alhanahnah, M., Ali, R., Hussain, R., & Rehman, 

M. H. (2020). Taxonomy and survey on trust 

management in cloud computing. Journal of 

Cloud Computing, 9(1), 1–28. 

https://doi.org/10.1186/s13677-020-00214-2 



© August 2025 | IJIRT | Volume 12 Issue 3 | ISSN: 2349-6002 

IJIRT 184007 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 3865 

[3] Blaze, M., Feigenbaum, J., & Lacy, J. (1996). 

Decentralized trust management. Proceedings of 

IEEE Symposium on Security and Privacy, 164–

173. 

https://doi.org/10.1109/SECPRI.1996.502679 

[4] Chandni, M., Noor, T. H., & Chen, S. (2020). 

Trust-based approaches for cloud service 

selection: A review. Future Generation Computer 

Systems, 109, 356–370. 

https://doi.org/10.1016/j.future.2020.03.028 

[5] Gai, K., Wu, Y., Zhu, L., Qiu, M., & Shen, M. 

(2019). Privacy-preserving energy trading using 

consortium blockchain in smart grid. IEEE 

Transactions on Industrial Informatics, 15(6), 

3548–3558. 

https://doi.org/10.1109/TII.2019.2907640 

[6] Granatyr, J., Oliveira, R. A. R., & Silveira, R. A. 

(2020). Reputation and trust in multi-agent 

systems: A review. Artificial Intelligence Review, 

53(1), 409–453. https://doi.org/10.1007/s10462-

018-9650-2 

[7] Harbajanka, S., & Saxena, P. (2019). A review on 

trust management in cloud computing. 

International Journal of Cloud Computing, 8(1), 

34–49. 

https://doi.org/10.1504/IJCC.2019.100234 

[8] Huang, J., & Nicol, D. (2017). Trust mechanisms 

for cloud computing. Journal of Cloud 

Computing, 6(1), 1–14. 

https://doi.org/10.1186/s13677-017-0076-0 

[9] Li, W., Wu, J., Cao, J., Chen, N., Zhang, Q., & 

Buyya, R. (2021). Blockchain-based trust 

management in cloud computing systems: A 

taxonomy, review, and future directions. Journal 

of Cloud Computing, 10(35), 1–34. 

https://doi.org/10.1186/s13677-021-00247-5 

[10] Liu, Y., Xu, C., Zhang, S., & Zhou, X. (2021). 

Edge intelligence: The confluence of edge 

computing and artificial intelligence. ACM 

Computing Surveys, 53(6), 1–36. 

https://doi.org/10.1145/3391195 

[11] Monir, M., Hassan, R., & Choo, K. K. R. (2019). 

Trust solutions in cloud computing: A survey. 

Cluster Computing, 22(5), 13113–13133. 

https://doi.org/10.1007/s10586-018-1906-9 

[12] Noor, T. H., Sheng, Q. Z., Zeadally, S., & Yu, J. 

(2016). Cloud computing services and service 

selection: A systematic review. International 

Journal of Computer Systems Science and 

Engineering, 31(2), 1–14. 

[13] Saad, M., Spaulding, J., Njilla, L., Kamhoua, C., 

Shetty, S., Nyang, D., & Mohaisen, D. (2019). 

Exploring the attack surface of blockchain: A 

systematic overview. IEEE Communications 

Surveys & Tutorials, 21(3), 2442–2471. 

https://doi.org/10.1109/COMST.2019.2898463 

[14] Sahu, H., Mishra, A. K., Rao, A., Tuddu, S. K., & 

Pal, A. (2023). Towards a unified view of 

machine learning and artificial intelligence. Res 

Militaris, 13(4), 6547–6554. 

[15] Sahu, H., Mishra, A. K., Rao, A., Tuddu, S. K., & 

Pal, A. (2023). Transforming smart production 

with AI and machine learning: Progress, 

challenges, and future pathways. Res Militaris, 

13(4), 6470–6489. 

[16] Singh, A., Chatterjee, K., & Singh, R. (2020). 

Blockchain for trust management in cloud 

computing: A survey. Future Internet, 12(11), 

179. https://doi.org/10.3390/fi12110179 

[17] Sunyaev, A., & Lansing, J. (2016). A conceptual 

framework for trust in cloud computing. Journal 

of Cloud Computing, 5(14), 1–18. 

https://doi.org/10.1186/s13677-016-0055-7 

[18] Tuddu, K. K. S. K. (2024). Essentials of deep 

learning. IIP Publication. ISBN: 978-93-6010-

391-0 

[19] Tuddu, S. K. (2023). Single image dehazing from 

repeated averaging filters using artificial 

intelligence techniques. The Maharaja Sayajirao 

University of Baroda, 56(1(V)), 2190–2199. 

[20] Tuddu, S. K., Sahu, H., Mishra, A. K., & Saroj, 

N. (2023). Advancing vehicular ad-hoc networks: 

Innovations in architecture and applications. Res 

Militaris, 13(4), 6366–6383. 

[21] Tuddu, S. K. (2024). Foundations of operating 

systems. Ink Wind Publications. ISBN: 978-93-

341-4494-9 

[22] Tuddu, S. K. (2024). Internet of things. Charulata 

Publications. ISBN: 978-93-6260-169-8 

[23] Tuddu, S. K. (2024). Autonomous vehicle path 

planner using deep learning (U.S. Patent No. 

6,355,227). United States Patent and Trademark 

Office. 

[24] Tuddu, S. K. (2024). Intelligent public transport 

route optimizer (Indian Patent No. 202,611). 

Indian Patent Office. 

https://doi.org/10.1186/s13677-021-00247-5
https://doi.org/10.1186/s13677-021-00247-5
https://doi.org/10.1186/s13677-021-00247-5


© August 2025 | IJIRT | Volume 12 Issue 3 | ISSN: 2349-6002 

IJIRT 184007 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 3866 

[25] Tuddu, S. K. (2024). IoT-based processing device 

for optimizing public transport route (Indian 

Patent No. 407919-001). Indian Patent Office. 

[26] Tuddu, S. K. (2024). Machine learning-based 

fraud apps detection using sentiment analysis and 

blockchain technology (Indian Patent No. 

15,786). Indian Patent Office. 

[27] Tuddu, S. K. (2024). Smart traffic congestion 

predictor computing device (U.S. Patent No. 

6,351,446). United States Patent and Trademark 

Office. 

[28] Wang, Y., Han, J., & Wang, H. (2021). A survey 

on trust management for cloud computing. ACM 

Computing Surveys, 54(3), 1–36. 

https://doi.org/10.1145/3447874 

[29] Xiao, Y., Zhang, N., Lou, W., & Hou, Y. T. 

(2020). A survey of distributed consensus 

protocols for blockchain networks. IEEE 

Communications Surveys & Tutorials, 22(2), 

1432–1465. 

https://doi.org/10.1109/COMST.2020.2969706 

[30] Yan, Z., Zhang, P., & Vasilakos, A. V. (2014). A 

survey on trust management for Internet of 

Things. Journal of Network and Computer 

Applications, 42, 120–134. 

https://doi.org/10.1016/j.jnca.2014.01.014 

[31] Yefeng, C., & Durresi, A. (2018). A three-level 

trust management framework for cloud 

computing. IEEE Transactions on Cloud 

Computing, 6(2), 1–12. 

https://doi.org/10.1109/TCC.2015.2481399 

[32] Zhang, S., Zhu, Y., & Hung, P. C. K. (2018). 

Blockchain-based solutions to security and 

privacy issues in the Internet of Things. IEEE 

Wireless Communications, 25(3), 10–16. 

https://doi.org/10.1109/MWC.2018.0482917 

[33] Zhang, Y., Kasahara, S., Shen, Y., Jiang, X., & 

Wan, J. (2019). Smart contract-based access 

control for the Internet of Things. IEEE Internet 

of Things Journal, 6(2), 1594–1605. 

https://doi.org/10.1109/JIOT.2018.2846299 

[34] Zhang, Y., Xu, C., & He, D. (2021). Blockchain 

and edge computing integration: A survey, 

solutions, and future directions. IEEE Access, 9, 

51702–51729. 

https://doi.org/10.1109/ACCESS.2021.3070787 

[35] Zhu, X., Wang, L., & Chen, H. (2019). A survey 

of trust evaluation in cloud environments. Future 

Generation Computer Systems, 91, 490–508. 

https://doi.org/10.1016/j.future.2018.09.019 

[36] Zikratov, I., & Kotenko, I. (2020). Decentralized 

access control in cloud using blockchain 

technology. Procedia Computer Science, 169, 

156–162. 

https://doi.org/10.1016/j.procs.2020.02.172 

[37] Rawashdeh, E., Alshraideh, M., & Alqatawna, J. 

(2018). Trust management in cloud computing: A 

survey. International Journal of Cloud 

Applications and Computing, 8(1), 1–23. 

https://doi.org/10.4018/IJCAC.2018010101 

[38] Mrabet, H., Belguith, S., Jemai, A., Alhomoud, 

A., & Jemai, A. (2020). A survey of IoT security 

based on a layered architecture approach. IEEE 

Access, 9, 1537–1561. 

https://doi.org/10.1109/ACCESS.2020.3033376 

[39] Hu, X., Wang, L., & Gong, Z. (2019). Trust-based 

service interaction model in cloud environments. 

Journal of Cloud Computing, 8(1), 12–28. 

https://doi.org/10.1186/s13677-019-0123-7 

[40] Felipe, J. A., & Fiorese, A. (2017). Reputation-

based trust model for cloud computing. Future 

Internet, 9(3), 34. 

https://doi.org/10.3390/fi9030034 


