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Abstract—Data breaches continue to rise at an alarming 

rate, exposing sensitive personal and organizational 

information. Traditional breach-detection methods often 

struggle with scalability, lookup efficiency and semantic 

categorization. To address these challenges, this paper 

presents a hybrid breach-checking framework that 

integrates a Bloom Filter–based probabilistic 

membership testing module with a Natural Language 

Processing (NLP)–based breach categorization 

component. The Bloom Filter significantly reduces 

search latency by rapidly pre-checking large datasets of 

compromised credentials, while the NLP classifier 

categorizes breaches into meaningful classes such as 

financial, social, or governmental. Additionally, we 

introduce Breach Checker, a privacy-preserving React-

based application that empowers end users to verify if 

their email addresses have appeared in known breaches, 

with strong emphasis on security, usability, and 

performance. Experimental evaluations on real-world 

breach datasets demonstrate constant-time lookups 

(O(1)), memory efficiency under 5 MB, and 

categorization accuracy of 87%. The Breach Checker 

application further enhances user awareness through 

interactive visualization, local scan history management, 

and privacy-first design. Together, the proposed 

framework contributes to modern cybersecurity defence 

mechanisms by combining efficiency, interpretability, 

and user empowerment. 

 

Index Terms—Data Breach, Cybersecurity, Bloom Filter, 

NLP, Web Application, Privacy 

 

I. INTRODUCTION 

 

The exponential growth of digital services has resulted 

in unprecedented cyber risks, particularly through 

large-scale data breaches [1]. When sensitive 

information such as email addresses, passwords, or 

financial records is leaked, individuals and 

organizations face threats including identity theft, 

phishing, and financial fraud. 

Existing breach-checking solutions often rely on 

centralized databases with direct lookups, which are 

computationally expensive at scale. Moreover, these 

systems lack semantic intelligence to categorize the 

nature of breaches, thereby limiting their 

interpretability for users. 

This paper introduces a hybrid breach-detection and 

awareness framework. The first component is 

a backend service that integrates Bloom Filters for 

scalable breach lookup and an NLP module for 

categorization. The second component is a front-end 

application (Breach Checker) built with React, which 

provides end users with a privacy-centric and 

responsive interface for monitoring breach exposure. 

Our contributions are summarized as follows: 

• Development of a Bloom Filter middleware for 

constant-time breach detection. 

• Implementation of an NLP-based categorizer to 

provide meaningful insights into breach sources. 

• Deployment of a Node.js backend integrating 

both modules. 

• Design of Breach Checker, a secure and privacy-

preserving React application with visualization 

and scan history. 

 

II. RELATED WORK 

 

A. Breach Lookup Services 

Traditional platforms such as Have I Been 

Pwned utilize large-scale hash datasets to allow public 

lookups [2]. While effective, these systems suffer from 

scalability issues. 

B. Probabilistic Data Structures 

Bloom Filters have been successfully applied in 

network security and intrusion detection due to their 

compact storage and fast membership queries [3].C. 

NLP in Cybersecurity 

Recent studies have demonstrated the potential of NLP 

in phishing detection, intrusion log analysis, and 

breach classification [4]. 

Unlike prior work, our framework integrates 

probabilistic membership testing with semantic 

categorization, and extends this capability to end users 

through a privacy-preserving application. 
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Figure:1 System Architecture 

 

III. METHODOLOGY 

 

A. System Architecture 

The framework consists of three layers: 

1. Pre-check Layer: A Bloom Filter middleware 

verifies whether a given email exists in the dataset 

of compromised credentials. 

2. Categorization Layer: An NLP classifier 

determines the type of breach (e.g., financial, 

social, governmental). 

3. Application Layer: A Node.js API exposes REST 

endpoints, and the React-based Breach Checker 

client enables secure user interactions. 

 

B. Bloom Filter Implementation 

The Bloom Filter is initialized with a dataset of 

breached email addresses. It supports constant-time 

lookups while maintaining minimal memory usage (<5 

MB). Although Bloom Filters introduce a small false-

positive probability, they guarantee no false negatives, 

making them suitable for breach detection. 

 

C. NLP-Based Categorization 

The NLP module employs keyword-based and 

contextual feature extraction, trained on curated 

breach datasets. Categories include Financial 

Breach, Social Media Leak, and Government 

Exposure. 

 

`D. Breach Checker Application 

The React-based Breach Checker application is 

structured as a Single-Page Application (SPA). Core 

features include: 

• Email breach checking with visualized results. 

• Local scan history management using browser 

storage. 

• Dark mode support for usability. 

• Client-side security, ensuring no server 

persistence of user data. 

 

IV. IMPLEMENTATION 

 

• Backend Framework: Node.js with Express.js. 

• Middleware: bloomMiddleware.js for Bloom 

Filter operations. 

• Classifier: nlpClassifier.js for NLP 

categorization. 

• Frontend: React with modular components, React 

Router for navigation, and Context API for global 

state management. 

• Security: HTTPS enforced; no email persistence 

on servers. 

 
Figure:2 Methodology 
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V. RESULTS AND EVALUATION 

 

The system was evaluated on a dataset of 50,000 

breached emails. 

• Lookup Performance: Reduced from linear O(n) 

searches to O(1) lookups. 

• Memory Efficiency: Bloom Filter footprint <5 

MB. 

• Categorization Accuracy: ~87% across three 

classes. 

• ApplicationUsability: BreachChecker 

demonstrated responsive design, clear 

visualization, and privacy-preserving local 

storage for scan history. 

OUTPUT SCREENS 

 
Figure:3 Output Screen 1 

 

 
Figure:4 Output Screen 2 

 
Figure:5 Output Screen 3 

 

 
Figure:6 Output Screen 4 

 

VI. DISCUSSION AND FUTURE WORK 

 

The hybrid framework successfully demonstrates 

scalable and interpretable breach detection. However, 

limitations include Bloom Filter false positives and 

reliance on keyword-based NLP. Future 

improvements include: 

• Integration with Cuckoo Filters to reduce error 

rates. 

• Deployment of deep learning models (e.g., 

BERT, RoBERTa) for nuanced breach 

categorization. 

• Expansion to multi-language support for global 

accessibility. 

• Real API integration in BreachChecker with 

notification features for proactive alerts. 
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VII. CONCLUSION 

 

This paper presented a hybrid breach-detection 

framework that integrates Bloom Filters for scalable 

lookup, NLP-based classification for interpretability, 

and a React-based application for user awareness. 

Experimental results confirm that the system achieves 

constant-time detection, high memory efficiency, and 

meaningful categorization accuracy. The addition 

of BreachChecker ensures that individuals can 

proactively monitor their digital exposure in a privacy-

preserving manner. Together, these contributions 

advance the field of cybersecurity tools by combining 

efficiency, semantic intelligence, and user 

empowerment. 
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