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Abstract— Agentic Artificial Intelligence (AI) systems—
capable of autonomous decision-making and action
execution—are increasingly embedded in critical
domains such as finance, healthcare, and national
security. Unlike traditional AI, agentic Al possesses
autonomy, self-learning, and goal-directed behavior,
presenting unique cyber-resilience challenges. As these
systems become pivotal, their compromise could lead to
catastrophic outcomes, from misinformation
propagation to physical world harm. This paper
proposes a comprehensive framework for securing
agentic Al systems against cyber threats. The framework
systematically addresses vulnerability surfaces, security
primitives, and adaptive defenses tailored to autonomous
decision engines. It introduces a layered architecture
applying principles from distributed systems, cognitive
security, and formal verification. The proposed model
offers governance, technical, and operational guidelines
for ensuring safe deployment of agentic Al in adversarial
environments.

Index terms- Agentic Al Systems; Cyber-Resilience;
Autonomous Decision Engines; Adversarial Machine
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[. INTRODUCTION

The rapid evolution of artificial intelligence has
enabled the development of agentic systems, which

not only process information but also execute actions
autonomously in dynamic and open environments.
These agentic Al systems differ from conventional
machine learning models by their broader perception,
planning capability, cross-domain interoperability,
and persistent goal-seeking behavior.

While agentic Al promises transformative benefits, the
combination of autonomy and connectivity introduces
unprecedented attack surfaces. Traditional
cybersecurity frameworks designed for static or
human-in-the-loop systems fall short in addressing the
real-time, adaptive, and distributed nature of agentic
systems. This necessitates a rethinking of cyber-
resilience strategies, with agentic Al security
considered a first-class requirement. This paper aims
to close this gap by proposing a cyber-resilience
framework tailored for agentic Al systems.

II. BACKGROUND AND RELATED WORK

Agentic Al systems reside at the intersection of Al,
cyber-physical systems, and autonomous agents.
Research in Al safety [1], adversarial machine
learning [2], and secure multi-agent systems [3] has
laid the foundation for ensuring trustworthy decision-
making in Al. However, much of the work focuses on
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specific domains such as robotic control or model
poisoning attacks in ML pipelines.

Recent literature highlights growing interest in
intelligent agents interacting in decentralized networks
(e.g., LLM-powered agents) [4], yet integration of
cybersecurity principles into their architecture is
underdeveloped. Addressing cyber-resilience of
agentic systems requires a unified approach that
incorporates novel risk models, proactive defense
mechanisms, and adaptive incident response.

III. THREAT LANDSCAPE OF AGENTIC Al
SYSTEMS

Agentic Al systems expand traditional cybersecurity
paradigms by introducing the following unique
vulnerabilities:

e Autonomy Abuse: Malicious control or
manipulation of an Al agent’s planning and action
execution capabilities.

e Goal Hijacking: Attackers alter an agent’s reward
function or heuristic evaluation, leading to
adversarial goal alignment.

e FEmergent Behavioral Exploits: Exploiting
unforeseen interactions between agents or
between agents and the environment.

e Cognitive Overload Attacks: Deliberate feeding
of misleading or overwhelming stimuli to induce
failure or irrational behavior.

o Cross-Domain Contagion: Cascading failures
across agent networks due to shared knowledge
bases and task-sharing protocols.

Agentic Al in Cybersecurity:
The Double-Edged Sword
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Figure 1. Threat vectors targeting critical components
of agentic Al systems, highlighting major attack
surfaces such as input poisoning, goal hijacking, and
emergent exploit scenarios.
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IV. PROPOSED FRAMEWORK FOR CYBER-
RESILIENCE

The proposed framework comprises three key layers:
Perception Integrity, Decision Fortification, and
Autonomous Response. It is also supported by
governance guidelines and continuous monitoring
infrastructure.

4.1 Perception Integrity

e Data Provenance Tracking: Every input used by
the AI system should be verifiable for source
credibility.

e Adversarial Detection Models: Embedded models
trained to detect adversarial inputs in real time.

Validation: Domain-specific

knowledge checks applied to input and inferred

states.

e Semantic

4.2 Decision Fortification

e Goal-Sanity Validation: Prior to action execution,
decisions are checked against a set of hard
constraints representing ethical and safety
guidelines.

e Policy Isolation: Segregation of adaptive learning
mechanisms from core safety policies to prevent
unintended drift.

e Formal Verification Modules: Mathematical
proofs ensuring the correctness of decision logic,
especially in safety-critical operations.

4.3 Autonomous Response

e Seclf-Monitoring Agents: Sub-agents dedicated to
overseeing functional agents, providing anomaly
detection and recovery enforcement.

e Redundant Cognitive Backups: Fallback systems
capable of taking control during compromised
states.

e Honeypot Actions & Decoy Goals: Used to
identify threat actors attempting to exploit
decision-making circuitry.
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The Four Pillars of Cyber Resilience in Microsoft 365
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Figure 2. A layered cyber-resilience framework for
securing agentic Al systems, illustrating key security
controls for perception, decision-making, and
response stages.

V. GOVERNANCE AND ETHICAL CONTROLS

Beyond technical measures, implementing cyber-
resilient agentic Al systems demands strong
governance involving:

e  Accountability Frameworks: Defining
responsibility boundaries for Al behavior and
human oversight.

e Compliance Protocols: Adherence to Al laws,
data protection, and cybersecurity regulations.

e FEthical Design Principles: Ensuring alignment
with social norms, fairness, and transparency.
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Figure 3. Governance framework that reinforces
cybersecurity with policy, accountability, and ethical
oversight layers for agentic decision-making systems.

VI. IMPLEMENTATION BLUEPRINT

Case studies in autonomous vehicles and decentralized
finance (DeFi) are discussed here (omitted for brevity
but recommended for a full paper). These illustrate
practical applications of the framework and highlight
lessons from simulated adversarial scenarios.

VII. CHALLENGES AND FUTURE DIRECTION

e Explainability Trade-offs: Balancing
transparency with security in agent decisions.

e Multi-Agent Trust Models: Ensuring long-term
trust in distributed autonomous agents.

e Resilience in Open-World Environments:
Extending resilience mechanisms beyond
controlled conditions.

VIII. CONCLUSION

Securing agentic Al systems requires an integrated
approach blending technical, operational, and ethical
dimensions. By adopting a layered defense framework
tailored to the autonomy and adaptability of decision
engines, organizations can achieve resilient
deployment of agentic Al. The proposed framework
serves as a foundational step for future development
and standardization efforts.
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