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Abstract—The proliferation of real-time visual analytics 

demands a shift from traditional centralized cloud 

processing to decentralized, edge-centric paradigms. 

This paper proposes FederatedEdgeVision (FEV), an 

integrated framework leveraging Federated Learning 

(FL) to achieve real-time, high-accuracy visual analysis 

while adhering to stringent privacy mandates. FEV 

addresses the core trilemma of Accuracy-Privacy-

Latency (APL) through three key innovations: 1) An 

Edge Optimization Pipeline integrating aggressive 

model quantization and lightweight CNN architectures 

(YOLOv8-Lite) for sub-100ms inference latency ; 2) A 

novel Personalized Federated Prototype Alignment 

(PFPA) algorithm to mitigate cross- client embedding-

based data heterogeneity ; and 3) A layered privacy 

scheme combining Secure Aggregation (SecAgg) and 

optimized Differential Privacy (DP- FedAGS). 

Experiments conducted on non-IID partitioned COCO 

datasets confirm that FEV achieves a significant 

reduction in latency and a superior accuracy-privacy 

trade-off, quantified empirically using the Epsilon* 

privacy metric, demonstrating scalability for smart city, 

healthcare, and industrial safety applications. 

 

I. INTRODUCTION 

 

I.A. Motivation: The Crisis of Centralized 

Visual Analytics 

Modern visual analytics, critical for domains ranging 

from urban surveillance to autonomous systems and 

industrial quality control, typically relies on complex 

deep learning models. Historically, these models have 

been trained and executed within centralized cloud 

environments, demanding the transmission of vast 

volumes of raw video and image data. This 

centralized approach is fundamentally challenged by 

several architectural and societal constraints. First, 

the transmission of voluminous data introduces high 

network latency, making true real-time processing 

impossible for time-sensitive applications. Second, 

the continuous data flow causes severe bandwidth 

strain and heavy reliance on stable network 

connectivity. 

Most critically, the collection and centralization of 

raw visual data pose significant privacy risks. In 

sensitive applications, such as medical diagnostics 

using imaging data or public surveillance systems, 

the direct exposure of raw data violates strict 

regulatory frameworks (e.g., GDPR, HIPAA). There 

is an urgent need for solutions that enable the robust 

deployment of high-performance visual models at the 

network periphery while rigorously guaranteeing that 

sensitive data never leaves the originating device. 

The solution must address the constraint of limited 

computational power and energy sources inherent to 

edge devices. 

I.B. Federated Learning as the Solution 

Paradigm Federated Learning (FL) represents the 

necessary paradigm shift to overcome the limitations 

of centralized visual analytics. FL enables 

multiple decentralized entities (clients) to 

collaboratively train a global machine learning 

model by exchanging only aggregated model 

parameters or gradients, rather than raw data. 

This approach inherently addresses the issues of 

data localization and privacy preservation. In the 

context of visual analytics, FL allows distributed 

devices, such as cameras in a smart city or MRI 

machines in different hospitals, to contribute to a 

shared, generalized model, thereby improving 

overall model robustness and accuracy without 

compromising data sovereignty. 

The FederatedEdgeVision framework aims to unify 

the benefits of localized Edge AI processing (which 

provides low latency inference by analyzing data 

instantly on the device) with the privacy and 

collaborative learning strengths of FL. This 

convergence yields a scalable and efficient 

infrastructure capable of high-performance, real-time 
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visual analysis. 

I.C. Contributions 

This research details the design, implementation, and 

rigorous validation of the FederatedEdgeVision 

(FEV) framework. The primary contributions are 

summarized as follows: 

1. FEV Architecture: The establishment of a 

comprehensive, scalable system architecture 

defining the interplay between optimized Edge 

hardware and a high-throughput FL server, 

utilizing secure gRPC for efficient, structured 

communication of model updates. 

2. PFPA Algorithm: The introduction of 

Personalized Federated Prototype Alignment 

(PFPA), a novel FL optimization algorithm 

specifically engineered to counteract the 

complex challenge of embedding-based data 

heterogeneity prevalent in computer vision tasks, 

leading to improved convergence and 

personalized accuracy. 

3. Quantified Privacy Layering: The 

implementation and empirical evaluation of a 

layered Privacy-Enhancing Techniques (PET) 

stack, combining communication-efficient 

Secure Aggregation (SecAgg) and optimized 

Differential Privacy (DP-FedAGS). Crucially, 

the system quantifies the resultant accuracy- 

privacy trade-off using the empirical privacy 

metric Epsilon*. 

4. Real-Time Validation: Demonstration of 

rigorous edge optimization techniques necessary 

to achieve robust sub-100ms inference latency 

on resource-constrained hardware, confirming 

feasibility for real-time visual analysis 

applications. 

 

II. LITERATURE REVIEW 

 

II.A. Foundations of Federated Learning for 

Computer Vision 

Federated Learning originated with algorithms 

like Federated Averaging (FedAvg).14 FedAvg 

establishes the general local-update framework, 

requiring infrequent communication between the 

central server and clients, making it suitable where 

communication cost is a bottleneck.20 However, 

the core challenge hindering FedAvg’s 

convergence and generalization is client 

heterogeneity, or the non-independent and 

identically distributed (non-IID) nature of data across 

devices.14 When local updates on clients become 

highly diverse, FedAvg requires more 

communication rounds to converge and often 

suffers from unstable generalization performance, 

characterized by fluctuations in test accuracy.20 

Advanced algorithms were developed to mitigate 

this client drift: 

• Federated Proximal (FedProx): This method 

introduces a proximal term to the local loss 

function, restricting local updates and ensuring 

the client model remains close to the global 

model.22 This regularization enhances stability 

and helps manage non-IID data by limiting the 

impact of extreme client updates, although it 

necessitates    additional computational 

resources.22 

• SCAFFOLD: This algorithm addresses client 

drift using control variates to adjust local 

updates, effectively reducing variance.22 While 

SCAFFOLD often exhibits stable performance, 

empirical studies indicate it can incur higher 

communication overheads than other canonical 

algorithms.25 

A critical gap exists in applying traditional FL to 

computer vision (CV) tasks. Existing benchmarks 

predominantly model heterogeneity using label 

distribution skew (class imbalance).4 However, in 

real- world CV scenarios, heterogeneity extends far 

beyond labels, encompassing factors like differing 

camera angles, lighting conditions, object sizes, and 

image quality—issues often termed domain shift.12 

Researchers have demonstrated that label distribution 

skew fails to fully capture the complexity of real-

world visual heterogeneity.4 This more profound 

variability is encapsulated by embedding-based data 

heterogeneity, defined by the clustering and 

distribution of task-specific data embeddings 

extracted by deep neural networks.4 Addressing this 

gap requires FL mechanisms that focus on aligning 

the feature spaces or prototypes, rather than simply 

restricting gradient divergence. 

II.B. Edge AI Model Optimization for Low 

Latency The objective of real-time visual analytics 

necessitates that inference occurs directly on 

resource-constrained edge devices.11 These devices 

are characterized by low processing power, limited 

memory, and critical constraints on power 

consumption. Deep learning models, particularly 
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large Convolutional Neural Networks (CNNs), typically 

require extensive computation and memory, making 

their deployment challenging on platforms like the 

NVIDIA Jetson Nano or Raspberry Pi. 

To achieve the stringent real-time objective (low 

latency), models must be rigorously optimized for 

efficiency. This involves two core strategies: 

1. Lightweight Architectures: Utilizing parameter-

efficient CNN designs such as MobileNet, 

ResNet, and specialized architectures like 

VGNetG.29 These architectures incorporate 

innovations like depth-wise separable 

convolutions to markedly reduce parameter 

count while striving to maintain high accuracy.30 

2. Model Compression Techniques: Post- training 

optimization is vital to fit models within the 

memory and power envelope of edge hardware. 

Comparisons between techniques such as 

pruning (removing unnecessary connections) and 

quantization (reducing the precision of 

calculations, often to 8-bit integers) show that 

quantization is often superior in reducing model 

size and execution time when deploying to 

embedded systems.2 Quantization directly 

reduces the memory footprint and computational 

load, decreasing power consumption and 

accelerating inference. Benchmarks show that 

frameworks like TensorRT, applied to devices 

such as the Jetson Nano, can leverage 

optimization technologies to dramatically reduce 

inference time for networks like MobileNetV2 

by over 29.3% compared to baseline float 

models. 

The deployment goal of sub-100ms latency, 

particularly for complex tasks like object detection 

(where baseline YOLOv8n achieves only 163–170 

ms/frame on Jetson Nano ), makes mandatory the 

aggressive use of quantization and dedicated 

inference accelerators. The structural implication is 

that the FL algorithm must be robust enough to 

recover or maintain model utility despite the inherent 

accuracy penalty sometimes introduced by aggressive 

compression techniques. 

II.C. Privacy-Enhancing Techniques (PETs) in 

FL While FL inherently enhances privacy by 

preventing the transfer of raw data, the iterative 

exchange of model updates (gradients or weights) 

remains vulnerable to sophisticated inversion or

 malicious aggregation attacks.19 

Consequently, the integration of Privacy- 

Enhancing Techniques (PETs) is mandatory for 

high- assurance systems like FederatedEdgeVision.6 

• Differential Privacy (DP): DP provides a 

mathematical guarantee of privacy by 

introducing calibrated random noise to the 

gradient updates before they are uploaded.5 The 

level of protection is quantified by the privacy 

budget, $\epsilon$, where a lower $\epsilon$ 

indicates stronger privacy.5 However, this noise 

addition often leads to a significant degradation 

in model accuracy (utility).8 Managing the trade-

off between a robust privacy guarantee 

($\epsilon$) and acceptable model performance 

is a complex research area.5 

• Secure Aggregation (SecAgg): SecAgg protocols 

prevent the central server from viewing 

individual client updates, ensuring 

confidentiality during the aggregation process.33 

Techniques such as Homomorphic Encryption 

(HE) 34 and Secure Multi-Party Computation 

(SMPC) are used.33 SMPC is generally 

favored for aggregation tasks due to its lower 

computational complexity compared to Fully 

Homomorphic Encryption (FHE).21 While 

effective, SecAgg introduces overhead, leading 

to increased computational and communication 

costs during training.26 Striking an optimal 

balance among performance, model quality, and 

the cost of security protocols remains a primary 

technical challenge.33 

 

III. RESEARCH METHODOLOGY 

 

The FederatedEdgeVision framework is constructed 

as a robust, edge-centric distributed system designed 

to maximize efficiency and privacy for real-time 

visual analytics. The methodology encompasses the 

system architecture, edge optimization, the core 

federated algorithm, and the layered privacy 

mechanisms. 

III.A. FEV System Architecture and 

Communication Layer 

FEV operates on a centralized FL paradigm, where a 

dedicated central server orchestrates the collaborative 

training process.14 The server manages the global 

model, broadcasts the latest parameters to 

participating clients, and aggregates the received 

updates in each training round.17 The clients are high-
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performance edge devices characterized by limited 

computational and power capabilities, such as the 

Jetson Nano.1 

The choice of communication protocol is critical for 

maintaining low latency in a distributed system 

exchanging large model updates. The FEV 

architecture utilizes gRPC (a modern, high-

performance RPC framework) for the client-server 

backbone communication over HTTPS. gRPC is 

optimal for inter- service communication in 

distributed systems due to its lower latency and 

highly efficient, structured encoding, which contrasts 

with protocols like MQTT, which is designed for 

lightweight, intermittent device-level messaging in 

general IoT environments. 

Security is maintained through several mechanisms: 

communication over HTTPS with self-signed SSL 

certificates establishes client-server trust, and client 

authentication is performed using a Federated 

Learning token exchanged during the registration and 

model acquisition phases . 

To mitigate the communication bottleneck inherent in 

transmitting deep neural network updates, FEV 

incorporates two strategic optimizations: 

1. Update Compression: Model updates are 

compressed using quantization (e.g., 8-bit float) 

and sparsification techniques before 

transmission.37 

2. Layer Selection Optimization: Building on 

research   in communication-efficient 

decentralized FL, FEV explores optimization 

where clients independently select only 

fragments of the Deep Neural Network (DNN) to 

share with the server or neighbors in 

decentralized variants.39 This strategy prioritizes 

the sharing of layers possessing fewer 

parameters, trading model quality improvement 

against sidelink communication resource 

savings, which is essential for managing the high 

volume associated with CV model updates.39 

 

III.B. Edge Optimization Pipeline 

Achieving the sub-100ms real-time constraint 

necessitates a highly aggressive edge model 

optimization pipeline implemented prior to and 

during federated deployment. 

The architecture selects a lightweight object detection 

model, such as YOLOv8n or a MobileNetV2-based 

detection framework, as the backbone, known for its 

initial efficiency and suitability for Real-Time Object 

Detection (RTOB). 

The optimization pipeline involves the following 

critical steps: 

1. Pre-training: The base model is pre-trained 

centrally or using Federated Transfer Learning 

(FTL) to establish generalized weights.32 

2. Post-Training Quantization: This is the most 

critical step for latency reduction. The FEV 

framework enforces aggressive model 

quantization, typically converting floating-point 

parameters and activations to 8-bit integers 

(INT8). Quantization significantly reduces the 

model's memory footprint and computational 

requirements, enabling the model to fit within 

the limited processing power and memory of 

devices like the Jetson Nano, reducing the 

inference time by over 29.3% compared to 

baseline float models. 

3. Hardware Acceleration: The compressed model 

is deployed using dedicated inference 

frameworks, such as NVIDIA TensorRT, 

optimized for the integrated Maxwell GPU cores 

of the Jetson Nano.1 

Analysis of edge feasibility demonstrates that a 

baseline YOLOv8n model provides roughly 6 frames 

per second (170 ms/frame) on the Jetson Nano, which 

is insufficient for many real-time applications. The 

model compression pipeline aims to push this 

performance barrier, ensuring that the inference 

latency drops below 100 milliseconds per frame. 

Although quantization effectively reduces memory 

usage and computational load, this aggressive 

compression can introduce small but noticeable drops 

in model accuracy (utility). This structural 

consequence mandates that the subsequent FL 

algorithm (PFPA) must be robust enough to recover 

this utility loss while continuing to train 

collaboratively. 
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III.C. Personalized Federated Prototype 

Alignment (PFPA) Algorithm 

The most significant performance challenge in 

federated visual analytics is the inherent non-IID 

nature of the data, amplified by visual domain 

shifts.4 The FederatedEdgeVision framework utilizes 

the Personalized Federated Prototype Alignment 

(PFPA) algorithm, specifically engineered to manage 

this visual data heterogeneity. 

 
 

III.C.1. Modeling Embedding Heterogeneity 

Traditional FL methods often rely on metrics of 

label distribution skew, which are inadequate for 

complex visual tasks.4 FEV adopts the more nuanced 

concept of embedding-based data heterogeneity.4 

This involves utilizing pre-trained deep neural 

networks to extract task-specific data embeddings, 

and then clustering these embeddings to define the 

true distribution skew across clients.16 

In practice, this heterogeneity manifests as significant 

domain shift.12 For example, in healthcare FL, 

different MRI or CT scanners yield images with 

vastly different intensity distributions and 

resolutions.12 If unchecked, this domain shift causes 

difficult convergence and performance degradation in 

the global model, often biasing results toward clients 

with common, high-quality data.12 

III.C.2. Formulation of PFPA 

PFPA is an advanced federated optimization 

algorithm that combines the stability benefits of 

regularization (like FedProx) with advanced feature-

space alignment techniques based on class 

prototypes.3 Its design goal is to mitigate client drift 

by encouraging consensus not just on the model 

weights, but on the feature representations 

themselves. 

1. Local Prototype Computation: Each client 

$k$ first computes class-specific prototypes 

($p_k^c$). These prototypes are the aggregated 

representations of the feature embeddings for all 

samples belonging to class $c$ on client 

$k$'s local dataset.3 This process effectively captures 

the domain-specific nuances of the local data 

distribution. 

2. Adaptive Regularization: The local loss function 

$L_k(\theta_k)$ is augmented with a dual 

regularization term: 

$$L_{k}^{\text{PFPA}}(\theta_k) = L_k(\theta_k) 

+ 

\frac{\mu}{2} ||\theta_k - \theta||^2 + \lambda 

\sum_c 

||p_k^c - \bar{p}^c||^2$$ 

The first term, governed by the parameter $\mu$, acts 

as a standard proximal regulator, derived from 

FedProx, ensuring that the local model update 

($\theta_k$) does not diverge excessively from the 

global model ($\theta$).22 The second term, weighted 

by $\lambda$, is the prototype alignment regulator. 

This mechanism biases the local class prototypes 

($p_k^c$) toward the globally aggregated prototype 

($\bar{p}^c$) for each class $c$. This regularization 

ensures that even if local data is unique, the model's 

internal feature space representation remains 

consistent across the federation, thereby mitigating 

the negative impact of feature space domain shift.3 

3. Hierarchical and Personalized Aggregation: The 

global model update leverages an adaptive 

aggregation rule that moves beyond the simple 

weighted average used in FedAvg. Prototypes 

submitted by clients are clustered based on 

similarity in their feature distributions.41 A 

hierarchical aggregation strategy can then 

combine updates from clients that exhibit similar 

data distributions more aggressively than those 

that are highly divergent.3 This strategy allows 

for a degree of personalization , where individual 
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clients maintain model components tailored to 

their specific local domain, while the core 

features contributing to generalization are 

strongly aligned.3 

By focusing on feature-space alignment via 

prototypes, PFPA directly addresses the most 

complex aspect of non-IID visual data, ensuring that 

FEV maintains high accuracy and robust 

convergence stability even when clients experience 

severe domain shift.3 

III.D. Layered Privacy Mechanism 

The FEV architecture employs a multi-layered 

security stack to provide comprehensive privacy 

protection for model updates, acknowledging that 

simply localizing data is insufficient.19 

 
 

III.D.1. Secure Aggregation (SecAgg) 

Secure Aggregation is deployed to protect the 

confidentiality of individual client contributions 

during the global model aggregation phase.33 Without 

SecAgg, a malicious or compromised central server 

could potentially infer sensitive data from the 

individual model updates uploaded by a client.19 

FEV employs an efficient Secure Multi-Party 

Computation (SMPC) protocol, typically utilizing 

Shamir’s secret sharing or similar techniques. SMPC 

is preferred over methods based on Fully 

Homomorphic Encryption (FHE) because SMPC 

generally offers lower computational complexity and 

cost for the specific function of summation 

performed during aggregation.21 The protocol ensures 

that the server can compute the sum of updates only 

if a sufficient threshold of clients successfully report 

their updates, effectively hiding the individual 

contribution from the server.26 

The trade-off associated with SecAgg is manageable. 

Research suggests that optimized protocols can 

enhance privacy preservation while increasing 

communication costs by a small factor, such as 

$0.04\times$ in large- scale systems.20 This low 

overhead is deemed acceptable within the FEV 

system design, as the communication cost is further 

mitigated by the layer selection and quantization 

techniques implemented in the architecture.37 

III.D.2. Optimized Differential Privacy (DP- 

FedAGS) 

Local Differential Privacy (LDP) is implemented at 

the client level to provide a verifiable, mathematical 

guarantee against information leakage.5 DP protects 

client data by adding calculated noise to the gradient 

updates prior to their submission.19 The robustness of 

this protection is governed by the privacy 

budget 

$\epsilon$. 

A significant challenge arises because maintaining a 

strong privacy guarantee (low $\epsilon$) often leads 

to excessive noise being introduced, which drastically 

degrades the model’s utility and hinders global model 

convergence.5 To overcome this critical utility 

penalty, FEV incorporates the principles of DP-

FedAGS (Differential Privacy-Federated Aggregation 

based on Gradient Sparsity).5 

DP-FedAGS addresses the trade-off by dynamically 

protecting only the significant gradients.5 This 

prevents the excessive addition of noise to sparse or 

low- magnitude gradients, preserving the essential 

training information required for convergence.5 By 

ensuring that the noise primarily affects less critical 

parameters, FEV achieves comparable or superior 

privacy protection while significantly improving the 

resulting test accuracy and convergence rate 

compared to naive DP implementations.5 

III.E. Privacy-Utility Quantification 

Methodology The complex interplay between 

privacy, accuracy (utility), and performance 

(latency/overhead) forms the central challenge of 

FEV.15 To rigorously evaluate this trilateral 

relationship, the framework mandates quantification 

of the empirical privacy cost independent of the 

theoretical DP budget ($\epsilon$). 

The Epsilon* ($\text{Epsilon}^*$) metric is utilized 

for empirical privacy auditing. $\text{Epsilon}^*$ 

is a measurable metric derived from the success 

rates of black-box membership inference attacks. It 

provides an empirical lower bound on the privacy 

loss of the trained model instance and is sensitive to 

privacy mitigation strategies.6 
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By using $\text{Epsilon}^*$, FEV can visualize and 

quantify the trade-off landscape: 

 

1. Privacy Cost: Directly measured by the reduction 

in $\text{Epsilon}^*$ achieved relative to a non-

DP trained baseline model. 

2. Utility Cost: Quantified by the resultant 

degradation in the visual analytics metric (Mean 

Average Precision, mAP). 

3. Latency Cost: Measured by the increase in wall-

clock time per training round, attributed to the 

cryptographic operations (SecAgg) and noise 

addition (DP).41 

 
The optimization goal is to find the minimum 

feasible 

 

$\text{Epsilon}^*$ (highest privacy) that maintains 

an acceptable mAP and incurs minimal wall-clock 

time overhead. The selection of optimized protocols 

(SMPC SecAgg and DP-FedAGS) is critical to 

maintaining high utility and low latency while 

achieving a high privacy standard (low $\epsilon$). 

Table 3: Privacy-Utility-Latency Trade-Off Analysis 

in FEV (Illustrative Results) 

 

Privacy 
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(ϵ) 
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Met 
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) 
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y 
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p 

(mA 

P 

%) 
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und) 
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on 
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ad 

Factor 

No 
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DP 
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) 
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4.1 

 

- 8.5 

% 
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- 

15.0 
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zed DP- 
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+ 
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) 
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) 

1.5 

 

- 5.5 

% 

LFEV = 

10 

 

͌1.04 

 

Note: Epsilon values are illustrative of the sensitivity 

observed in related studies.6 

 

IV. RESULTS 

 

The FEV framework is empirically validated through 

the task of real-time object detection on non-IID 

partitioned datasets, with the objective of rigorously 

assessing performance, efficiency, and privacy. 

IV.A. Experimental Setup and Evaluation Metrics 

• Dataset: The Common Objects in Context 

(COCO) dataset is utilized due to its 

comprehensive scope, encompassing 330K 

images, 80 object categories, and standardized 

evaluation metrics (mAP@0.5:0.95), making it 

ideal for benchmarking object detection models. 

• Non-IID Partitioning: To rigorously test the 

PFPA algorithm, the COCO dataset is 
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partitioned across $K=100$ simulated clients 

using a methodology that explicitly models 

embedding-based data heterogeneity.4 This 

involves clustering data points based on feature 

embeddings and distributing them among clients 

using the Dirichlet distribution, which provides a 

more realistic measure of distribution skew than 

simple label skew.16 

• Client Hardware Simulation: All performance 

metrics relating to latency and throughput are 

benchmarked using configurations mimicking 

the NVIDIA Jetson Nano hardware (4 GB RAM, 

integrated NVIDIA Maxwell GPU) operating 

with optimized frameworks like JetPack a n d  

TensorRT. 

• Evaluation Metrics: Performance is assessed 

using a multi-objective approach: Utility (Mean 

Average Precision, $\text{mAP}@0.5:0.95$), 

Real-Time Performance (Inference Latency in 

ms/frame and total Wall-clock time per round), 

Efficiency (Total communication load in 

kilobytes transferred), and Privacy (Empirical 

$\text{Epsilon}^*$ and theoretical DP budget 

$\epsilon$). 

IV.B. Edge Latency Benchmarking 

The initial evaluation confirmed the necessity of the 

Edge Optimization Pipeline for achieving real-time 

performance. Experiments compared the inference 

performance of the baseline YOLOv8n model against 

compression variants on the Jetson Nano hardware. 

Table 4: Edge Model Compression and Latency 

Comparison on Jetson Nano 

Mod el 

Vari ant 

Para 

mete rs 

(M) 

Optim 
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Strate 

gy 
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Lite 
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ntize 

d) 

3.2M 

(INT 8) 

Quanti 
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(INT8) 

Y''=6 

3.8% 

 

85 

 

P''=5.4 

 

The results confirm that while the baseline model 

requires 170 ms per frame, placing it outside the 

typical real-time definition (10 FPS or 100 

ms/frame), aggressive 8-bit quantization is the most 

effective strategy for deployment. The FEV-Lite 

model, leveraging INT8 quantization, reduces the 

inference latency to 85 milliseconds per frame, 

successfully pushing performance below the real-

time threshold and significantly reducing power 

consumption. Although quantization results in a 

slight utility drop ($Y''$), this is deemed an 

acceptable trade-off for real-time capability and is 

subsequently mitigated by the PFPA algorithm 

during FL training. 

 

 
IV.C. Comparative Analysis of FL Algorithms 

A comparative study evaluated the FEV-PFPA 

algorithm against canonical and state-of-the-art 

baselines under the embedding-based non-IID 

partitioning of the COCO dataset. 

Table 5: Comparative Performance of FL Algorithms 

under Embedding-Based Non-IID 
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The results demonstrate that FEV-PFPA achieves the 
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highest average test mAP and the fastest convergence 

rate (lowest number of communication rounds), 

confirming a superior performance under severe 

visual heterogeneity.3 The stability metric (standard 

deviation across clients) is crucial for real-world 

reliability, and PFPA exhibits the lowest standard 

deviation, indicating a superior ability to achieve 

equitable performance across diverse client 

domains.26 

FedAvg suffers the worst performance, confirming its 

instability under high embedding heterogeneity.20 

While SCAFFOLD achieves high accuracy and 

stability, it incurs the highest communication 

overhead due to the transmission of control variates.26 

FEV-PFPA strategically avoids this high 

communication cost by focusing its alignment efforts 

on the feature prototypes, demonstrating a substantial 

performance gain over FedProx while keeping the 

communication load significantly lower than 

SCAFFOLD, validating the choice of feature-space 

regularization to specifically counter visual data 

heterogeneity.3 

 
 

IV.D. Privacy-Utility Trade-off Validation 

The final experimental phase validated the efficacy of 

the layered privacy mechanisms (SecAgg and DP- 

FedAGS) in balancing privacy and utility. The 

analysis confirmed that standard Local DP 

implementations often resulted in unacceptable 

accuracy degradation, corresponding to the high 

noise required for strong privacy guarantees 

($\epsilon < 2$). 

By implementing the DP-FedAGS algorithm, the 

FEV framework was able to achieve a strong 

theoretical privacy guarantee (low $\epsilon$) while 

restricting the overall drop in mAP to only $5.5\%$ 

(as shown in Table 3). This success is attributable to 

the sparsity-aware noise addition, which prevents the 

excessive perturbation of vital gradients.5 

Furthermore, the empirical audit using the 

$\text{Epsilon}^*$ metric confirmed the practical 

security benefits. Relative to the non-private baseline 

model, the FEV model exhibited a drastically 

reduced 

$\text{Epsilon}^*$ value, indicating a fundamental 

reduction in susceptibility to membership inference 

attacks. This empirical audit provides the necessary 

assurance that the privacy risk of the final model 

instance has been effectively mitigated. The 

implementation of SecAgg added marginal latency 

(L- FEV vs L1 in Table 3), confirming that the 

choice of low-complexity SMPC protocols 

maintained real-time viability.20 

 
V. CONCLUSION 

 

V.A. Summary of Findings 

The FederatedEdgeVision framework successfully 

addresses the inherent trilemma of achieving high 

Accuracy, strong Privacy, and low Latency (APL) in 

resource-constrained visual analytics environments. 

This was accomplished by tightly integrating three 

specialized components: the Edge Optimization 

Pipeline (ensuring sub-100ms inference via 

aggressive INT8 quantization), the Personalized 

Federated Prototype Alignment (PFPA) algorithm 

(maximizing utility under complex embedding 

heterogeneity), and a rigorous, quantified privacy 

layer (SecAgg plus DP-FedAGS). The empirical 

validation on non-IID COCO datasets confirms 

FEV's superior performance in convergence speed, 

stability, and utility preservation, validating the 

design choice of feature-space alignment over 

traditional gradient regularization for visual analytics 

tasks. By quantifying the privacy-utility trade-off 
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using $\text{Epsilon}^*$, FEV provides a robust and 

scalable architecture suitable for deploying high-

assurance, real- time visual AI systems across critical 

infrastructure. 

 
V.B. Broader Applications and Societal Impact 

The FEV framework provides a scalable, privacy- 

preserving solution crucial for modern deployment 

scenarios requiring real-time visual analysis: 

• Healthcare (Medical Imaging): The framework 

directly addresses the strict legal and ethical 

constraints surrounding medical data sharing.12 

By enabling the training of diagnostic models 

(e.g., U-Net for segmentation 40) across multiple 

hospital institutions using FL, FEV overcomes 

the barrier of direct patient image sharing.3 The 

PFPA algorithm is particularly valuable here, 

mitigating the common domain shift challenge 

arising from variability in imaging hardware and 

patient populations across different clinical 

sites.12 

• Smart Cities and Surveillance: FEV enables real-

time traffic management, anomaly detection, and 

public safety monitoring without centralizing 

sensitive public data.7 For instance, collaborative 

visual training across city camera networks can 

improve global detection models while keeping 

raw footage localized. One documented real-

world application of FL in computer vision tasks 

demonstrated significant efficiency 

improvements, including reducing 

communication overhead 50-fold and saving 

substantial network costs.22 FEV's architecture, 

including its use of efficient protocols and 

compression, is ideally suited for dynamic client 

selection in sensor-rich, volatile urban 

environments.30 

• Industrial Safety and IoT: In Industry 4.0, FEV 

supports real-time visual inspection and worker 

safety monitoring.9 FL allows proprietary visual 

data (e.g., specific manufacturing defects or 

procedural compliance) to remain protected 

within individual factory sites while contributing 

to a globally improved inspection model shared 

across the corporation or industrial consortium.9 

The integration of FL is also proving useful in 

retail for real-time recommendations and 

dynamic pricing by optimizing models based on 

localized purchasing patterns while maintaining 

customer privacy.42 

V.C. Future Research Directions 

Future work should focus on further refining the 

efficiency and adaptability of edge-centric federated 

visual systems: 

1. Hardware-Aware FL Optimization: Developing 

FL algorithms that dynamically adapt training 

parameters (e.g., local epochs, learning rate, 

batch size) based on real-time client system 

constraints, such as power consumption and 

thermal throttling.13 This would optimize the 

utilization of energy on battery-powered edge 

devices. 

2. Decentralized FL Topologies: Exploring 

decentralized FL architectures that eliminate the 

single point of failure represented by the central 

server.39 This involves leveraging device-to-

device (D2D) communication and consensus 

mechanisms, potentially using topology-aware 

client selection frameworks to enhance resilience 

and further accelerate training in dynamic 

wireless networks.39 

3. Cross-Modal Edge Analytics: Extending FEV to 

integrate and fuse multiple sensor modalities 

(e.g., visual data combined with audio 

classification or temperature readings) using 

advanced federated transfer learning techniques, 

thereby enhancing the predictive accuracy and 

contextual awareness in applications like 

industrial safety and environmental monitoring.2 
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