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Abstract—The project uses the DistilBERT model, which 

aims to enhance semantic and contextual understanding 

in phishing content analysis. 

Phishing attacks have been among the most prevalent 

and damaging forms of cybercrime, exploiting user trust 

to steal users’ sensitive information such as passwords 

and financial details and personal data. Traditional 

blacklist and rule-based detection techniques often fail to 

identify newly generated or sophisticated phishing 

websites. As a result, this paper proposes the Browser-

Extension Phishing Detection directly connected to 

Chrome, using Machine Learning (ML) and Natural 

Language Processing (NLP) to endow the browser with 

real-time phishing detection intelligence. The system will 

embed an optimized DistilBERT classifier hosted on the 

FastAPI backend, seamlessly communicating with the 

Chrome Extension frontend for visited URL and 

webpage content analysis. 

This solution makes sure that users' data, both personal 

and browsing, are not stored anywhere, as it operates on 

lightweight inference, thus guaranteeing users' privacy. 

The proposed system embeds advanced ML capabilities 

within the browser environment and hence offers 

adaptive, fast, and user-friendly protection against 

evolving phishing threats. It forms a practical bridge 

between academic research and real-world cybersecurity 

applications, providing a scalable approach that protects 

users in everyday interactions over the web. 

The proposed system uses DistilBERT LLM in the LLM 

component of the system; hence, it provides deep 

contextual interpretation for webpage content to identify 

sophisticated phishing attacks. 

 

I. INTRODUCTION 

 

Phishing is among the top cybersecurity threats these 

days because it involves establishing real-looking 

websites to steal passwords and personal and banking 

information from targeted users. As the use of the 

internet grew, so did the sophistication of phishing 

attacks; they often bypass conventional detection 

methods that rely on either blacklisting or fixed rules. 

The project introduces a phishing detection Chrome 

extension powered with ML, NLP, and LLMs for 

smarter and faster detection. This system 

automatically checks every visited website in real time 

and alerts users if it detects suspicious activities. 

The Chrome Extension would act as a frontend that 

communicates with a FastAPI backend where the 

features extracted from the website are analyzed by the 

trained DistilBERT-based classifier , and whether the 

site is legitimate or phishing is shown directly to the 

user. 

Unlike most of the traditional blacklisting 

mechanisms, our model is designed to analyze more 

than 30 runtime features such as URL structure, SSL 

status, “@” symbols, and the pattern of redirection. 

Role of NLP and LLM 

NLP detects different phishing signals in texts on web 

pages, including urgency phrases like "your account 

will be blocked" or "verify now." 

While LLMs understand the meaning and intent of 

sentences on a deeper level, this feature helps the 

model to identify sophisticated scams that use natural, 

convincing language. 

Put together, these technologies make the system 

intelligent, privacy-friendly, and capable of detecting 

even newly emerging phishing websites. 

 

II. OBJECTIVES 

 

1. Browser-Integrated Phishing Detection System: 

Design a Chrome extension that would integrate 

directly into the browser, using a previously trained 
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ML model to detect phishing websites for instant, 

seamless protection while browsing. 

2. Optimized XGBoost Model: 

Based on the DistilBERT model, which was fine-tuned 

with a balanced dataset of phishing and legitimate 

webpage content, develop and optimize the final 

classifier for accurate and efficient phishing detection. 

3. Feature Extraction Pipeline: 

A real-time content analysis pipeline that processes 

webpage text and metadata, capturing semantic and 

contextual features for precise identification of 

phishing. The system leverages DistilBERT to 

understand webpage content, detecting suspicious 

language, phishing cues, and malicious intent. 

4. Fast API Backend for Inference: 

Design lightweight FastAPI backend that facilitates 

real-time communication between the Chrome 

Extension and the DistilBERT model, enabling fast 

and reliable phishing detection by analyzing webpage 

content for semantic and contextual cues. 

5. Integration of NLP and LLM: 

Leverage DistilBERT to combine linguistic and deep 

contextual understanding for smarter, real-time 

phishing detection on webpage content. 

6. Protection of Privacy: 

Ensure all processing is done locally within the 

browser, or securely on the backend without storing 

any user browsing or personal data. 

7. User-friendly interfaces: 

Provide clear, real-time alerts to users via an intuitive 

Chrome Extension dashboard. 

8. Privacy-Friendly Detection: 

Perform phishing detection locally or securely on the 

backend, without storing any user data, browsing 

history, or personal information, ensuring complete 

user privacy. 

 

III. TECHNOLOGIES AND FEATURES 

 

• Real-time detection of phishing URLs and 

webpages 

• DistilBERT-based ML model for semantic and 

contextual analysis 

• NLP processing to detect deceptive text, urgency 

phrases, and suspicious patterns 

• LLM for deep understanding of content meaning 

and context 

• Chrome Extension frontend and FastAPI backend 

• REST API to handle communication between the 

model and extension 

• Privacy-focused: no user data stored, ensuring 

safety and confidentiality 

A.  Project structure: 

  Frontend /– Chrome Extension frontend (HTML + 

JS) 

 Backend /– Python FastAPI backend with 

DistilBERT model 

 app.py – API endpoints 

 bert_model.py– DistilBERT model loading & 

inference logic 

Dataset (.csv) /– phishing & legitimate URL dataset 

(for training/fine-tuning DistilBERT) 

Notebook /– model training, fine-tuning & evaluation 

notebooks 

Notebook / – model training & evaluation notebooks 

 

B. Technologies used: 

  Machine Learning – DistilBERT (for semantic and 

contextual classification), Scikit-learn (for any 

auxiliary ML tasks) 

  NLP – text preprocessing and feature extraction for 

phishing content 

  LLM – DistilBERT provides deep contextual 

reasoning and interpretation of webpage content 

  Backend – Python, FastAPI 

  Frontend – JavaScript, HTML, Chrome APIs 

  Tools – Pandas, NumPy, Transformers (Hugging 

Face), PyTorch or TensorFlow (for DistilBERT 

inference) 

 

The DistilBERT model is used for contextual language 

understanding, helping the system accurately 

distinguish between legitimate content and 

sophisticated phishing text patterns in real time. 

 

IV. METHODOLOGY 

 

The phishing detection system leverages machine 

learning and LLM-based contextual analysis to detect 

malicious websites in real time. The methodology 

follows: 

a. Feature Extraction 

Extract features based on 30+ lexical, structural, and 

content-based characteristics, including URL length, 

number of redirects, HTTPS, and suspicious words. 

 

b. Machine Learning Model – DistilBERT 
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The proposed system uses a DistilBERT model, fine-

tuned on a balanced dataset of legitimate and phishing 

URLs and webpage content. This provides high 

accuracy and efficiency in classification by analyzing 

both textual content and contextual patterns. 

 

c. Backend Implementation 

The model is integrated into a FastAPI backend, 

enabling fast communication between the Chrome 

Extension frontend and the DistilBERT model for 

real-time inference. 

 

d. Chrome Extension Integration 

The Chrome Extension captures URLs and webpage 

content in real time while browsing and displays 

detection results instantly, without saving any user 

data. 

 

e. NLP and LLM Integration 

The NLP module extracts textual signals, such as 

suspicious words, unusual punctuation, and 

manipulative sentence patterns. 

The DistilBERT model, serving as the LLM 

component, interprets the meaning and intent of the 

text, enhancing detection of sophisticated phishing 

attacks. 

Together, NLP and the LLM provide deep contextual 

intelligence, improving classification performance. 

 

 
 

4.1 Theoretical Framework: 

Accuracy: 

Denotes the global correctness of a model to predict a 

model output. 

Let’s denote accuracy as 

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁

𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
 

Precision: 

Indicates the proportion of predicted phishing sites 

which were phishing. 

Let’s denote Precision as 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑃
 

Recall (Sensitivity)  

Is the models’ ability to identify phishing sites. 

Let’s denote recall as 

𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃

𝑇𝑃 + 𝐹𝑁
 

F1-Score: 

Is a good understanding of precision and recall 

(irrelevant of the outcome) and is an appropriate 

metric to use when understanding imbalanced data. 

Let’s denote F1 as 

𝐹1 = 2 ×
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
 

ROC Curve and AUC Score 

The Receiver Operating Characteristic (ROC), 

represents the trade-off between sensitivity and 

specificity, and the AUC Score is a single measure 

summarizing the classification ability of the model, 

The hybrid model enhanced by the LLM had an AUC 

score greater than 0.97 which signifies excellent 

accuracy for real-time identification of phishing pages 

with contextual complexity. 

 

4.2 Performance Evaluation 

Accordingly, the hybrid ML-NLP-LLM model 

outperformed traditional approaches in phishing 

website detection. 

The integration of the DistilBERT model enhances the 

system’s contextual reasoning capability and adds 

additional semantic understanding for more accurate 

phishing website detection. 

Workflow:  

Chrome Extension → FastAPI Backend → NLP 

Processing → DistilBERT Model (ML + LLM) → 

Real-Time Alert 
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V. CONCLUSION 

 

This paper presents a state-of-the-art phishing 

detection system that integrates Machine Learning, 

NLP, and LLMs into a real-time, intelligent detection 

method. The architecture comprises an integrated 

design with a trained DistilBERT model, a FastAPI 

backend, and a Chrome Extension interface, ensuring 

the approach is efficient, lightweight, and privacy-

preserving for end users. 

The method effectively identifies zero-day phishing 

attacks by analyzing both structural URL 

characteristics and textual content on web pages. NLP 

provides an additional layer of pattern recognition to 

textual analysis, while DistilBERT provides deeper 

semantic and contextual understanding, adding 

flexibility from cognition and context perspectives. 

In summary, the work bridges the gap between 

academic research and practical cybersecurity 

applications, representing a production-level, scalable 

solution for improving safety on the internet. 

 

VI. FUTURE SCOPE 

 

1. Expanddetection to multiple languages by 

leveraging advanced NLP models such as 

multilingual transformers. 

2. Integrate visual analysis to detect phishing 

through images, logos, or UI patterns. 

3. Apply reinforcement learning or online learning 

techniques to continuously improve DistilBERT-

based detection with new phishing data. 

4. Adapt the system for mobile browsers and email 

clients for broader phishing protection. 

5. Optimize DistilBERT and other transformer-

based models for lightweight and faster inference, 

reducing computational resource requirements.” 
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