© November 2025 | IJIRT | Volume 12 Issue 6 | ISSN: 2349-6002

Trustworthy Al in Cybersecurity: Ethical Challenges,

Privacy Risks, and Governance Gaps in Autonomous

Defense Systems

Jeel Saraliya', Jeet Gajjar’, Karan Makwana®, Nikul Zinzuvadiya®, Princy Rathod®, Sanjay Dihora®

Dept. of Computer Engineering Gyanmanjari Innovative University Bhavnagar, India

Abstract—Artificial Intelligence (AI) has become a
central pillar of modern cybersecurity, enabling rapid
threat detection, predictive analytics, and automated
response mechanisms that outperform traditional rule-
based defenses. However, the integra- tion of Al into
security operations introduces a complex set of eth- ical,
legal, and socio-technical challenges. This review
synthesizes insights from recent research to examine
how Al-driven cyber- security systems both strengthen
digital defense capabilities and create new risks related
to privacy, transparency, fairness, and accountability.
Key themes include algorithmic bias, surveillance
concerns, adversarial vulnerabilities, opaque decision-
making, and the limitations of existing governance
frameworks such as the GDPR, CCPA, and EU AI Act.
The paper further highlights emerging issues involving
autonomous cyber defense systems, dual-use threats,
and gaps in human-AlI oversight. By identifying current
research limitations and proposing future directions,
this review emphasizes the need for privacy-preserving
techniques, fairness-aware models, explainable Al,
robust legal accountability structures, and human-
centered governance. The study concludes that
achieving a balance between automated defense and
data protection is essential for the ethical and
trustworthy deployment of Al in cybersecurity.

Index Terms—Artificial Intelligence, Cybersecurity,
Ethics, Privacy, Bias, Explainable AI, Governance,
Adversarial Attacks, Autonomous Systems.

I. INTRODUCTION

Artificial Intelligence (AI) has rapidly evolved into a
core enabler of modern cybersecurity, offering
advanced capabili- ties in anomaly detection, threat
prediction, malware classifi- cation, and automated
incident response. With the expansion of digital
ecosystems—spanning cloud platforms, IoT devices,
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autonomous systems, and critical infrastructures—the
volume, velocity, and sophistication of cyber threats
have grown expo- nentially. Traditional rule-based
cybersecurity mechanisms are no longer sufficient to
counter adversaries who increasingly leverage Al,
automation, and large-scale data exploitation.

As a result, Al-driven cybersecurity systems have
emerged as indispensable components of digital
defense, capable of processing massive datasets,
identifying irregular patterns in real time, and
adapting to novel attack vectors more effectively than
static security controls [10].

While Al-driven solutions present remarkable
defensive ad- vantages, their integration into
cybersecurity introduces signifi- cant ethical, legal,
and governance challenges. The deployment of
machine learning models for intrusion detection,
fraud analytics, or behavioral monitoring relies
heavily on extensive data collection—often including
sensitive personal informa- tion. This dependence
intensifies concerns regarding privacy violations,
unauthorized surveillance, and misuse of data,
especially when organizations lack robust privacy-
preserving frameworks. Recent studies emphasize the
need for privacy- aware Al architectures, including
federated learning and secure data-handling
frameworks, to mitigate these concerns [1], [2].
Scholars increasingly argue for unified approaches
that integrate transparency, fairness, and privacy
protection across the Al lifecycle [5], and tools like
generative adversarial networks (GANs) have been
explored for augmenting clinical data while
addressing privacy risks in rare disease detection
[11].

Another critical challenge arises from algorithmic
bias and fairness issues embedded within Al-driven
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cybersecurity models. Data-driven systems can
inadvertently perpetuate and amplify biases present in
training datasets, resulting in discrim- inatory
outcomes, unequal  threat  assessment, or
disproportion- ate false-positive rates for certain
users or network behaviors. These biases undermine
trust, create operational risks, and compromise the
legitimacy of Al-supported decision-making. Recent
research highlights the urgent need to examine and
mitigate algorithmic bias through fairness metrics,
diverse training data, and rigorous auditing
mechanisms [4], [2]. Approaches like contrastive
learning have also been explored for detecting Al-
generated images to address fairness in detection
systems [12].

Moreover, Al systems used for cybersecurity are
themselves vulnerable to cyberattacks. Adversarial
machine learning ex- poses Al models to
manipulation, poisoning, evasion attacks, and model
extraction techniques that can corrupt decision-
making or compromise system integrity. As Al
models in- creasingly control autonomous cyber
defense mechanisms, adversarial vulnerabilities raise
profound safety risks and ac- countability concerns.
The literature emphasizes the necessity of
explainability, resilience, and trusted Al practices to
ensure that cyber defense models remain secure,
interpretable, and aligned with ethical values [3], [7].
Additionally, recent works have focused on
enhancing the ability of Al systems to detect phishing
and malicious URLs, which further strengthens their
defense capabilities [13].

Legal and regulatory frameworks have attempted to
respond to these challenges but remain fragmented
and insufficient. Regulatory instruments such as the
GDPR, CCPA, and the European Union’s Al Act
propose baseline principles for trans- parency, data
protection, and risk classification. However, they
struggle to address the complexities posed by
autonomous Al systems, cross-border data flows, and
real-time cybersecurity decision-making. Researchers
argue that current laws lack clarity on accountability
when autonomous Al systems make incorrect or
harmful security decisions, leaving unresolved
questions regarding liability and oversight [7], [9].
Ethical con- siderations extend beyond privacy and
legality, encompassing autonomy, human dignity,
and equitable access—particularly in sensitive
domains like healthcare, eldercare, and welfare
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systems where Al-based cybersecurity tools are
increasingly deployed [8].

As organizations accelerate their adoption of Al, its
dual role as both a powerful defensive tool and a
potential en- abler of new cyber threats—creates a
complex socio-technical landscape. Al-powered
attacks such as deepfakes, automated phishing, and
misinformation campaigns are rising, underscor- ing
the need for strong ethical governance, global
regulatory  alignment, and  cross-disciplinary
collaboration. At the same time, studies show that Al
can significantly enhance cyberse- curity maturity,
threat intelligence, and risk mitigation when deployed
with proper safeguards and transparent lifecycle
assessment practices [6]. This review integrates
findings across algorithmic bias, privacy risks,
adversarial vulnerabilities, legal challenges, and
governance limitations to illuminate the ten- sion
between AI’s defensive benefits and its ethical risks,
while identifying critical gaps that must be addressed
to achieve secure, trustworthy, and accountable Al-
driven cybersecurity systems.

The remainder of this paper is structured as follows:
Sec- tion II provides a background on Al
techniques in cybersecurity and their ethical
foundations. Section III presents a detailed literature
review synthesizing insights from ten recent research
papers. Section IV discusses key ethical challenges
and emerging risks. Section V identifies research
gaps and future directions. Section VI concludes with
recommendations  for  designing  accountable,
transparent, and privacy-preserving Al cybersecurity
systems.

II. BACKGROUND

Artificial  Intelligence (AI) has become a
transformative force in cybersecurity, enabling
advanced detection, predic- tion, and mitigation
capabilities that go beyond the limits of traditional
security mechanisms. The background of this topic
intersects three foundational pillars: (1) Al
methodologies used in cybersecurity, (2) the
ethical principles that guide the development and
deployment of Al systems, and (3) the privacy, legal,
and socio-technical challenges that arise when
automated defense mechanisms operate at scale. This
section establishes the conceptual basis needed to
understand the ethical complexities explored in later
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sections.

A. Al Techniques in Cybersecurity

Al-based cybersecurity systems leverage machine
learning (ML), deep learning (DL), and data-driven
threat intelligence to detect anomalies, classify
malware, and automate incident response [3], [10].
Traditional cybersecurity systems rely on static, rule-
based controls such as signature-based intrusion
detection systems (IDS), which struggle against
rapidly evolv- ing threats. Modern cyberattacks—
including zero-day exploits, polymorphic malware,
insider threats, and Al-generated phish- ing—require
adaptable and dynamic defense mechanisms, as
illustrated in Fig. 1.

1)  Machine Learning (ML): Machine learning
techniques, particularly supervised and unsupervised
learning, have been widely applied to intrusion
detection, anomaly detection, behavioral analytics,
and malware classification [10]. ML- based systems
can identify patterns from high-dimensional data and
detect deviations that may indicate malicious activity.
However, their effectiveness depends heavily on the
quality and representativeness of the training data,
making them vulnerable to bias and adversarial
manipulation [4].

2) Deep Learning (DL): Deep learning
architectures—such as  Convolutional  Neural
Networks (CNNs), Recurrent Neu- ral Networks
(RNNs), LSTMs, and autoencoders—offer en-
hanced capabilities for identifying complex and
nonlinear relationships in cybersecurity data [3], [10].
DL models are effective for malware detection,
network traffic classification, botnet identification,
and Advanced Persistent Threat (APT) detection.
Despite their high performance, DL models often
operate as “black boxes,” raising concerns about
transparency, interpretability, and accountability [5],
[7].

3)  Metaheuristic and Hybrid Approaches:
Recent stud- ies incorporate metaheuristic
algorithms—such as Particle Swarm Optimization
(PSO), Genetic Algorithms (GA), and Ant Colony
Optimization (ACO)—to optimize model param-
eters and improve detection accuracy [3]. Hybrid
ML-DL—-
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Fig. 1. Al in Cybersecurity Pipeline illustrating the
stages: Data Collection, Preprocessing, Threat
Detection & Classification, and Automated
Response.

metaheuristic systems offer adaptive and scalable
threat detec- tion, yet further complicate
explainability and reproducibility, thereby posing
additional ethical risks [5].

4) Federated Learning and Distributed Al: To
address the challenge of sharing sensitive data for
cybersecurity model training, federated learning
frameworks allow models to be collaboratively
trained across multiple organizations without
exposing raw data [1]. While this approach preserves
privacy, it introduces new security risks, including
poisoning attacks and model inversion attacks [2].
Research highlights the need for strong governance
mechanisms to balance privacy with robust defense
capabilities [2], [9].

B. Ethical Foundations of Al

Al ethics provides a structured set of principles
intended to guide the design, deployment, and
management of Al  systems [5]. Ethical
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considerations are critical when Al systems make
autonomous or semi-autonomous decisions that affect
security, privacy, and human rights. Global
frameworks such as those from the European Union,
OECD, NIST, and UNESCO con- sistently highlight
core ecthical principles relevant to Al-driven
cybersecurity, as illustrated in Fig. 2.

1) Transparency and Explainability:
Transparency ensures that stakeholders understand
how AI systems operate, the reasoning behind
decisions, and the sources of training data. In
cybersecurity, the opacity of Al models complicates
audits,

)

KTransparency

Fairness

Privacy Accountability

Fig. 2. Ethical Principles Framework showing
Transparency, Fairness, Privacy, and Accountability
as key pillars of responsible Al

risk assessments, and compliance evaluations [5], [7].
Explain- ability techniques and transparent model
design are therefore essential components of
trustworthy Al systems.

2)  Fairness and Bias Mitigation: Bias in Al
arises from  skewed  datasets, insufficient
representation of user groups, or flawed labeling
processes [4]. In cybersecurity contexts, biased
models may disproportionately flag certain user
behaviors as anomalous, leading to discrimination,
unequal access, or false accusations. Addressing
fairness requires diverse training datasets, bias
detection metrics, and strong governance proto- cols
(4], [5].

3)  Accountability and  Responsibility: Al
systems used in cybersecurity frequently make
automated decisions such as blocking IP addresses,
quarantining files, or terminating net- work
connections. When these systems fail—due to false
posi- tives, false negatives, or adversarial
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compromise—determining accountability becomes
complex [7]. Current accountability structures are
insufficient to address autonomous Al failures in
real-time defense environments [9].

4)  Privacy and Data Protection: Cybersecurity
Al mod- els often require large volumes of training
data, including sensitive personal information,
network logs, and behavioral profiles. This raises
concerns regarding surveillance, unau- thorized data
sharing, and long-term data retention [2], [8].
Privacy-by-design principles emphasize minimizing
data ex- posure, anonymizing logs, and ensuring
compliance with data protection laws [1], [9].

C. Legal and Regulatory Landscape

Al-driven cybersecurity operates within a complex
and evolving regulatory ecosystem. Legal
frameworks aim to pro- tect user rights, ensure safe
Al operation, and define liability structures, yet often
lag behind technological advancements [7], [9].

1) GDPR and Global Data Privacy Laws: The

General Data Protection Regulation (GDPR) enforces
strict rules for data collection, processing, and
automated decision-making.
It mandates transparency, consent, data minimization,
and the right to explanation [9]. Similar regulations
such as the CCPA (USA) and PIPEDA (Canada)
impose comparable constraints. Cybersecurity Al
systems must adopt rigorous privacy controls to
remain compliant [2].

2) EU AI Act and Risk-Based Regulation: The
2024 EU Al Act introduces a risk-based
categorization of Al systems, defining high-risk
applications and mandating strict oversight [9]. Many
cybersecurity Al systems fall under the high-risk
category due to their impact on safety and rights.
Organi- zations must therefore demonstrate
explainability, robustness, and human oversight as
part of compliance [5], [7].

3) Sector-Specific Regulations: In domains
such as health- care, eldercare, and welfare, Al
cybersecurity systems must align with additional
ethical and legal requirements [8]. For example, Al-
based eldercare monitoring tools raise concerns
related to autonomy, dignity, and intrusive data
collection [8].

. Emerging Socio-Technical Challenges

Beyond technical and legal concerns, Al-driven
cybersecu- rity intersects with broader socio-
technical issues.
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1) Adversarial Vulnerabilities: Al models can
be misled through adversarial examples, poisoning,
model inversion, and transferability attacks [3], [7].
These vulnerabilities threaten the integrity of
automated defense systems and demonstrate the dual-
use nature of Al technologies [10].

2) Human-AI Interaction and Oversight: Al
systems in- creasingly automate decision-making in
cybersecurity opera- tions. However, removing
human oversight poses significant risks. Research
advocates for hybrid intelligence models that
combine Al automation with expert supervision [5],
[6].

3) Ethical Misuse of Al in Cybercrime:
Attackers can ex- ploit Al to automate spear-
phishing, generate deepfake audio, optimize
ransomware propagation, or evade detection systems
[7], [10]. Thus, Al becomes both a defensive tool and
a threat multiplier, expanding the attack landscape
and challenging existing cyber defense strategies [3].

III. COMPREHENSIVE LITERATURE REVIEW

This section synthesizes the findings of ten recent
research papers that collectively examine the
interplay between Ar- tificial Intelligence (Al),
cybersecurity, ethics, privacy, bias, and governance.
The reviewed works span systematic reviews, case
studies, ethical frameworks, regulatory analyses, and
application-specific studies. Together, they provide a
multi- dimensional understanding of how Al
enhances cyber defense capabilities  while
simultaneously presenting complex ethical, legal, and
socio-technical risks.

The literature review is organized into five thematic
clusters:

(1) AT’s role in advancing cybersecurity; (2) Ethical
concerns in Al-driven security systems; (3) Privacy,
data protection, and regulatory pressures; (4) Bias,
fairness, and accountability challenges; (5) Legal,
governance, and socio-technical risks in autonomous
Al defenses. These clusters are illustrated in Fig. 3.
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Fig. 3. Thematic clusters identified across the
reviewed literature, showing the central role of Al-
driven cybersecurity and its connections to Ethical

Risks, Privacy & Surveillance, Bias & Fairness,
Governance & Regulation, and Ethical Misuse of Al

A. Al as a Catalyst for Next-Generation Cybersecurity

A growing body of literature highlights AI’s
pivotal role in advancing modern cybersecurity.
Salem et al. [10] show that machine learning (ML)
and deep learning (DL) models outper- form
traditional rule-based intrusion detection by
identifying complex patterns and anomalies in large,
noisy datasets using CNNs, RNNs, LSTMs, and
autoencoders. Achuthan et al. [3], through a large-
scale review of over 9,000 studies, identify major
research themes such as federated threat intelligence,
APT detection, blockchain-assisted security, and
adversarial ML defenses, emphasizing AI’s ability to
both detect and proactively predict emerging threats.

Jada and Mayayise [6] further demonstrate that Al
strength- ens organizational cybersecurity maturity by
enabling automa- tion, intelligent defense strategies,
and real-time monitoring, reducing incident response
times from minutes to milliseconds. Together, these
studies affirm that AI is fundamental to next-
generation cyber defense—yet its reliance on
automation, continuous learning, and large-scale data
collection also in- troduces ethical and operational
challenges examined in the subsequent sections.

. Ethical Risks in AI-Driven Cybersecurity Systems

Several authors emphasize the ethical dilemmas
emerging from the increasing autonomy of Al
systems in security contexts. Radanliev [5] argues
that transparency, fairness, and privacy must be
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embedded throughout the Al lifecy- cle to mitigate
misinterpretations, opaque decision pathways, and
unintended harms. Their comparative analysis of
global AI governance frameworks demonstrates
conflicting priorities across regions: Europe
prioritizes individual rights, the United States
emphasizes innovation flexibility, and China
prioritizes national security. These differences
complicate cross-border cybersecurity governance.

Rajama’ki and Helin [8] examine Al-enabled
eldercare sys- tems and highlight ethical concerns
around autonomy, dignity, privacy, and data
overreach. Although the domain is health- care, their
analysis applies equally to enterprise cybersecurity
systems that continuously monitor employee behavior
and net- work traffic. Issues such as opaque decision-
making, reduced autonomy, and intrusive
surveillance remain consistent.

Shahrouz et al. [7] discuss the legal and ethical
chal- lenges of deploying autonomous cybersecurity
systems capa- ble of blocking connections,
quarantining files, or initiating countermeasures.
They identify concerns including  unclear
responsibility,  insufficient explainability, and
vulnerability  to manipulation—
particularly when AI models act without human
oversight.

Lopez Gonzalez et al. [5] expand the debate by
arguing that ethics in Al must go beyond basic
transparency to encompass responsible use, equitable
access, and secure system design. They emphasize
that Al-driven cybersecurity should avoid harmful
outcomes and ensure that decisions align with societal

adversarial

and moral values.

Across these studies, a recurring pattern emerges:
as Al becomes more autonomous in cybersecurity,
the ethical stakes rise significantly.

C. Privacy,  Surveillance, and the Rising
Burden of Data Protection

Al-driven cybersecurity relies on large-scale
collection of network traffic logs, behavioral profiles,
and sensitive personal data. Several studies highlight
that such extensive collection risks privacy
violations and may enable pervasive surveillance.
Korobenko ef al. [2] provide a systematic review and
pro- pose a privacy- and security-aware ethical Al
framework. They reveal major gaps in secure data
storage, transparency of model behavior, and
readiness for compliance with global privacy
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standards such as GDPR. Their framework
prioritizes consent

management, data minimization, and ethical risk

scoring. Kulothungan [9] analyzes the EU Al
Act and empha-
sizes that high-risk Al systems—including
cybersecurity tools—require
documentation, human oversight, and transparency
logs. Their review warns that organizations must
strengthen governance practices to comply with the
Act’s risk- based requirements.

Rajama’ki and Helin’s healthcare case studies [8]
further reveal how Al monitoring introduces intrusive

extensive

data practices that jeopardize personal autonomy and
intimate privacy. These insights highlight that privacy
risks are not confined to health- care but extend to
any domain where Al monitors behavior for security
purposes.

Together, these works expose a structural tension:
cyberse- curity requires more data, but privacy
requires less. Balancing these competing needs
remains a central challenge.

D. Bias, Fairness, and the Challenge of
Algorithmic Inequal- ity

Bias in Al-driven cybersecurity systems is one of
the most prominent ethical concerns in the literature.
Mmaduekwe [4] provides a comprehensive analysis
of how algorithmic bias infiltrates cybersecurity
models when datasets are incomplete, skewed, or
historically biased. The consequences include:
Disproportionate false positives against certain
user groups,

Misclassification of legitimate traffic,

Biased security risk scores,

Digital exclusion resulting from frequent false
alarms,

- Reduced organizational trust in cybersecurity
systems. Mmaduekwe recommends fairness-aware
algorithms, di-

verse oversight teams, and regular governance
audits as key

mitigation strategies [4].

Radanliev [5] similarly highlights fairness as a
central eth- ical requirement for Al deployment,
arguing that continuous dataset audits and multi-
stakeholder reviews are essential to prevent
discriminatory outcomes.

These studies converge on a core insight:
algorithmic bias is not merely a technical issue—it is
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a cybersecurity threat that weakens accuracy,
undermines trust, and may expose organi- zations to
legal risk. The relationship between commonly used
Al techniques and their ethical vulnerabilities is
summarized in Table I. As illustrated in Fig. 4, bias
originates from historical datasets, enters through
sampling and labeling practices, and ultimately
affects real-world model deployment, reinforcing
unfair outcomes across the cybersecurity pipeline.

Historic Data

,—» Data Collection «<———
.
Training Data

¥
Real-world

Deployment

Fig. 4. Bias propagation across the Al lifecycle.
Inherent biases in historic data, sampling and
labeling errors during data collection, and model-
level dis- tortions collectively result in biased
outcomes during real-world deployment.

E.  Legal, Governance, and Socio-Technical Risks
of Au- tonomous Al Defense

A final set of studies focuses on the legal and socio-
technical risks associated with autonomous Al
defenses. Shahrouz et al. [7] argue that existing
legal frameworks such as GDPR
TABLE 1
Al TECHNIQUES AND THEIR ASSOCIATED ETHICAL
CHALLENGES

Al Technique Ethical Challenges
Machine Learning | Bias, data privacy, adversarial
(ML) manipulation

Deep Learning (DL)

Lack of transparency,
explainability issues

Federated Learning | Data leakage via gradients,
poisoning at-
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tacks
Reinforcement Unsafe autonomous decisions,
Learn- reward hack-
ing ing
Hybrid/Metaheuristics| Poor reproducibility; complex

auditability

and CCPA are insufficient to address Al systems that
make autonomous, real-time security decisions. They
highlight un- resolved questions, including:

Who is accountable when AI incorrectly blocks
legitimate traffic?

How should liability be shared among developers,
ven- dors, and operators?

What if autonomous countermeasures violate
interna- tional norms?

How can organizations ensure compliance when
models evolve autonomously?

Kulothungan [9] reinforces the urgent need for global
coordination in Al governance, especially for cross-
border cybersecurity systems deployed in critical
sectors.

Lopez Gonzalez et al. [5] warn that cybercriminals
increas- ingly exploit Al for deepfake attacks,
automated phishing, malware obfuscation, and
adaptive evasion. They argue that governance
structures must address AI’s dual-use nature, pre-
venting misuse while enabling responsible
innovation.

Together, these studies show that Al-driven
cybersecurity requires strong governance
frameworks, transparent documen- tation, legal
clarity, and hybrid human—AlI oversight.

IV. ETHICAL CHALLENGES AND
EMERGING RISKS

As Artificial Intelligence becomes deeply embedded
in cybersecurity operations, it introduces a range of
ethical, legal, and socio-technical challenges. These
challenges stem from the extensive data requirements
of Al models [2], the increasing autonomy of Al-
driven defense systems [7], and the opaque nature of
modern machine learning algorithms [5]. This section
synthesizes key ethical risks identified across the
reviewed literature, focusing on privacy violations,
model bias, adversarial vulnerabilities, explainability
deficits, and account- ability concerns that arise as Al
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assumes greater control over critical security
infrastructures.

A. Privacy Risks and Surveillance Concerns
Al-driven cybersecurity relies on continuous data
monitor- ing, behavioral profiling, and large-scale log
ingestion [2]. Although essential for detecting cyber
threats, these processes pose risks to user privacy and
can inadvertently enable mass surveillance [8].
Studies highlight that deep learning models often
require access to sensitive or personal information,
including browsing patterns, biometric identifiers,
geolocation data, and communication metadata [2].
Moreover, privacy risks intensify in environments
such as healthcare, welfare services, and enterprise
monitoring sys- tems, where Al continuously
analyzes intimate or sensitive data [8]. Researchers
warn that without strict governance controls, Al-
based cybersecurity systems could normalize in-
trusive surveillance, reduce user autonomy, or create
chilling effects in workplaces [5]. Privacy-by-design
principles and federated learning frameworks
mitigate some risks, but sig- nificant challenges
persist regarding informed consent, data retention,
data minimization, and transparency about how
collected data is used [1], [2].

The fundamental tension between protecting user
privacy and ensuring strong cybersecurity is
illustrated in Figure 5.

Increased Privacy Enhanced Security
-—

LESS i MORE

PRIVACY ~ SECURITY )
Data Data
Minimization Collection/Analysis

Fig. 5. Privacy vs. Security Trade-Off: Increased
security typically requires extensive data collection
and analysis, while enhanced privacy demands strict

data minimization. Balancing these competing
requirements remains a central ethical dilemma in
Al-driven cybersecurity.

B. Algorithmic Bias and Fairness Challenges

Bias remains a major ethical threat in Al-driven
cybersecu- rity. Because AI models learn from
historical datasets, any im- balance or skew in the
data can lead to discriminatory outputs [4].
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Mmaduekwe’s analysis shows that algorithmic bias
may cause certain individuals, devices, or network
behaviors to be disproportionately flagged as
suspicious, even when legitimate [4]. Such false
positives may unfairly target minority groups,
unconventional work patterns, or users with atypical
digital habits.

Bias also undermines operational trust: employees
who are repeatedly misclassified as security risks
may feel marginal- ized, while security teams may
become desensitized to fre- quent false alarms.
Researchers emphasize the need for fairness-aware
algorithms, diverse training datasets, model auditing,
and human oversight to ensure equitable cyberse-
curity outcomes [5]. Despite ongoing efforts, bias
mitigation techniques remain limited, and biased
models continue to pose both ethical and operational
concerns [4], [5].

C. Lack of Explainability and Transparency

A major challenge with Al-based cybersecurity
systems is their lack of interpretability. Deep neural
networks often operate as “black boxes,” making
decisions that are statistically robust but difficult for
humans to understand, validate, or audit [5]. In
high-stakes  cybersecurity = scenarios—such as
blocking traffic, quarantining assets, or initiating
automated  responses—lack of  explainability
undermines  trust, hinders compliance, and
complicates incident investigations [7].

Studies emphasize that explainability is essential not
only for technical correctness but also for legal
compliance. Regula- tions such as GDPR and the EU
Al Act require organizations to provide meaningful
explanations for automated decisions affecting users
[9]. However, most cybersecurity Al systems still
lack built-in interpretability mechanisms, making it
diffi- cult to justify system decisions, resolve
disputes, or evaluate accountability when failures
occur [7], [9].

D. Adversarial Attacks on Al Systems

Ironically, AI systems designed to improve
cybersecurity introduce new attack surfaces.
Adversarial machine learning techniques allow
attackers to manipulate model inputs, poison training
data, or reverse-engineer models to bypass detection
[10]. Examples include:

- Evasion attacks: Slightly modified inputs that

cause misclassification [10].
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- Poisoning attacks: Insertion of malicious data into
train- ing sets to corrupt model behavior [3].
- Model extraction attacks: Replicating a model’s
deci- sion boundaries through repeated queries [7].
- Inversion attacks: Reconstructing sensitive
information from model outputs [2].
These threats highlight the dual-use nature of Al:
while Al enhances defense, attackers can also exploit
it to craft intelligent malware, adapt to detection
mechanisms, or deploy deepfake-enabled fraud [10].
As cybersecurity tools adopt more automation,
adversarial attacks become more dangerous because
they may trigger autonomous system responses with-
out human verification [7].
To illustrate how these adversarial strategies are
structured, the major categories of attacks and their
downstream impacts are summarized in Figure 6.

Adversarial
Attacks
Evasion Poisoning Model Inversion
Attacks Attacks Attacks
Adversarial Training Data Privacy
Examples Manipulation Leakage

Fig. 6. Taxonomy of Adversarial Attacks in Al-
driven Cybersecurity: Evasion attacks generate
adversarial examples, poisoning attacks manipulate
training data, and model inversion attacks lead to
privacy leakage.

E. Accountability, Liability, and Governance Gaps
As Al assumes greater autonomy in cybersecurity
oper- ations, accountability becomes increasingly
ambiguous [7]. Traditional accountability structures
rely on human decision- makers, yet Al-driven
systems may act independently, evolve through
continuous learning, or make decisions that develop-
ers cannot fully predict [5]. Researchers emphasize
several unresolved governance questions:

- Who is liable when an Al system incorrectly
blocks legitimate services? [7]

- How should responsibility be distributed among
develop- ers, operators, and vendors? [9]

- What legal recourse exists if autonomous cyber
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defenses cause collateral damage? [7]

- How can internal audits be performed if model

reasoning is opaque? [5]

Regulatory frameworks such as GDPR, CCPA, and
the EU AI Act attempt to address these concerns, but
they struggle to keep pace with rapid technological
change [9]. As a result, organizations deploying Al-
driven cybersecurity tools face significant legal
uncertainty and operational risk [7].

The cascading impact of flawed autonomous
decision- making is illustrated in Figure 7, which
highlights how a single error can propagate through
an Al-driven cybersecurity system.

Input Data Error

!

Incorrect Model
Prediction

!

Flawed
Automated Action

!

Unintended
Consequences

-

L

Fig. 7. Al Decision-Making Failure Chain: Errors in
data can lead to incorrect predictions, triggering
flawed automated cybersecurity actions and resulting
in unintended consequences.

F. Socio-Technical Risks and the Dual-Use Dilemma
Al-driven cybersecurity introduces broader socio-
technical risks related to workforce displacement,
over-reliance on au- tomated tools, and digital
inequity [3]. Increased automation may reduce the
role of human analysts, diminishing situational
awareness or causing skill degradation [6].
Furthermore, at- tackers can weaponize Al to create
scalable phishing cam- paigns, generate deepfake
audio for social engineering, or optimize ransomware
distributions [10].

These risks underscore the dual-use dilemma of Al:
the same technologies that strengthen cybersecurity
can empower cybercriminals [5]. Governance
frameworks must therefore address not only the
ethical use of Al by defenders but also the
malicious use of Al by adversaries [9].
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V. RESEARCH GAPS AND FUTURE
DIRECTIONS

Despite  significant advances in  Al-driven

cybersecurity, the reviewed literature reveals several

unresolved gaps that hinder the development of

ethical, trustworthy, and resilient Al systems. These

gaps span technical, legal, ethical, and socio-

technical dimensions. Addressing them is essential to

ensure that Al enhances cybersecurity without

compromising fairness, privacy, accountability, or

human rights. This section synthesizes key research

gaps and outlines strategic directions for future work.

A. Lack of Standardized Ethical Frameworks for

Cybersecu- rity Al

A recurring theme across the literature is the absence

of unified ethical standards specifically tailored to

Al-driven cybersecurity systems [4], [6], [9]. Existing

frameworks—such as GDPR, OECD principles, or

the EU Al Act—address general Al governance but

do not fully account for the unique requirements of

cybersecurity, such as:

- continuous behavioral monitoring,

- automated threat response,

- cross-organizational data sharing,

- real-time decision-making with limited human
oversight.

Future research must develop cybersecurity-specific

ethical frameworks that integrate transparency, data

minimization, fairness metrics, and auditability while

maintaining operational security.

B. Insufficient Explainability and Interpretability
Mechanisms

Although explainability is a mandatory requirement

for high-risk Al systems, most DL-based

cybersecurity tools re- main opaque [2], [4], [10].

Current explanation techniques are either too

technical for non-expert stakeholders or insuffi-

ciently detailed for regulatory compliance. There is

an urgent need for:

- domain-specific explainability models for intrusion
detec- tion and malware classification,

- interpretable deep learning architectures for
cybersecu- rity,

- real-time explanation interfaces for security
analysts,

- explainability-by-design methodologies integrated
into the development lifecycle.

Advancing explainable Al (XAI) remains essential to
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build- ing trustworthy and accountable cybersecurity

systems.

C. Gaps in Bias Detection and Fairness-Aware
Cybersecurity

Existing work shows that Al-driven security models

are vulnerable to algorithmic bias [4], [8]. However,

most studies focus on general ML fairness rather than

cybersecurity-specific  contexts. Research gaps

include:

- fairness metrics tailored for anomaly detection and
SOC operations,

- methods to monitor bias drift in continuously
learning models,

- techniques to debias cybersecurity datasets that
lack de- mographic labels,

- fairness audits for federated and distributed Al
systems.

Addressing these gaps is necessary to prevent

discriminatory security outcomes and maintain

organizational trust.

D.  Limited Research on Adversarial Robustness

of Cyberse- curity Al

While adversarial machine learning is well studied,

its application in real-world cybersecurity operations

remains un- derexplored [1], [2], [7]. Most existing

models are vulnerable to evasion, poisoning, and

inversion attacks. Future work should prioritize:

- robust training methods that resist adaptive
adversaries,

- defense mechanisms for federated learning
environments,

- automated tools for detecting adversarial
manipulation,

- standards for certifying adversarial robustness in
security tools.

Improving adversarial resilience 1is critical as

attackers in- creasingly use Al to bypass defenses.

E. Unclear Accountability and Liability Structures

Legal and regulatory research consistently highlights

uncer- tainty around responsibility for autonomous

Al decisions [5], [9], [10]. Major gaps include:

- clear definitions of liability when Al systems
misclassify threats,

- accountability guidelines for autonomous cyber
defense actions,

- mechanisms for forensic auditing of opaque Al
decisions,
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- global regulatory harmonization for cross-border
cyber- security operations.

Future work should integrate insights from law,

policy, and technical security research to establish

actionable accountabil- ity frameworks.

F. Underdeveloped

Techniques
Al-driven cybersecurity requires extensive data
collection, creating conflicts between defense needs
and privacy rights [5], [6], [9]. While techniques
such as federated learning and differential privacy
show promise, significant challenges remain:

Privacy-Preserving Al

- preventing privacy leakage from model updates,

- ensuring legal compliance in real-time threat
monitoring,

- balancing data minimization with detection
accuracy,

- developing scalable anonymization methods for
network telemetry.
Future research must innovate privacy-preserving

Al archi- tectures tailored to security workflows.

. Socio-Technical Risks and Human—AI Collaboration

Several studies highlight emerging socio-technical

gaps, in- cluding workforce displacement, over-

reliance on automation, and cognitive overload from

Al alerts [3], [4], [7]. Research must explore:

- hybrid human—AI decision models,

- Al systems that support—not replace—security
analysts,

- training programs for Al-augmented SOC
environments,

- socio-technical evaluation frameworks for Al
deploy- ment.

Understanding human—AlI collaboration is essential to

achieving safe and effective deployment of

autonomous cyber defense systems.

VI. CONCLUSION

Artificial Intelligence has become integral to modern
cyber- security, enabling advanced threat detection,
predictive analyt- ics, and automated response
capabilities. However, as shown in this review, the
adoption of autonomous and data-driven Al systems
introduces complex ethical, legal, and operational
risks. Privacy violations, algorithmic bias, lack of
explain- ability, adversarial vulnerabilities, and
unclear accountability structures challenge the safe
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and responsible use of Al in high- stakes security
environments. Existing regulatory frameworks such
as GDPR, CCPA, and the EU AI Act provide
valuable foundations, yet remain insufficient to
address the real-time, cross-border, and socio-
technical complexities of Al-driven cybersecurity.

Looking ahead, there is a critical need for ethical
frame- works tailored specifically to cybersecurity
Al—grounded in fairness, transparency, data
minimization, adversarial robust- ness, and human-
centered oversight. Future research must advance
explainable and trustworthy AI models, privacy-
preserving learning methods, bias mitigation
techniques, and  well-defined  accountability
mechanisms. Multidisciplinary collaboration between
Al researchers, cybersecurity practition- ers,
policymakers, and ethicists is essential to ensure
that Al systems remain powerful and effective while
upholding societal values of privacy, fairness, and
human dignity. Only through such coordinated efforts
can organizations deploy Al- driven cybersecurity
systems that are both secure and ethically responsible.
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