© December 2025 | IJIRT | Volume 12 Issue 7 | ISSN: 2349-6002

IoT-Connected Parental Safety System

Bhuvanesh C K', MuthuKumar S?, Rachel Shalini S3, Nandhan Yadav M*, Hithaishi K N°
1234UG Students, Department of CSE (I0T & Cybersecurity including Blockchain Technology),
Sir M Visvesvaraya Institute of Technology, Bengaluru, India
? Assistant Professor, Department of CSE (10T & Cybersecurity including Blockchain Technology),
Sir M Visvesvaraya Institute of Technology, Bengaluru, India

Abstract—The IoT-Connected Parental Safety System is
an intelligent, end-to-end platform that integrates
distributed IoT sensing, cloud-based analytics, and real-
time alerting to enhance child safety across home and
outdoor environments. The system employs a hybrid
event-detection pipeline combining sensor fusion,
anomaly detection, and geofencing to provide accurate,
context-aware monitoring while mitigating false
positives. A secure MQTT/HTTPS communication layer
enables continuous data streaming from wearable and
environmental nodes, supporting instant notifications
and live status dashboards. Robust authentication via
JWT and role-based access control ensures privacy and
multi- user management. Empirical evaluation shows a
~42% improvement in hazard detection accuracy and a
55% reduction in parental response time compared to
conventional monitoring solutions. Key innovations
include an edge-optimized AI module for on-device risk
inference, and a cloud-orchestrated automation engine
that coordinates emergency workflows.

Index Terms—IoT, sensor fusion, child safety, anomaly
detection, MQTT, edge Al, cloud computing.

[. INTRODUCTION

Modern parents increasingly rely on technology to
ensure the safety and well-being of their children, yet
existing monitoring solutions often fall short of
providing a comprehensive, connected, and real-time
safety ecosystem. Most conventional systems focus on
isolated functions such as GPS tracking, home
cameras, or basic alert apps without delivering
integrated intelligence or seamless communication
across devices. As a result, parents struggle to obtain
timely, actionable insights and must navigate
fragmented tools that fail to address dynamic, real-
world safety scenarios.

In this context, there is a clear need for a unified
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system that combines continuous IoT-based
monitoring with intelligent risk detection and instant
parental alerts. The loT-Connected Parental Safety
System directly addresses this gap by offering a
network of smart sensors interconnected platform.
wearable devices, and cloud-driven analytics that
work together to provide real-time hazard detection,
location awareness, and emergency notifications all
within a single interconnected platform.

Through features such as real-time geolocation
tracking, geofencing, emergency SOS alerts, activity
recognition, and health parameter monitoring, the
system provides parents with timely, actionable
insights that support proactive intervention.
Furthermore, the use of secure cloud infrastructure
ensures reliable data storage, remote accessibility, and
scalable performance, while embedded Al enhances
decision-making by identifying anomalies, predicting
risky situations, and personalizing safety responses.
This convergence of IoT, artificial intelligence, and
cloud technologies creates a comprehensive safety
ecosystem that empowers parents with enhanced
situational awareness and fosters a safer, more
responsive environment for children in an increasingly
connected world.

1.1. Need of IoT-Connected Parental Safety System
With the increasing availability of smart devices and
connected technologies, ensuring child safety has
become both more feasible and more challenging.
Traditional monitoring tools such as standalone CCTV
cameras, basic GPS trackers, or manual supervision
often fail to provide comprehensive, real-time insight
into a child’s environment. These isolated solutions
cannot detect sudden risks, integrate multiple data
sources, or alert parents instantly when unsafe
conditions arise.
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1.2. Overview of loT-Connected Parental Safety System
The IoT-Connected Parental Safety System is an
integrated safety platform designed to monitor,
detect, and respond to potential risks affecting
children in real time. The system leverages a network
of IoT-enabled wearable devices and environmental
sensors fo continuously collect data related to
location, -movement, temperature, and surrounding
conditions. This information is transmitted to a cloud-
based processing unit where intelligent algorithms
analyze patterns, identify anomalies, and determine
possible safety threats.

1.3. Problem Context and Motivation

In today’s hyper-connected world, children interact
with a wide range of digital devices including
smartphones, tablets, smart televisions, wearables, and
IoT-enabled home appliances. While these
technologies offer convenience and learning
opportunities, they simultaneously expose children to
new safety risks involving digital content, physical
location, online interactions, and device misuse.
Traditional parental control solutions focus mainly on
limiting screen time or filtering applications on a
single device, leaving significant blind spots across the
broader connected ecosystem.

The IoT-Connected Parental Safety System addresses
these challenges by leveraging IoT sensors, cloud
analytics, and secure communication protocols to
create a unified safety ecosystem. The motivation
behind this system is to empower parents with
proactive tools that deliver holistic monitoring, instant
alerts, and actionable insights, ensuring the safety and
well-being of children both at home and beyond.

1.4. Roles of Tot

The Internet of Things (IoT) plays a fundamental role
in enabling intelligent, real-time monitoring and safety
management within the IoT-Connected Parental
Safety System. By integrating interconnected sensors,
smart devices, and cloud- based services, [oT provides
continuous visibility into a child’s digital and physical

1.5. Cloud Infrastructure and Security

Cloud infrastructure plays a central role in enabling
scalable, reliable, and intelligent safety services within
the IoT-Connected Parental Safety System. As IoT
devices continuously collect data from the child’s
environment, the cloud serves as the core processing
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and storage backbone, ensuring that monitoring,

analytics, and alerts are delivered in real time. To

maintain system integrity and protect sensitive child-

related  information, robust cloud security

mechanisms are essential.

e  Sensor readings (GPS, heart rate, motion)

e Application usage data Alerts and activity logs

e  User profiles and device configurations Scalable
storage solutions such as AWS DynamoDB,
Firebase Firestore, or Azure Cosmos DB ensure
fast retrieval and high availability.

The cloud enables real-time data flow using:

o  MQTT brokers for lightweight IoT messaging

e HTTPS-based REST APIs for secure data
exchange

o  WebSockets for instant updates to the parent
dashboard

Authentication and Access Control

e JWT-based authentication ensures secure session
management.

e Role-Based Access Control (RBAC) restricts
access to authorized parents, guardians, or
administrators.

e Biometric authentication (Face ID/Fingerprint)
strengthens parental access.

ARDUNO
ASCROCONTROLLER

Figure 1: Workflow in IoT-Connected Parental Safety
System
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1.6. Technical Objective
IoT-Connected Parental Safety System is to design
and implement a robust, scalable, and intelligent IoT-
based architecture capable of ensuring real-time safety
monitoring and control for children across multiple
devices and environments. The system aims to
integrate IoT sensors, cloud analytics, secure
communication protocols, and user-friendly interfaces
to deliver an end- to-end safety ecosystem.

e To integrate wearable sensors, GPS modules,
accelerometers, and environmental detectors that
continuously collect location, activity, and
safety-related data from the child’s surroundings.

e To establish lightweight, encrypted, and low-
Latency communication channel
(MQTT/HTTPS) that reliably transmit sensor
data to cloud servers without packet loss or delay.

e SOS alerts

e Automatic blocking of unsafe applications or
devices

e  Smart-home triggered alerts via connected device.

1.7 Monetization and Significance

The IoT-Connected Parental Safety System offers
strong potential for both commercial adoption and
societal impact through its integration of IoT devices,
cloud analytics, and real-time child monitoring
features. From a monetization perspective, the system
can  generate  sustainable revenue through
subscription-based premium features, freemium
upgrades, hardware sales of wearables and IoT safety
devices, and partnerships with schools, daycare
centers, and smart-home vendors. Additional income
can be realized through cloud service integration fees
and technology licensing to device manufacturers.
Beyond its commercial value, the system holds major
significance by providing parents with continuous
visibility into their children’s digital and physical
environments, thereby reducing the risks associated
with unsafe content, device misuse, and environmental
hazards. It strengthens family safety through unified
monitoring across smartphones, wearables, and home
IoT networks, enabling parents to make informed
decisions through real-time alerts and behavior
insights. By promoting responsible technology use and
contributing to smart-home safety ecosystems, the
IoT-Connected Parental Safety System plays an
essential role in child protection, digital well-being,
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and the advancement of loT-based safety research
ILLITERATURE SURVEY

The body of work relevant to an IoT-Connected
Parental Safety System spans several overlapping
research areas: parental control and child-safety
applications, IoT and smart-home security, sensor
fusion and context inference, real-time location
services and geofencing, and privacy/ethical
frameworks for children’s data. Early generations of
parental control research concentrated on device- level
mechanisms content filtering, app blocking, and
screen-time scheduling demonstrating reasonable
efficacy for simple use cases but revealing

limitations when children used alternate networks,
multiple devices, or attempted to circumvent controls.
This gap motivated recent work that moves beyond
single-device approaches toward network-level and
home-wide strategies that can manage multiple
endpoints simultaneously.

Research on IoT and smart-home security provides
critical foundations for secure parental monitoring.
Studies in this area emphasize secure device identity,
lightweight authenticated communication (e.g.,
MQTT with TLS), over-the-air firmware updates, and
anomaly detection to identify compromised or rogue
devices. Several papers highlight the risk of insecure
IoT endpoints being exploited to bypass parental
protections or to leak sensitive data, underlining the
need for robust device authentication, per-device
credentials, and secure boot/firmware integrity as part
of any production system.

Sensor fusion and context inference are central to
creating low-false-positive detection of safety
incidents. The literature shows that combining
heterogeneous data streams GPS, accelerometer/gyro,
heart rate, network traffic, and ambient sensors
produces richer context and improves event
classification (e.g., fall detection, suspicious
movement, or unusual device usage). Machine
learning models trained on fused multi-modal inputs
can detect anomalies and predict risky behaviors more
accurately than single-sensor approaches, though they
introduce challenges in model generalization, labelled
data collection, and on-device vs. cloud inference
tradeoffs.

Geofencing, real-time location systems (RTLS), and
mobility analytics form a strong strand of work
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applicable to physical-safety features. Research
demonstrates effective geofence architectures that
combine server-side policy evaluation with
edge/phone-side checks to reduce latency and preserve
battery life. Yet studies also point out coverage and
privacy tradeoffs: tighter tracking improves
responsiveness but raises ethical and regulatory
concerns, particularly for minors.
Privacy, ethics, and regulatory compliance receive
increasing attention in the literature. Works on
privacy- preserving analytics propose approaches such
as differential privacy, secure multi-party computation
for aggregation, selective data retention policies, and
explicit consent mechanisms designed for
guardianship contexts. Regulatory frameworks (e.g.,
GDPR, COPPA) and ethical analyses stress
minimizing data collection, providing transparent
access controls, and enforcing strict retention and
purpose-limitation rules when designing systems for
children.
Finally, several system-level works discuss
deployment models that blend edge computing and
cloud analytics to
balance latency, privacy, and model complexity. Edge
inference can support immediate risk detection (e.g.,
fall detection or SOS triggers) while cloud models
enable heavier analytics and long-term behavior trend
analysis. The literature identifies open problems in
secure, scalable device provisioning, robust cross-
vendor interoperability for consumer IoT, human-
centered alerting (reducing alarm fatigue), and
evaluation methodologies for safety systems in real-
world settings.
Gaps & opportunities: despite substantial related
work, there remains a need for holistic platforms that
(1) unify device-, network-, and cloud-level
protections, (2) incorporate multi-sensor fusion for
lower false positives, (3) provide strong device
identity and end-to-end encryption by default, and (4)
implement privacy-first analytics tailored to children.
Addressing these gaps while validating solutions
through field deployments and user studies represents
a productive direction for the [oT- Connected Parental
Safety System.

1. METHODOLOGY

3.1. IoT Technology Stack Overview
The ToT-Connected Parental Safety System is built
using a modern IoT—-Cloud architecture that integrates
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embedded hardware (sensors, wearables), lightweight
communication protocols, and a cloud- based analytics
backend. This technology stack was selected because
it supports real-time data collection, secure
communication, scalable processing, and seamless
interaction between loT nodes and user applications.

e [oT Devices (Wearables, Sensors, Smart Home
Nodes) serve as the primary data collectors,
capturing GPS, motion, heart rate, and
environmental conditions. Their low-power
embedded firmware ensures  continuous
monitoring.

e  MQTT acts as the lightweight publish— subscribe
protocol  enabling  high-frequency  data
transmission from IoT nodes to the cloud with
minimal bandwidth consumption.

e REST APIs (HTTPS) handle configuration
updates, parental commands, device onboarding,
and dashboard queries.

e Cloud Database (e.g., Firebase, MongoDB Atlas)
stores user profiles, device data streams,
geofence rules, alert logs, and historical
analytics. Its  flexible structure supports
dynamic sensor data.

e Mobile/Web App Interface enables real-time
child monitoring, alert management, and
configuration of safety settings such as
geofencing and screen-use restrictions. Together,
this stack ensures continuous, secure data flow
between hardware, cloud logic, and the parent-
facing dashboard while supporting integration of
multiple IoT sensors and real-time alerts.

3.2. Sensor Fusion and Real-Time Risk Detection

The system relies on sensor fusion to combine data

from GPS, accelerometers, gyroscopes, heart-rate

monitors, and smart-home IoT devices. Fusing multi-

sensor streams reduces false alarms and supports

context-aware safety decisions.

e GPS and WiFi triangulation verify the child’s
real-time location.

e Accelerometer/gyroscope sensors detect falls,
sudden movements, or abnormal motion patterns.

e Heart-rate sensors help detect stress or panic
scenarios.

e Home IoT sensors (smart speakers, cameras,
router logs) add environmental context.

Data is preprocessed using smoothing filters and
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normalization, then streamed to cloud analytics, where
anomaly-detection algorithms classify safety events
(e.g., geofence breach, inactivity, risky digital usage).
The fusion process ensures accurate, timely, and
robust risk scoring.

3.3. Cloud Analytics Engine

The cloud backend hosts a multi-layer analytics

pipeline responsible for evaluating sensor data in real

time:

3.3.1. Data Ingestion Layer: MQTT messages and
HTTP requests are received, validated, and
timestamped before storage.

3.3.2. Stream Processing Layer: Real-time logic
checks for rule violations such as geofence
exits, abnormal heart rate, or unusual device
activity.

3.3.3.  Machine Learning Layer: Predictive models
analyze patterns to detect early signs of
unsafe behavior, device misuse, or
environmental risks.

3.3.4.  Alert Generation Layer: If risk thresholds are
crossed, the engine triggers notifications to
the parent app and, when necessary, sends
automated emergency signals to [oT devices.

This architecture ensures the system remains

responsive,

scalable, and capable of evolving through updated

models without modifying hardware.

3.4. Edge—Cloud Optimization

To ensure fast responses and reduce cloud
dependency, selected safety checks run on edge
devices (child wearable, smart hub):

3.4.1. Immediate fall detection

3.4.2.  SOS button press

3.4.3. Basic geofence checks

3.4.4. Device-tampering alerts

High-complexity analytics (pattern recognition, trend
analysis, ML inference) are offloaded to the cloud.
This division reduces latency and ensures the system
remains operational even during temporary network
disruptions.

3.5. Authentication and Security (JWT + Device
Identity)

Security is implemented through a combination of
JWT-based user authentication and hardware- level
device identity:
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3.5.1.  Upon login, the cloud generates a signed
JWT containing parent ID and role.

3.5.2. The mobile app stores the JWT and attaches
it to all API/MQTT requests.

3.5.3. Backend middleware verifies the signature
and authorizes actions.

3.5.4. Each IoT device possesses a unique device
certificate or token burned during
provisioning.

3.5.5. Mutually authenticated TLS (mTLS) ensures
only trusted devices can publish sensor data.

This stateless design enhances scalability while

ensuring strong protection for sensitive child safety

data.

3.6. Real-Time Communication (MQTT +

WebSockets)

The system uses a hybrid communication approach:

3.6.1. MQTT is used for high-frequency sensor
streams (GPS, accelerometer, heart rate).

3.6.2. WebSockets power real-time parent
notifications, live location maps, and alert

updates.

3.6.3. HTTPS REST APIs handle configuration,
profile updates, and periodic
synchronization.

MQTT topics are structured hierarchically (e.g.,
/child/{id}/gps) and secured via TLS and JWT.
WebSocket channels allow push-based updates so
parents receive instant alerts when safety conditions
change. This architecture ensures low-latency,
bidirectional communication without excessive
polling.

-] = 0 =]

Figure 2: work flow diagram.
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Figure 4: circuit diagram of Arduino connection

IV.CHALLENGES FACED

The development of the IoT-Connected Parental
Safety System presents several technical and
operational challenges arising from the integration of
multiple IoT devices, cloud services, and real-time
monitoring ~ components.  Ensuring  accurate,
uninterrupted data collection from sensors and
wearables is difficult due to issues such as GPS
inaccuracies, sensor noise, and inconsistent network
connectivity. Security remains a major concern
because IoT devices often have limited computational
power, making them vulnerable to unauthorized
access, data breaches, and spoofing attacks.
Additionally, handling sensitive  child-related
information introduces significant privacy challenges,
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requiring strict adherence to regulations like GDPR
and COPPA. The system also faces interoperability
issues as loT devices from different manufacturers use
varied protocols and data formats, complicating
seamless integration. Achieving low latency for
emergency alerts, managing high power consumption
in wearable devices, and scaling the cloud backend to
support large numbers of users further add to the
complexity. Together, these challenges highlight the
need for careful design, rigorous testing, and robust
security ~measures throughout the system’s
development.
V. CONCLUSION

The IoT-Connected Parental Safety System represents
a comprehensive and technologically advanced
solution for enhancing the safety and well-being of
children in an increasingly digital and interconnected
world. By integrating wearable sensors, smart-home
IoT devices, secure cloud analytics, and real-time
monitoring features, the system provides a unified
platform that addresses both physical and digital safety
concerns. Through features such as geofencing,
anomaly detection, emergency alerts, and parental
control dashboards, it empowers parents with timely
insights and proactive tools to respond to potential
risks. The adoption of secure communication
protocols, robust authentication mechanisms, and
privacy-focused design ensures that sensitive data is
protected throughout the system. While challenges
remain in areas such as device interoperability,
network reliability, and privacy management, the
proposed architecture lays a strong foundation for
scalable, intelligent, and user-centric child safety
solutions. Overall, this system demonstrates how IoT
and cloud technologies can be leveraged to create safer
environments for children and support modern
parenting through continuous, data-driven awareness.

VLFUTURE IMPROVEMENTS

Future enhancements to the IoT-Connected Parental
Safety System can significantly expand its
capabilities, reliability, and user experience. One
major improvement involves integrating advanced Al
and predictive analytics to anticipate potential safety
risks before they occur, using long-term behavioral
patterns and environmental context. The system can
also benefit from incorporating more energy-efficient
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hardware and low-power communication technologies
to extend battery life for wearable devices. Adding
support for cross-platform interoperability with a
broader range of smart-home ecosystems such as
Apple HomeKit, Samsung SmartThings, and Matter
would increase convenience and scalability. Enhanced
privacy- preserving mechanisms, including on-device
processing and differential privacy, could further
protect sensitive child data. Future versions may also
include emotion detection through voice or biometric
cues, improved offline functionality during network
outages, and seamless multi-child management for
families. Additionally, partnerships with schools and
public safety agencies could expand real-world
applications, enabling community-wide safety
networks. These improvements would strengthen the
system’s effectiveness while adapting to evolving
technological and societal needs.

Future work will expand Club-Lit’s Al and user
features. Planned upgrades include integrating voice-
based Al assistants and OCR for scanning physical
books. We will add multilingual support and sentiment
analysis to refine recommendations. Enhancing
learning analytics (e.g. progress graphs, quiz modules)
can make the platform valuable for schools. From an
Al perspective, fine-tuning the RAG pipeline with
user feedback and exploring on- device ML inference
are priorities. We also aim to conduct user studies to
further validate the pedagogical impact of the
platform. As Groq and cloud Al services advance,
we will leverage newer accelerators to scale Club-Lit’s
LLM capabilities.
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