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Abstract: Health insurance fraud poses a major financial 

and operational challenge for insurers due to high claim 

volumes, manual verification, and sophisticated 

fraudulent patterns. This research proposes an 

integrated, AI-driven fraud detection system combining 

feature engineering, class imbalance correction, 

ensemble machine learning, and real-time decision 

automation. The methodology includes provider-level 

data aggregation from multiple claim sources, 

preprocessing using scalable pipelines, and training 

using Random Forest and XGBoost classifiers enhanced 

with SMOTE oversampling. Extensive evaluation using 

ROC–AUC, confusion matrices, and precision–recall 

analysis demonstrates strong predictive capability. A 

secure Streamlit-based dashboard is deployed to allow 

real-time prediction and automated triage of suspicious 

providers. The results demonstrate that the proposed 

system can effectively identify high-risk claims and 

significantly improve the efficiency of fraud detection in 

health insurance workflows. 
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I. INTRODUCTION 

The rapid growth of the healthcare sector has resulted 

in unprecedented volumes of medical claims, billing 

records, treatment histories, and provider-level data. 

While this expansion has improved access to 

healthcare services, it has simultaneously increased 

the vulnerability of insurance systems to 

inefficiencies, abuse, and fraudulent activities. Health 

insurance companies incur substantial financial losses 

each year from fraudulent claims, unnecessary 

medical procedures, inflated billing, and provider-

level misconduct. Traditional rule-based detection 

systems often fail to identify sophisticated fraud 

patterns, especially when decisions must be made in 

real time. With the rise of artificial intelligence (AI) 

and advanced machine learning (ML) techniques, 

health insurers now have the opportunity to transform 

how decisions are made at the point of claims 

processing. AI enables the automation of claim 

reviews, prediction of fraudulent behavior, risk 

scoring of providers, and detection of anomalies in real 

time—significantly reducing operational costs and 

enhancing system reliability. The Healthcare Provider 

Fraud Detection Analysis dataset, published on 

Mendeley Data, provides a comprehensive foundation 

for developing intelligent systems that can identify 

patterns of legitimate and fraudulent provider 

behavior. The dataset includes details on beneficiary 

demographics, inpatient and outpatient claim 

characteristics, diagnosis and procedure codes, 

physician-level data, and labelled indicators that 

distinguish fraudulent from non-fraudulent providers. 

Such rich, multidimensional data is essential for 

training AI models capable of making accurate and 

timely decisions. This research aims to explore how 

AI can be leveraged for real-time decision-making in 

health insurance, focusing particularly on fraud 

detection. The study investigates machine learning 

models that use historical claim data to predict 

provider fraud, accelerate claim approval cycles, 

enhance risk assessment frameworks, and improve 
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overall transparency in the insurance ecosystem. By 

integrating AI-driven insights directly into health 

insurance workflows, this work seeks to demonstrate 

how intelligent automation can strengthen fraud 

mitigation strategies and support faster, data-informed 

decision-making. 

II. LITERATURE REVIEW OF EXISTING SYSTEMS 

 

 

Fig. 1: A Secure AI-Driven Architecture for Automated Insurance Systems: Fraud Detection and Risk Measurement 
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Fig. 2: AI-Driven Framework for Need-Based Insurance Plans Generation and Anomaly Detection Using Deep 

Learning Techniques 
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Fig. 4: An Ensemble Random Forest Algorithm for Insurance Big Data Analysis 
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Enhancing Auto Insurance Risk Evaluation with Transformer and SHAP 
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Fig.5: Sequence Embeddings Help Detect Insurance Fraud 

 

II. MedSureAI: TRANSFORMING HEALTH 

INSURANCE PROPOSED SYSTEM DESIGN 

 

The system is designed to leverage artificial 

intelligence for real-time and batch-based fraud 

detection in health insurance claims. Built upon the 

Healthcare Provider Fraud Detection Analysis dataset, 

the system integrates data engineering, machine 

learning, and explainable AI components into a 

unified fraud-prediction pipeline. The Python 

implementation (fraud_pipeline.py) operationalizes 

the design by automating preprocessing, feature 

engineering, model training, evaluation, and model 

deployment. 
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Fig. 6: Architecture Diagram and Blockchain and AI-Empowered Healthcare Insurance Fraud Detection 

 

IV. METHODOLOGY AND ALGORITHMS USED 

Data Collection The dataset used for this study is the 

Healthcare Provider Fraud Detection Analysis 

dataset, consisting of claim-level records including 

provider identifiers, claim dates, billed amounts, 

procedure codes, diagnosis codes, and fraud labels. 

The data is loaded from a structured CSV file, and 

timestamp fields are parsed to enable temporal 

analysis. Data Preprocessing: Initial preprocessing 

includes handling missing values, parsing dates, and  

checking schema consistency. Claim dates are 

converted into monthly periods to support 

chronological modeling. A Scikit-Learn preprocessing 

pipeline performs median imputation for numeric 

fields and standard scaling to normalize feature 

distributions. The data is chronologically sorted, and 

the last three months are reserved as the test set to 

prevent temporal leakage. Feature Selection and 

Engineering: To capture provider behavior over time, 

the system aggregates claim-level data to a provider–

month level. Engineered features include total billed 

amount, mean billed amount, maximum billed, billing 

variance, number of claims, and counts of unique 

procedures and diagnoses. Fraud labels are aggregated 

such that a provider-month is labeled fraudulent if any 

associated claim is marked as fraud. This results in a 

compact and behavior-driven feature set suitable for 

machine learning. Model Training: Two models are 

trained using the engineered features: XGBoost, 

optimized for tabular fraud data, trained using a binary 

logistic objective and Random Forest, used both as a 

baseline model and for explainability. Class imbalance 

is addressed using SMOTE, applied only to the 

training data after preprocessing to generate synthetic 

minority (fraud) samples. Each model is trained on the 

balanced dataset to improve fraud detection 

sensitivity. Evaluation & Validation: Models are 

evaluated on the temporally held-out test set using 

standard metrics, including ROC–AUC, precision, 

recall, and F1-score. Threshold-based predictions (≥ 

0.5 probability) are used for fraud classification. 

SHAP explainability is applied to the Random Forest 

model to identify the most influential features in 

predicting fraudulent behavior. Finally, trained models 

and preprocessing pipelines are exported for 

deployment. 

The fraud-detection system employs a supervised 

machine learning algorithm, primarily leveraging 

XGBoost (Extreme Gradient Boosting) as the main 

classifier and Random Forest as a secondary baseline 

model. XGBoost Algorithm: XGBoost is a powerful 

gradient boosting algorithm optimized for 

structured/tabular data. It builds an ensemble of 

decision trees sequentially, where each new tree 

attempts to correct the errors of the previous ones. The 

algorithm minimizes a differentiable loss function 

(binary logistic loss in this case) using gradient 

descent. Key strengths used in this work include: 

Handling complex non-linear relationships in provider 

billing behavior Regularization to reduce overfitting. 
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High interpretability via feature importance and 

Efficiency for large datasets 

XGBoost is configured with a learning rate (η = 0.05), 

depth-6 trees, and 200 boosting rounds, optimizing the 

AUC metric. Random Forest Algorithm: Random 

Forest is an ensemble learning method that constructs 

multiple decision trees using random subsets of data 

and features. The final classification is obtained via 

majority voting. It is robust to noise, resistant to 

overfitting, and useful for explainability. In the 

Random Forest classifier is trained with: 200 trees 

Balanced class weights (important for fraud 

detection), SMOTE-resampled data to improve fraud 

sensitivity, and this model also serves as the basis for 

SHAP explainability. SMOTE for Handling 

Imbalance: Before training, the SMOTE (Synthetic 

Minority Oversampling Technique) algorithm is 

applied to balance the dataset. SMOTE creates 

synthetic fraud samples by interpolating between 

minority-class neighbors, allowing both XGBoost and 

Random Forest to detect rare fraud patterns more 

effectively. 

V.  MODULES IMPLEMENTATION MedSureAI: 

TRANSFORMING HEALTH INSURANCE 

Data Ingestion & Integration Module: This module 

loads and integrates multiple raw data files, Train.csv, 

provider-level labels (Potential Fraud: Yes/No) 

Beneficiary Data demographic and health profile 

details 

Inpatient Data, hospitalization-related claims and 

Outpatient Data non-hospital claims. Feature 

Engineering & Aggregation Module: This module 

aggregates claim-level and beneficiary-level data per 

provider, transforming raw claim data into meaningful 

numerical features for AI models. Key Engineered 

Features Number of beneficiaries served 

Number of inpatient and outpatient claims, Number of 

unique diagnosis codes, and Number of unique 

procedure codes. Data Preprocessing & 

Transformation Module: This module standardizes, 

scales, and imputes missing values using scikit-learn 

Pipelines. Main Steps, Missing Value Treatment – 

median imputation, Feature Scaling – StandardAero 

and Column Transformer to handle numerical 

features. The preprocessor is saved using: 

 

Class Imbalance Handling Module: The dataset contains more "non-fraud" cases than fraud cases.  To avoid biased 

predictions, the SMOTE oversampling technique is used. 

 

This ensures fair model learning by balancing the fraud vs non-fraud samples. Machine Learning Model Training 

Module, Two ML models are trained to detect fraudulent providers: (a) XGBoost Classifier, High performance on 

tabular data,  Gradient boosting with DMatrix format, Evaluated using AUC 

 

(b) Random Forest Classifier, Tree-based ensemble model 

Handles noisy inputs well, Used for real-time predictions 
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Evaluation & Performance Analysis Module, Model performance is assessed using: ROC–AUC Score, Precision, 

Recall, F1-score and Classification Report. 

 
 

 

Real-Time Fraud Prediction Module, This module loads the pre-trained model and produces real-time fraud 

probability. 

 

 

This enables real-time streaming decisions as claims arrive. Automated Decision-Making Module, This is the core 

module for Real-Time Decision Making in Health Insurance. Given a fraud threshold (e.g., 0.5): 

● If fraud probability ≥ threshold → Investigate,  Else → Approve 
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Fig.7:  Confusion Matrix Heatmap of MedSureAI 

 

 

   
Fig. 8: of MedSureAI : ROC Curve Comparison, Precision–Recall Curve Comparison and Comparison BEFORE / 

AFTER SMOTE 
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Fig.9: Model Metrics Comparison of MedSureAI 

 

Real-Time Fraud Prediction Module This module loads the pre-trained model and produces real-time fraud 

probability. 

 

 
This enables real-time streaming decisions as claims arrive. 

Automated Decision-Making Module, This is the core module for Real-Time Decision Making in Health Insurance. 

Given a fraud threshold (e.g., 0.5): If fraud probability ≥ threshold → Investigate, Else → Approve 

 

 
 

V. MedSureAI: TRANSFORMING HEALTH INSURANCE PROTOTYPE, AND PROGRAM LOGIC 

 

   
Fig.10: MedSureAI: Terminal Building and the final system and  Login Page 
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Fig.11: Dashboard and Prediction Graph of MedSureAI 

 

VI. CONTRIBUTION AND FINDINGS 

 

This study develops an AI-driven framework for real-

time health-insurance fraud detection using Random 

Forest and XGBoost. It contributes a robust 

preprocessing pipeline with imputation and SMOTE 

to handle data noise and class imbalance, along with 

an explainable feature-importance analysis for 

transparency. The findings show that XGBoost clearly 

outperforms Random Forest in accuracy, recall, and 

ROC–AUC, making it better suited for detecting 

minority fraudulent claims. Key patterns such as 

unusually high claim amounts, extended 

hospitalization, and repeated claim histories strongly 

influence fraud predictions. Overall, the proposed 

system proves effective, interpretable, and ready for 

integration into automated insurance decision 

workflows. 

VI. CONCLUSION 

This research proposes an end-to-end AI-powered 

health insurance fraud detection framework. By 

integrating provider-level feature engineering, 

SMOTE-based imbalance correction, and ensemble 

machine learning (Random Forest and XGBoost), the 

system achieves robust fraud detection performance. 

The deployment through a secure Streamlit dashboard 

enables real-time decision support, reducing manual 

effort and improving operational efficiency. The 

results confirm that the system is effective for large-

scale fraud monitoring and can be extended to other 

insurance domains. The System successfully 

demonstrates how Artificial Intelligence can be 

leveraged for real-time decision-making in health 

insurance, specifically for detecting potentially 

fraudulent providers. By integrating diverse datasets, 

performing robust feature engineering, and applying 

advanced machine learning techniques such as 

XGBoost and Random Forest, the system achieves 

high predictive performance. The inclusion of 

SMOTE effectively addresses class imbalance, 

improving fraud detection sensitivity. Furthermore, 

the real-time prediction and automated decision 

modules transform traditional manual workflows into 

intelligent, data-driven processes. The deployed model 

not only predicts fraud probabilities but also makes 

automatic decisions—approving legitimate claims 

instantly and flagging suspicious ones for further 

investigation. This reduces operational delays, 

minimizes financial losses, and enhances overall 

efficiency in the insurance ecosystem. The research 

and implementation highlight the transformative 

potential of AI in insurance analytics, providing a 

scalable and practical framework for real-world 

adoption. The approach can be extended to risk 

scoring, automated underwriting, premium 

optimization, and fraud pattern interpretation using 

explainability techniques like SHAP. Overall, this 

project provides a strong foundation for building next-

generation AI-driven health insurance systems. 
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