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Abstract: Health insurance fraud poses a major financial
and operational challenge for insurers due to high claim
volumes, manual verification, and sophisticated
fraudulent patterns. This research proposes an
integrated, Al-driven fraud detection system combining
feature engineering, class imbalance correction,
ensemble machine learning, and real-time decision
automation. The methodology includes provider-level
data aggregation from multiple claim sources,
preprocessing using scalable pipelines, and training
using Random Forest and XGBoost classifiers enhanced
with SMOTE oversampling. Extensive evaluation using
ROC-AUC, confusion matrices, and precision—recall
analysis demonstrates strong predictive capability. A
secure Streamlit-based dashboard is deployed to allow
real-time prediction and automated triage of suspicious
providers. The results demonstrate that the proposed
system can effectively identify high-risk claims and
significantly improve the efficiency of fraud detection in
health insurance workflows.
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I. INTRODUCTION

The rapid growth of the healthcare sector has resulted
in unprecedented volumes of medical claims, billing
records, treatment histories, and provider-level data.
While this expansion has improved access to
healthcare services, it has simultaneously increased
the vulnerability of insurance systems to
inefficiencies, abuse, and fraudulent activities. Health
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insurance companies incur substantial financial losses
each year from fraudulent claims, unnecessary
medical procedures, inflated billing, and provider-
level misconduct. Traditional rule-based detection
systems often fail to identify sophisticated fraud
patterns, especially when decisions must be made in
real time. With the rise of artificial intelligence (AI)
and advanced machine learning (ML) techniques,
health insurers now have the opportunity to transform
how decisions are made at the point of claims
processing. Al enables the automation of claim
reviews, prediction of fraudulent behavior, risk
scoring of providers, and detection of anomalies in real
time—significantly reducing operational costs and
enhancing system reliability. The Healthcare Provider
Fraud Detection Analysis dataset, published on
Mendeley Data, provides a comprehensive foundation
for developing intelligent systems that can identify
patterns of legitimate and fraudulent provider
behavior. The dataset includes details on beneficiary
demographics, inpatient and outpatient claim
characteristics, diagnosis and procedure codes,
physician-level data, and labelled indicators that
distinguish fraudulent from non-fraudulent providers.
Such rich, multidimensional data is essential for
training Al models capable of making accurate and
timely decisions. This research aims to explore how
Al can be leveraged for real-time decision-making in
health insurance, focusing particularly on fraud
detection. The study investigates machine learning
models that use historical claim data to predict
provider fraud, accelerate claim approval cycles,
enhance risk assessment frameworks, and improve
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overall transparency in the insurance ecosystem. By
integrating Al-driven insights directly into health
insurance workflows, this work seeks to demonstrate

how intelligent automation can strengthen fraud
mitigation strategies and support faster, data-informed
decision-making.

II. LITERATURE REVIEW OF EXISTING SYSTEMS

Objective

v Technology Used v Methodology Used v  Efficiency

A Secure Al-Driven | * Manual, slow, and * Develop a secure *Hyperledger Fabric Fraud Detection: « Requires large
Architecture for error-prone insurance automated architecture | (permissioned * XGBoost accuracy: training datasets.
Automated claim processing. for insurance blockchain) ~98% (highest among « Blockchain
Insurance Systems: | * High financial loss operations. *Hyperledger Decision Tree, Naive scalability
Fraud Detection and | due to fraudulent + Use permissioned Composer (smart Bayes, KNN). limitations for
Risk Measurement | claims and claims blockchain to secure contracts & blockchain | * VEDT online model large networks.
*Year: 2020 leakage. and share insurance assets) outperformed SGD * XGBoost
*DOI: * No existing integrated | data. +XGBoost (offline ML | (SVM loss). requires high
0.1109/ACCESS.20 | system using Al + * Detects and classify | for fraud detection & * VEDT reached 90% computational
20.2983300 Blockchain for fraudulent claims risk prediction) accuracy with only 300 | resources.
*URL: auto-insurance fraud using AL *VFDT - Very Fast samples, stabilized at « Unbalanced
https://doi.org/0.110 | detection. * Predict customer risk | Decision Tree (online | 98%. dataset (few fraud
9/ACCESS.2020.29 | +Need for secure, and estimate future ML for real-time Risk & Claim cases).

83300 transparent, and claim amounts. detection) Prediction: « XGBoost « Strong
automated claim * Implement real-time | *REST APIs for provided lowest MAE, anonymization
verification and risk online learning for communication best prediction accuracy | needed for
prediction. dynamic updates. +Data mining & over ElasticNet, privacy.

* Integrate blockchain | preprocessing tools for | Gradient Boosting, « Integration of Al
+ Al in one unified cleansing, correlation | Ridge Regression. + Blockchain +
system (SISBAR). analysis, Blockchain REST system is
anonymization Implementation: complex.
* Working REST server
interface developed.
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Fig. 1: A Secure Al-Driven Architecture for Automated Insurance Systems: Fraud Detection and Risk Measurement

IJIRT 188209

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY

1184




© December 2025| IJIRT | Volume 12 Issue 7 | ISSN: 2349-6002

Problem
Statemen v  Objective Technology v Methodology v  Efficiency v  Issues
¢ Used Used
AI-Driven + Existing * Predict * RNN, * Preprocess EHR | «LSTM-Anom | * GAN model
Framework | insurance plans | personalized SimpleRNN, dataset. aly unstable.
for Need are not insurance LSTM-Anomaly | *Use RNN for Transformer * Requires a
Based personalized. premiums, Transformer, prediction of achieved very large
Insurance * Employees * Generate GAN. categories and 96.4% dataset.
Plans face need-based » K-Means, claim amounts. accuracy, » Model
Generation over-insurance | insurance plans. | Fuzzy C-Means | e Cluster users detected 25 interpretabilit
and Anomaly | or * Detect Clustering. into risk groups anomalies. y is difficult.
Detection under-insurance | fraudulent/anoma | *Python, (Low/Medium/Hi | * GAN
Using Deep | . lous patterns. PyTorch, gh). detected fewer
Learning *» Manual * Use deep preprocessing + Detect anomalies (14)
Techniques. processes lead | learning to tools. anomalies using and had higher
oYear: 2025 | to fraud. automate LSTM-Anomaly | loss.
*DOI: * No automated | insurance Transformer and | * RNN showed
10.1109/ACC | Alsystemfor | workflows. GAN. good
ESS8.2025.35 | plan generation prediction
83562 and anomaly accuracy for
*URL: detection. insurance
https.//doi.or needs
g/10.1109/AC
CESS.2025.3
583562
 RiNbased Historical Patient ,| Rellme | Risk-Based Adjustment Algorithm
~ Prediction Records Transactions -+ Variance 3
L ~# Variance -2
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Fig. 2: Al-Driven Framework for Need-Based Insurance Plans Generation and Anomaly Detection Using Deep
Learning Techniques
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Objective v

Technology Used

v Methodology Used

v Efficiency

v Issues

Agentless To build a fully agentless | - Machine Leamning 1. Propensity Model: Logistic | - Unsupervised - Absence of agents
Insurance software application Models: Logistic Regression to predict likelihood | clustering (K-Means) | may create
Model Based | using AUML models Regression, Random | of new customers purchasing a | successfully identified | customer service
onModen | that can: Forest, SMOTE, policy. high-value customer | challenges (queries,
Artificial (1) identify prospective | SMOTE+ENN, 2. Churn Prediction Model: segments. claim disputes,
Intelligence | customers, Decision Trees, KNN | Classification using features | - Random Forest guidance).
*Year: 2021 | (2) detect customers - Al Techniques: like age, policy type, premium | classification used for | - Al adoption
DOL: likely to churn, Propensity modeling, | amount, customer behavior. | separating issues: data
10.1109/IRIS! | (3) detect fraudulent Churn prediction, Fraud | 3. Fraud Detection Model: high-spending imbalance,
335.2021.000 | insurance claims, detection, Random Forest + imbalance | customers. integration
13 (4) recommend suitable | Recommender systems | handling (SMOTE, - Model outputs allow | complexity, ethical
policies thereby - Cloud Deployment: | under-sampling, automated targeting, | concerns.
replacing human agents. | AWS SageMaker SMOTE+ENN). fraud reduction, and | - Need for human
(mentioned in 4. Recommendation System: | customer retention. | support in complex
comparisons) Jaccard Similarity + decisions.
KNN-based collaborative
filtering.
T Clusters of customers
Insurance Polcy of her M
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Fig. 4: An Ensemble Random Forest Algorithm for Insurance Big Data Analysis
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Objective v Technology Used v Methodology Used v Efficiency / Results v Issues/
Limitations

Enhancing | To develop an * Transformer 1. Data Preprocessing: Categorical | * AT consistently * Transformer
Auto accurate and Architecture embeddings, normalization of outperforms GLM, self-attention is
Insurance | interpretable (self-attention) continuous features. XGBoost, LightGBM, | computationally
Risk insurance risk * Tree-based models | 2. Actuarial Transformer (AT): CatBoost, NN, and eXpensive.
Evaluation | evaluation model (XGBoost, LightGBM, | * Self-attention to map feature TabNet. * Potential overfitting
With called the Actuarial | CatBoost, Gradient | interactions + Shows lowest Poisson | on specific datasets.
Transformer | Transformer (AT) Boosting) * Transformer layers generate Deviance and highest * Requires large
and SHAP | that: * Residual Leaming | refined feature representation. Improvement Index. memory (GPU).
*Year: 2024 | + Captures complex | * SHAP Explainability | 3. Residual Modeling: * Robust across * Complex architecture
*DOL: feature interactions | Framework * Tree-based models generate embedding sizes, batch | may be harder to
10.1109/AC | via self-attention * PyTorch for initial prediction sizes, and regularization | deploy in traditional
CESS.2024. | + Improves prediction | modeling + Transformer models residual weights, insurance systems.
3446179. | accuracy with + French MTPL eIrors * Converges fasterand | + Limited testing
*URL: residual modeling Insurance Dataset from | « Final prediction = Tree prediction | smoother than NN. beyond auto
https:/doi.o | using tree-based CAS. + Transformer residuals. + SHAP results show insurance—needs
12/10.1109/ | models 4. Training: Poisson Deviance loss | Bonus-Malus as the most | generalization studies.
ACCESS.20 | + Ensures with regularization; important feature.
24.3446179 | interpretability using hyperparameter tuning, early
SHAP (Shapley stopping.
values).
AT learning curve 2
¥ BonusMalus P .
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Enhancing Auto Insurance Risk Evaluation with Transformer and SHAP
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Titleofthe “  Objective Methodology Used
Paper
Sequence To evaluate whether | * Neural networks | 1. Data & Sequences * Construct Direct result valuesare | + Long sequences
Embeddings sequence for categorical sequences of historical claims for each | not provided in snippets, | increase computational
Help Detect embeddings created | embeddings policyholder. * Use sliding-window to | but the paper indicates: | complexity.
Insurance Fraud | from time-ordered | (field-aware create many short subsequences (each | * Sequence embeddings | * Sliding-window
Year: 2022 insurance claims can | embeddings) sequence = subset of events). improve fraud detection | approach may create
*DOL: improve fraud + Sequential 2. Embedding Layer * Categorical over traditional large numbers of
10.1109/ACCES | detection accuracy. | featurizationvia | variables converted into learned non-sequential models. | subsequences,
$.2022.3149480 | The paperaimsto | sliding window | embeddings, not one-hot vectors. + Embeddings capture increasing training
*URL: show that modeling | subsequences 3. Sequence Modeling Approaches provider patterns, service | cost.
https://doi.org/10 | historical sequences, | * Fraud Approach A: Classify each repetitions, and * Requires careful
.1109/ACCESS.2 | rather than single classification subsequence directly (fraud vs. suspicious temporal embedding size
022.3149480 claims, leads to models using non-fraud). behavior more accurately | selection to avoid
better identification | embedded Approach B: Embed the full sequence | than flat features. underfitting/overfitting
of fraudulent sequences — use embedding as an additional + Sliding-window .
behavior. *TensorFlow/PyTo | feature in a final fraud classifier. subsequences allow * Fraud labels are often
rch-style neural | 4. Training & Inference * Combine efficient training even on | highly imbalanced,
architectures embeddings + flattened sequence long claim histories. making training
(implicit through | representations to predict fraud. difficult.
methodology)
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Fig.5: Sequence Embeddings Help Detect Insurance Fraud

II. MedSureAl: TRANSFORMING HEALTH
INSURANCE PROPOSED SYSTEM DESIGN

The system

is

designed to leverage artificial

intelligence for real-time and batch-based fraud
detection in health insurance claims. Built upon the
Healthcare Provider Fraud Detection Analysis dataset,
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the system integrates data engineering, machine
learning, and explainable Al components into a
unified fraud-prediction pipeline. The Python
implementation (fraud pipeline.py) operationalizes
the design by automating preprocessing, feature
engineering, model training, evaluation, and model
deployment.
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Fig. 6: Architecture Diagram and Blockchain and AI-Empowered Healthcare Insurance Fraud Detection

IV. METHODOLOGY AND ALGORITHMS USED

Data Collection The dataset used for this study is the
Healthcare Provider Fraud Detection Analysis
dataset, consisting of claim-level records including
provider identifiers, claim dates, billed amounts,
procedure codes, diagnosis codes, and fraud labels.
The data is loaded from a structured CSV file, and
timestamp fields are parsed to enable temporal
analysis. Data Preprocessing: Initial preprocessing
includes handling missing values, parsing dates, and
checking schema consistency. Claim dates are
converted into monthly periods to support
chronological modeling. A Scikit-Learn preprocessing
pipeline performs median imputation for numeric
fields and standard scaling to normalize feature
distributions. The data is chronologically sorted, and
the last three months are reserved as the test set to
prevent temporal leakage. Feature Selection and
Engineering: To capture provider behavior over time,
the system aggregates claim-level data to a provider—
month level. Engineered features include total billed
amount, mean billed amount, maximum billed, billing
variance, number of claims, and counts of unique
procedures and diagnoses. Fraud labels are aggregated
such that a provider-month is labeled fraudulent if any
associated claim is marked as fraud. This results in a
compact and behavior-driven feature set suitable for
machine learning. Model Training: Two models are
trained using the engineered features: XGBoost,
optimized for tabular fraud data, trained using a binary

IJIRT 188209

logistic objective and Random Forest, used both as a
baseline model and for explainability. Class imbalance
is addressed using SMOTE, applied only to the
training data after preprocessing to generate synthetic
minority (fraud) samples. Each model is trained on the
balanced dataset to improve fraud detection
sensitivity. Evaluation & Validation: Models are
evaluated on the temporally held-out test set using
standard metrics, including ROC-AUC, precision,
recall, and Fl-score. Threshold-based predictions (>
0.5 probability) are used for fraud classification.
SHAP explainability is applied to the Random Forest
model to identify the most influential features in
predicting fraudulent behavior. Finally, trained models
and preprocessing pipelines are exported for
deployment.

The fraud-detection system employs a supervised
machine learning algorithm, primarily leveraging
XGBoost (Extreme Gradient Boosting) as the main
classifier and Random Forest as a secondary baseline
model. XGBoost Algorithm: XGBoost is a powerful
gradient  boosting  algorithm  optimized for
structured/tabular data. It builds an ensemble of
decision trees sequentially, where each new tree
attempts to correct the errors of the previous ones. The
algorithm minimizes a differentiable loss function
(binary logistic loss in this case) using gradient
descent. Key strengths used in this work include:
Handling complex non-linear relationships in provider
billing behavior Regularization to reduce overfitting.
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High interpretability via feature importance and
Efficiency for large datasets
XGBoost is configured with a learning rate (1 = 0.05),
depth-6 trees, and 200 boosting rounds, optimizing the
AUC metric. Random Forest Algorithm: Random
Forest is an ensemble learning method that constructs
multiple decision trees using random subsets of data
and features. The final classification is obtained via
majority voting. It is robust to noise, resistant to
overfitting, and useful for explainability. In the
Random Forest classifier is trained with: 200 trees
Balanced class weights (important for fraud
detection), SMOTE-resampled data to improve fraud
sensitivity, and this model also serves as the basis for
SHAP explainability. SMOTE for Handling
Imbalance: Before training, the SMOTE (Synthetic
Minority Oversampling Technique) algorithm is
applied to balance the dataset. SMOTE creates
synthetic fraud samples by interpolating between
minority-class neighbors, allowing both XGBoost and
Random Forest to detect rare fraud patterns more
effectively.

V. MODULES IMPLEMENTATION MedSureAl:
TRANSFORMING HEALTH INSURANCE

joblib.dump(preprocessor,

Data Ingestion & Integration Module: This module
loads and integrates multiple raw data files, Train.csv,
provider-level labels (Potential Fraud: Yes/No)

Beneficiary Data demographic and health profile
details

Inpatient Data, hospitalization-related claims and
Outpatient Data non-hospital claims. Feature
Engineering & Aggregation Module: This module
aggregates claim-level and beneficiary-level data per
provider, transforming raw claim data into meaningful
numerical features for Al models. Key Engineered
Features Number of beneficiaries served

Number of inpatient and outpatient claims, Number of
unique diagnosis codes, and Number of unique
procedure  codes.  Data  Preprocessing &
Transformation Module: This module standardizes,
scales, and imputes missing values using scikit-learn
Pipelines. Main Steps, Missing Value Treatment —
median imputation, Feature Scaling — StandardAero
and Column Transformer to handle numerical
features. The preprocessor is saved using:

'preprocessor.joblib")

Class Imbalance Handling Module: The dataset contains more "non-fraud" cases than fraud cases. To avoid biased
predictions, the SMOTE oversampling technique is used.

sm = SMOTE(random_state=42)
X_res, y_res = sm.TtTit_resample(X_p, v)

This ensures fair model learning by balancing the fraud vs non-fraud samples. Machine Learning Model Training
Module, Two ML models are trained to detect fraudulent providers: (a) XGBoost Classifier, High performance on
tabular data, Gradient boosting with DMatrix format, Evaluated using AUC

bst = xgb.train(params, dtrain, num_boost_round=200)

(b) Random Forest Classifier, Tree-based ensemble model

Handles noisy inputs well, Used for real-time predictions
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rf = RandomForestClassifier(n_estimators=200, class_weight='balanced')

Evaluation & Performance Analysis Module, Model performance is assessed using: ROC—AUC Score, Precision,

Recall, F1-score and Classification Report.

print("RF ROC AUC:'",
print(classification_report(y,

«ss  XGBoost ROC AUC:

0.9545371931600566

roc_auc_score(y,

y_pred_rf))

y_proba_rf))

precision recall fl-score support

Q ©.9835 9.9019 ©.9410 4904

1 ©0.4732 ©.8538 ©.6089 506

accuracy 0.8974 54160

macro avg ©0.7284 ©.8778 ©0.7749 5410

weighted avg ©.9358 ©.8974 ©.9099 5410
RF ROC AUC: 0.9905389002443759

precision recall fl-score support

7] ©.9896 ©.9918 ©.9907 4904

1 9.9192 9.8992 0.9091 506

accuracy ©0.9832 5410

macro avg 0.9544 @.9455 0.9499 5410

weighted avg ©.9830 ©.9832 ©.9831 5410

Real-Time Fraud Prediction Module, This module loads the pre-trained model and produces real-time fraud
probability.

««« Saved models: xgb_model.json, rf_model.joblib, preprocessor.joblib

Real—time fraud probability: ©0.6041666666666667

This enables real-time streaming decisions as claims arrive. Automated Decision-Making Module, This is the core
module for Real-Time Decision Making in Health Insurance. Given a fraud threshold (e.g., 0.5):

e If fraud probability > threshold — Investigate, Else — Approve

decisions = ['Investigate' if p >= threshold else 'Approve' for p in fraud_probs]
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n_beneficiaries n_inpatient_claims unique_inpatient_procs \

(5] 50 10 8
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(%] 7 ©.604167 Investigate
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Fig.7: Confusion Matrix Heatmap of MedSureAl
ROC Curve Comparison
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Fig. 8: of MedSureAl : ROC Curve Comparison, Precision—Recall Curve Comparison and Comparison BEFORE /
AFTER SMOTE
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Fig.9: Model Metrics Comparison of MedSureAl

Real-Time Fraud Prediction Module This module loads the pre-trained model and produces real-time fraud
probability.

««« Saved models: xgb_model.json, rf_model.joblib, preprocessor.joblib

Real—time fraud probability: 0.6041666666666667

This enables real-time streaming decisions as claims arrive.
Automated Decision-Making Module, This is the core module for Real-Time Decision Making in Health Insurance.
Given a fraud threshold (e.g., 0.5): If fraud probability > threshold — Investigate, Else — Approve

decisions = ['Investigate' if p >= threshold else 'Approve' for p in fraud_probs]

n_beneficiaries n_inpatient_claims unique_inpatient_procs \

4] 50 10 8
unique_inpatient_diags n_outpatient_claims unique_outpatient_procs \

(4] 5 20 15
unique_outpatient_diags Fraud_Probability Decision

(4} 7 0.604167 Investigate

V. MedSureAl: TRANSFORMING HEALTH INSURANCE PROTOTYPE, AND PROGRAM LOGIC

Last login: Mon Dec 1 04:27:11 on ttysee@
(base) akanksharajendradhote@Akankshas-MacBook-Air ~ % cd ~/fraud_app
streamlit run app.py

&f Login

Username

akanksha

Password

http://localhost:8501
http://192.168.162.105:8501

Fig.10: MedSureAl: Terminal Building and the final system and Login Page
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Fig.11: Dashboard and Prediction Graph of MedSureAl

VI. CONTRIBUTION AND FINDINGS

This study develops an Al-driven framework for real-
time health-insurance fraud detection using Random
Forest and XGBoost. It contributes a robust
preprocessing pipeline with imputation and SMOTE
to handle data noise and class imbalance, along with
an explainable feature-importance analysis for
transparency. The findings show that XGBoost clearly
outperforms Random Forest in accuracy, recall, and
ROC-AUC, making it better suited for detecting
minority fraudulent claims. Key patterns such as
unusually  high  claim  amounts, extended
hospitalization, and repeated claim histories strongly
influence fraud predictions. Overall, the proposed
system proves effective, interpretable, and ready for
integration into automated insurance decision
workflows.
VI. CONCLUSION

This research proposes an end-to-end Al-powered
health insurance fraud detection framework. By
integrating  provider-level feature engineering,
SMOTE-based imbalance correction, and ensemble
machine learning (Random Forest and XGBoost), the
system achieves robust fraud detection performance.
The deployment through a secure Streamlit dashboard
enables real-time decision support, reducing manual
effort and improving operational efficiency. The
results confirm that the system is effective for large-
scale fraud monitoring and can be extended to other
insurance domains. The System successfully
demonstrates how Artificial Intelligence can be
leveraged for real-time decision-making in health
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insurance, specifically for detecting potentially
fraudulent providers. By integrating diverse datasets,
performing robust feature engineering, and applying
advanced machine learning techniques such as
XGBoost and Random Forest, the system achieves
high predictive performance. The inclusion of
SMOTE effectively addresses class imbalance,
improving fraud detection sensitivity. Furthermore,
the real-time prediction and automated decision
modules transform traditional manual workflows into
intelligent, data-driven processes. The deployed model
not only predicts fraud probabilities but also makes
automatic decisions—approving legitimate claims
instantly and flagging suspicious ones for further
investigation. This reduces operational delays,
minimizes financial losses, and enhances overall
efficiency in the insurance ecosystem. The research
and implementation highlight the transformative
potential of Al in insurance analytics, providing a
scalable and practical framework for real-world
adoption. The approach can be extended to risk
scoring, automated  underwriting, = premium
optimization, and fraud pattern interpretation using
explainability techniques like SHAP. Overall, this
project provides a strong foundation for building next-
generation Al-driven health insurance systems.
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