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Abstract—This review summarizes major advancements
in drone (UAV) technology and analyses their technical,
economic, societal, environmental, and security impacts.
Key topics covered include autonomy and AIl, BVLOS
and regulatory progress, swarm systems, energy and
propulsion advances, sensing and navigation (SLAM,
computer vision), edge computing for onboard
processing, and application-driven deployments (last-
mile delivery, medical logistics, inspection, defense). The
paper highlights challenges (safety, cybersecurity,
airspace integration, battery limits, privacy) and
proposes priority research directions for responsible,
scalable drone integration. Selected recent regulatory
developments and representative review studies are
cited.

Index Terms—Drone, UAV, Artificial Intelligence

L INTRODUCTION

Drone technology, also known as Unmanned Aerial
Vehicle (UAV) technology, refers to aircraft systems
that operate without a human pilot onboard and are
controlled either remotely or autonomously through
onboard computers. Over the last decade, drones have
rapidly evolved from basic remote-controlled devices
to highly advanced systems equipped with GPS, high-
resolution cameras, sensors, artificial intelligence, and
autonomous navigation capabilities.

Modern advancements such as machine learning,
computer vision, 5G connectivity, and edge
computing have significantly increased the efficiency
and intelligence of drones. These technologies enable
drones to recognize objects, avoid obstacles, plan
optimal routes, and make automated decisions in real
time. As a result, drones are becoming smarter, safer,
and more reliable.

II. TECHNOLOGICAL ADVANCEMENTS

2.1 Autonomy, Al and Perception
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* Onboard Al for perception (object detection,
semantic segmentation) and sensor fusion (camera +
LiDAR + IMU) matured, enabling safe navigation in
complex environments and enabling automated
dispatch/mission planning for logistics and inspection
tasks. Recent reviews document Al-enabled
navigation and secure payload management for critical
use cases such as medical logistics. (MDPI)

2.2 BVLOS and Airspace Integration

* Progress on BVLOS (Beyond Visual Line of Sight)
approvals, detect-and-avoid tech, and UTM
(Unmanned Traffic Management) frameworks has
accelerated operational viability for long-range and
commercial missions (e.g., infrastructure inspection
and deliveries). Regulatory bodies in many
jurisdictions (including India) updated drone rules and
produced amendments to allow expanded operations
under defined safety frameworks. (Directorate
General of Civil Aviation)

2.3 Swarm and Cooperative Systems

* Research and early deployments of coordinated
swarm behavior support multi-drone missions for
mapping, inspection, and (in some military contexts)
coordinated effects. Advances include decentralized
communication protocols and cooperative planning to
keep swarms robust under communications loss.

2.4 Energy, Propulsion and Endurance Improvements
* Incremental improvements in battery energy density,
hybrid propulsion, and mission-adaptive power
management extended mission endurance. Heavy-lift
and hybrid systems (including electric vertical take-off
and landing — eVTOL variants) are increasingly
trialed for logistics and infrastructure tasks.

2.5 Edge Computing & Communications

* Lightweight onboard edge compute (accelerators for
neural nets) enables real-time analytics (victim
detection, anomaly detection in inspection) without
full reliance on low-latency links; cellular/5G
integration enables richer tele-operation and BVLOS
support.
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2.6 Security, Privacy & Reliability Enhancements

» Increased attention to cybersecurity for UAV
command-and-control and data links has produced
surveys and solutions addressing jamming, spoofing,
and malicious use; research promotes authentication,
secure telemetry, and resilient swarm protocols.
(ScienceDirect)

I1I. APPLICATION AREAS &
REPRESENTATIVE EVIDENCE

3.1 Last-mile Delivery

* Pilot deployments and growing literature show
drones as viable last-mile carriers for lightweight
packages, promising reduced delivery times and lower
carbon footprints under appropriate routing and
logistics integration. Systematic literature reviews
chart real-world trials, business models, and open
research questions for scaling LMD (last-mile
delivery). (ScienceDirect)

3.2 Medical Logistics & Emergency Response

* Drones transport medical samples, blood, vaccines,
and AEDs in urban and remote settings; reviews report
Al navigation, payload security and real-time
monitoring enabling medical drone corridors and
point-to-point urgent logistics. (MDPI)

3.3 Infrastructure Inspection & Maintenance

* Asset inspection (powerlines, pipelines, towers,
bridges) has seen broad adoption due to drones’ risk
reduction and data-rich sensors enabling automated
defect detection. Industrial pilots now integrate
swarm/autonomous inspection to reduce human
exposure to hazardous sites.

3.4 Defense & Security Uses

» Large-scale use of both small ISR (intelligence,
surveillance, reconnaissance) drones and tactical
swarms have changed operational doctrines in conflict
zones;  Al-enhanced target recognition and
coordination are emerging trends (with associated
escalation and legal concerns). (Reuters)

Iv. IMPACTS

4.1 Economic Impacts
* New service markets (commercial delivery,
inspection-as-a-service, aerial imaging analytics) are
expanding; jobs shift toward remote piloting, fleet
orchestration, and data analytics while some manual
inspection jobs decline.

IJIRT 188375

4.2 Social & Accessibility Impacts

* Medical delivery can improve healthcare access in
remote areas; however, privacy concerns (persistent
aerial surveillance) and noise/visual pollution may
face community resistance.

4.3 Environmental Impacts

* Small electric drones can reduce emissions compared
with ground vehicles for light payloads and congested
urban deliveries; lifecycle battery issues and energy
sources remain relevant for net environmental
assessment.

4.4 Security & Safety Impacts

* Benefits: reduced human exposure to hazardous
tasks. Risks: spoofing/jamming, malicious drone use,
airspace safety incidents — prompting increased
investment in counter-UAS, secure C2 links, and
policy controls. (ScienceDirect)

4.5 Regulatory & Legal Impacts

» Jurisdictions are rapidly evolving rulebooks
(certification, UIN/UAS registration, geo-fencing,
BVLOS frameworks). For instance, India’s Drone
Rules and subsequent amendments create operational
pathways while imposing compliance burdens on
operators. (Directorate General of Civil Aviation)

V. CHALLENGES

* Scalability & Traffic Management: UTM
architectures and scalable detect-and-avoid remain
research priorities.

* Endurance vs. Payload Tradeoffs: battery tech limits
heavy or long-endurance missions.

* Cybersecurity & Resilience: secure, authenticated
command channels and resilient swarm protocols
under adversarial conditions need more mature
solutions. (ScienceDirect)

 Standardized Metrics & Benchmarks: cross-study
comparisons are hampered by differing datasets and
evaluation criteria.

* Socio-legal frameworks: balancing privacy,
community acceptance and innovation requires
clearer policy design and public engagement.

VL RECOMMENDATIONS

1. Continue investment in secure onboard Al and edge
compute to enable safe BVLOS operations.

2. Standardize UTM APIs and certification processes
across regions to support international operations.

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 1766



© December 2025 | IJIRT | Volume 12 Issue 7 | ISSN: 2349-6002

3. Prioritize research in secure swarm coordination
and adversarial robustness.

4. Perform life-cycle environmental assessments for
large-scale drone deployment scenarios.

5. Strengthen interdisciplinary work (tech + law +
social sciences) to craft acceptable deployment
practices.

VIL CONCLUSION

In the last five years, drone technology has
transitioned from constrained trials to scalable
operational use across healthcare, logistics, inspection
and defense as autonomy, edge AI, BVLOS
capabilities, and supportive regulation matured.
Benefits are substantial — faster logistics, improved
safety, and new services — but they come with
pronounced security, privacy and airspace-integration
challenges. Addressing these requires coordinated
technical, regulatory and societal responses.

The rapid evolution of drone technology in recent
years has transformed the operational landscape across
medical logistics, commercial delivery systems, and
national security domains. As highlighted in recent
studies, drones are shifting from experimental
platforms to mission-critical systems capable of
enhancing efficiency, speed, and safety in multiple
sectors. The advancements documented by Stierlin et
al. (2024) clearly demonstrate the potential of UAVs
to revolutionize medical logistics by ensuring timely
and reliable transportation of pharmaceuticals,
emergency medical supplies, and diagnostic samples.
These capabilities are particularly valuable in remote
or inaccessible regions, where traditional logistics
networks struggle to meet critical response timelines.
By reducing dependency on ground-based transport,
drones provide unprecedented agility in healthcare
delivery.

REFERENCE

[1] N. Stierlin et al., “Current Advancements in
Drone Technology for Medical Logistics,”
Logistics, MDPI, 2024. (MDPI)

[2] S. Zieher, “Drones for automated parcel delivery:
Use case ScienceDirect, 2024. (ScienceDirect)

IJIRT 188375

[3] A. Jazairy et al., “Drones in last-mile delivery: a
systematic literature review,” IJLM (Emerald),
2024. (Emerald)

[4] K.-Y. Tsao, “A survey of cyber security threats
and solutions for UAV ...,” ScienceDirect, 2022.
(ScienceDirect)

[5] Directorate General of Civil Aviation (DGCA),
“Drone Rules, 2021” and Drone (Amendment)
Rules 2023 (India). (Directorate General of Civil
Aviation)

[6] Reuters, “Ukraine sees use of uncrewed ground
vehicles, Al-targeting drones surging,” 2024
(example of operational military trends).
(Reuters)

[7] H. P. Dwivedi et al., “Drones for Rapid Medical
Response: Opportunities and Challenges,” IEEE
Access, 2023.

[8] M. Patel & J. W. Kim, “UAV-Based Emergency
Medical Delivery: A Review of Global Case
Studies,” MDPI—Drones, 2023.

[91 World Health Organization (WHO), “Drones in
Public Health Supply Chains: Global Report,”
2022.

[I0]M. A. A. Khan et al., “Optimizing Medical
Payload Delivery Using Autonomous UAVs,”
Springer—Journal of Medical Systems, 2023.

[11]Federal Aviation Administration (FAA), “UAS
Remote ID Final Rule,” United States, 2023.

[12]European Union Aviation Safety Agency
(EASA), “Regulations for Unmanned Aircraft
Systems (UAS) — Updated 2024 Guidelines,”
2024.

[13]Government of India, Ministry of Civil Aviation,
“National Unmanned Aircraft Traffic
Management (UTM) Policy Framework,” 2023.

[14]International Civil Aviation Organization
(ICAO), “UAS Traffic Management (UTM)
Framework,” 2022.

INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 1767



