
© December 2025| IJIRT | Volume 12 Issue 7 | ISSN: 2349-6002 

IJIRT 188835 INTERNATIONAL JOURNAL OF INNOVATIVE RESEARCH IN TECHNOLOGY 3573 

Fingerprint Attendance with Cloud Storage 
 

 

Dr. Nitin Janwe1, Kartik P. Handekar2, Yash S. Jathade3, Nakul R. Ambatkar4, Chirag D. Chaudhari5, 

Tushar K.  Khanke6 

1Guide, Department of CSE RCERT, Chandrapur, Maharashtra, India 
2,3,4,5,6Department of CSE Student of RCERT Chandrapur, Maharashtra, India 

 

 

Abstract -The Fingerprint Attendance with Cloud 

Storage offers a secure and automated solution for 

tracking attendance in workplaces and educational 

institutions. It uses an Arduino UNO with an ZA620_M5 

Fingerprint Sensor for user authentication and a ESP32 

microcontroller to log accurate timestamps. A 18x14mm 

OLED provides real-time feedback, while push buttons 

allow for user enrollment. The system eliminates proxy 

attendance and manual errors, enhancing reliability and 

efficiency. It is cost-effective, userfriendly, and ideal for 

environments requiring secure access control. Overall, it 

provides real-time, accurate attendance management 

through fingerprint recognition.  

 

I. INTRODUCTION 

 

In today's technology-driven world, traditional 

attendance methods like manual sign-ins and ID cards 

are being replaced by automated biometric systems for 

better accuracy, efficiency, and security. Among these, 

fingerprint recognition stands out due to its uniqueness, 

cost-effectiveness, and ease of use. A Fingerprint 

Biometric-Based Attendance System captures unique 

fingerprint patterns, converts them into digital 

templates, and matches them with stored data for 

authentication. This eliminates proxy attendance and 

buddy punching, ensuring tamperproof records. 

Widely used fingerprint sensors such as the 

ZA620_M5 offer reliable and affordable integration. 

These systems support real-time attendance tracking, 

reduce manual errors, and streamline administrative 

tasks. The database securely stores fingerprint 

templates and attendance logs, accessible through an   

intuitive UI for reporting and user management. 

Applications in educational institutions, workplaces, 

and other environments have demonstrated the 

system’s effectiveness, supported by successful real-

world deployments. This paper outlines the design and 

implementation of such systems while evaluating their 

security, efficiency, and future scalability.  

  

 

II. METHODOLOGY 

  

The development of the Fingerprint Attendance with 

Cloud Storage follows a structured process to ensure 

accuracy, efficiency, and user-friendliness. It begins 

with requirement analysis to define core functionalities 

like fingerprint enrollment, attendance logging. 

Suitable hardware, such as ZA620_M5 fingerprint 

sensor, is selected for reliability and integration ease. 

During enrollment, fingerprints are captured, 

processed using feature extraction techniques, and 

stored securely as digital templates. For attendance, the 

system matches scanned fingerprints against stored 

templates and logs the timestamp upon a successful 

match. A database (e.g., FireBase) manages user 

profiles, fingerprint data and attendance records. The 

software is developed in languages like C++ and 

includes a graphical interface for user registration, 

monitoring. Access controls and encryption are 

implemented to secure sensitive biometric data. The 

system is thoroughly tested to ensure fast response 

times, high accuracy, and stability under heavy usage. 

Additional features, such as realtime reporting and data 

export, enhance administrative convenience. The final 
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system is then optimized for performance, security, 

and scalability, ensuring that it can handle the 

attendance needs of both small and large organizations. 

Future improvements may include integration with 

mobile devices for remote access, and multi-modal 

biometrics to enhance user identification.  

  
FLOW CHART 

 

III. IMPLEMENTATION DESIGN 

 

The Fingerprint Biometric-Based Attendance System 

is designed to integrate biometric hardware and robust 

software for secure and efficient attendance tracking. It 

consists of a fingerprint sensor, a processing unit (e.g., 

microcontroller or PC), and a cloud database. The 

system captures fingerprint data, converts it into digital 

templates, and stores it securely during user 

registration. During attendance logging, the system 

matches scanned fingerprints against stored templates 

and records the date and time. Common sensors like 

ZA620_M5 are used for their affordability and 

reliability. The software is developed using C++. A 

database (FireBase) securely stores attendance data. 

The User Interface is designed for easy user 

management and report generation. Security features 

include encrypted data storage, access controls, and 

restricted permissions. The system is scalable, user-

friendly, and has been tested for accuracy and 

reliability in real-world environments.  

IV. LITERATURE SURVE 

 

Fingerprint-based attendance systems combine 

fingerprint biometrics for identity verification with 

automated logging to replace manual/ RFID 

attendance. In recent years many implementations add 

cloud storage (Firebase, custom cloud DBs, or 

commercial SaaS) to enable centralized access, 

scalability, remote monitoring, and integration with 

payroll/HR systems. Cloud integration also enables 

multi-site deployments and real-time dashboards for 

administrators. 

1. Sensor & edge-hardware choices. Many 

prototypes use low-cost optical/ capacitive 

fingerprint modules (R305, GT-511, ZA-series) 

paired with microcontrollers (ESP8266/ESP32, 

Arduino) to capture templates and transmit events 

via Wi-Fi/ MQTT/HTTP. Edge choices balance 

cost, latency, and template extraction capabilities. 

2. Template storage vs. raw images. Standard 

practice stores fingerprint templates (feature 

descriptors) rather than raw images to reduce 

storage and privacy risk; enrolment and matching 

may be done locally (on device) or in the cloud. 

Hybrid approaches buffer events locally and sync 

templates/records to the cloud.  

3. Cloud backends & real-time sync. Google 

Firebase is a common choice in prototypes for its 

realtime DB and auth; commercial deployments 

use dedicated cloud HR platforms with secure 

APIs. Offline caching + eventual synchronization 

is a common design to handle intermittent 

connectivity. SSRN+1 

4. Security & privacy controls. Literature stresses 

encryption-in-transit, secure storage, access 

control, and consent/notice for employee 

biometrics. Recent regulatory and watchdog 

actions highlight legal risk when biometric data is 

collected without adequate safeguards.  

  

V. RESULTS AND DISCUSSIONS 

  

The implementation of the Fingerprint Attendance with 

Cloud Storage proved to be a highly effective and 

practical solution for automated attendance 

management. The system demonstrated strong 

accuracy in fingerprint recognition, maintaining low 

false acceptance and rejection rates, with identification 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=3369512&utm_source=chatgpt.com
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typically completed in under two seconds. This fast 

response time ensured smooth and efficient operation, 

even in environments with a large number of users. The 

intuitive user interface made it easy for administrators 

to register users, monitor attendance logs, and generate 

reports, while the backend database securely stored 

fingerprint templates and attendance records with 

support for realtime data retrieval. The system 

successfully eliminated issues like proxy attendance 

and time fraud that are common in manual and RFID-

based systems, thereby improving transparency and 

accountability. During practical testing, the system 

performed reliably under different environmental 

conditions, and minor issues such as dirt, moisture, or 

damaged fingerprints were effectively managed by 

prompting users to clean the sensor or use alternate 

fingers. The fingerprint matching algorithm showed 

resilience in recognizing partially scanned or 

misaligned fingerprints, enhancing overall reliability. 

Security was prioritized through encrypted data 

storage, access controls, and role-based user 

permissions, ensuring the protection of sensitive 

biometric information and compliance with data 

privacy standards. Moreover, the system’s architecture 

supports scalability and future enhancements, 

including facial recognition integration, mobile app-

based attendance logging, and cloud-based data 

storage for centralized access and multi-location 

support. Overall, the system offers a robust, user-

friendly, and secure solution that streamlines 

attendance tracking, reduces manual errors, and 

strengthens institutional integrity in a wide range of 

organizational settings.  

  

VI. CONCLUSION 

  

The Fingerprint Attendance with Cloud Storage offers 

a highly secure, accurate, and efficient method for 

tracking attendance in both educational and 

professional environments. By leveraging the 

uniqueness of individual fingerprints, it effectively 

addresses common issues such as proxy attendance, 

buddy punching, manual entry errors, and time theft. 

Unlike traditional attendance systems that rely on 

manual logs or ID cards, this biometric approach 

ensures that only the rightful user can log their 

presence. The system includes a user-friendly 

graphical interface that allows administrators to easily 

register users, monitor attendance, and generate 

detailed reports. Real-time attendance logging is 

supported, ensuring that each entry is accurately 

timestamped and immediately recorded. The backend 

is powered by a secure database, such as FireBase , 

which safely stores fingerprint templates and 

attendance records while supporting quick retrieval 

and reporting. During testing, the system demonstrated 

high matching accuracy and fast processing, with 

identification typically completed in under two 

seconds. Minor issues, such as difficulty recognizing 

wet, dirty, or damaged fingerprints, were effectively 

mitigated through prompts or by using alternative 

fingers. Robust encryption and access control 

mechanisms are employed to safeguard biometric data, 

ensuring data privacy and security. The system is 

designed to be cost-effective and scalable, making it 

suitable for small schools to large corporate 

environments. It also allows for future enhancements, 

such as mobile app integration for remote attendance 

tracking and cloud storage for centralized data access. 

This adaptability ensures the system remains relevant 

as technology evolves. Additionally, the system's low 

hardware requirements and ease of integration make it 

a practical choice for a wide range of users. Overall, it 

provides a dependable, user-friendly, and future-ready 

solution for automating attendance management.  
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